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ABSTRACT

Over the years, wireless communication systems have evolved into the most widely used frame-
work for communication devices and networks. These wireless networks form the backbone of
wireless sensor networks (WSNs) that have been employed in many applications such as military
surveillance, autonomous driving systems and smart-homes. When designing WSNs, two crucial
factors must be considered. The first factor is the security of WSNs, which is a concern due to the
deployment of low-cost and potentially insecure sensors. The second critical factor is the energy
efficiency of WSNs, as they often rely on battery-limited sensors. In this dissertation, we con-
sider the design of various resilient energy-efficient WSNs for the inference task under Byzantine
attacks, which are one of the most significant security threats faced by WSNs. When the sys-
tem suffers from Byzantine attacks, some sensors in the network might be compromised and fully
controlled by adversaries. Our goal is to design WSNs that are both energy-efficient and resilient.

The first part of this dissertation (Chapters 2 and 3) focuses on enhancing the resilience of
WSNss that achieve energy-efficiency through quantization, particularly in scenarios where Byzan-
tine nodes are prevalent, and the fusion center (FC) lacks knowledge of the attack strategy. Our
in-depth exploration, analysis, and enhancements center around a promising energy-efficient mech-
anism known as the audit bit-based mechanism. For the traditional audit bit-based mechanism, we
demonstrate how a simple attack strategy can compromise the entire system. To address this con-
cern, we introduce an enhanced audit bit based mechanism, which effectively relaxes the stringent
constraints on the attack strategies that this mechanism can withstand. Building upon the enhanced
audit bit framework, we propose an advanced audit bit-based scheme that not only improves system
robustness but also significantly reduces redundancy related to audit bits. Furthermore, drawing in-
spiration from both the audit bit-based mechanism and reputation-based mechanisms, we develop
some advanced schemes designed to help systems effectively address challenges in scenarios where

prior knowledge of attack strategies is unavailable, and Byzantine nodes are a prevailing threat.



In the next section of this dissertation (Chapters 4 and 5), we study the resilience of WSNs
operating under constraints of limited power supply. Our research focuses on the security aspects
of two promising energy-efficient frameworks: ordered transmission (Chapter 4) and compressed
sensing (Chapter 5). In Chapter 4, we investigate the impact of Byzantine attacks on the perfor-
mance of both the traditional order transmission based (OT-based) system and the communication-
efficient OT-based (CEOT-based) system. We investigate the error probability and the number of
saved transmissions for those OT-based systems under various Byzantine attack strategies. Fur-
thermore, we derive upper and lower bounds on the number of transmissions saved for OT-based
systems under various Byzantine attack strategies. A comparison of the resilience of CEOT-based
and conventional OT-based systems is presented, offering guidance on implementing OT-based
frameworks in potentially hostile environments.

In Chapter 5, we investigate the distributed detection problem of sparse stochastic signals with
compressed measurements in the presence of Byzantine attacks. We propose two robust detectors
based on the traditional Generalized Likelihood Ratio Test (GLRT) and traditional Quantized Lo-
cally Most Powerful Test (LMPT) detectors with adaptive thresholds, given that the sparsity degree
and the attack strategy are unknown. The proposed detectors can achieve detection performance
close to the benchmark likelihood ratio test (LRT) detector with perfect knowledge of the attack
strategy and sparsity degree. Furthermore, we explore situations where the fraction of Byzantines
in the networks is assumed to be known. In this context, two enhanced detectors building on the
previous proposed robust detectors are proposed to further improve the detection performance of
the system by filtering out potential malicious sensors.

In addition to our primary focus on traditional WSNs, our research extends to the domain of
human-machine collaborative networks. These networks are particularly relevant in high-stake sce-
narios, such as remote sensing and emergency access systems, where automatic physical sensor-
only decision-making may not be sufficient. A combination of human and machine inference
networks leverages the cognitive strengths of humans and the sensing capabilities of sensors to

enhance situational awareness of the systems. Chapter 6 introduces a belief-updating scheme de-



signed to enhance the resilience of these collaborative networks against potential attacks. The pro-
posed belief-updating scheme, which builds on a human-machine hierarchical network, can also
mimic the real-world decision-making process where the sensors’ local decisions are collected by
humans to make a final decision. Our research reveals that our proposed scheme can improve sys-
tem performance, even in scenarios where a significant fraction of physical sensors in the system
are compromised, and where knowledge about the exact fraction of malicious physical sensors is
lacking. Additionally, we conduct an analysis of the impact of side information from individual

human sensors, and compare different operations used to incorporate the side information.
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CHAPTER 1

INTRODUCTION

Over the years, wireless communication systems have evolved into the most widely used frame-
work for communication devices and networks. These wireless networks form the backbone of
wireless sensor networks (WSNs) that have been employed in many applications such as mili-
tary surveillance, autonomous driving systems and smart-homes. One important factor to consider
when designing WSNs is the security of their operation in carrying out their assigned tasks. Due
to the distributed nature of wireless channels, wireless networks are vulnerable to various kinds
of security threats, such as jamming, advanced persistent threats, spoofing, wiretap and Byzantine
attacks [14,26,39,54,113,119]. Attackers always aim to deteriorate the performance of wireless
networks while carrying out their assigned functions, such as sensing performance. The security
threat we are particularly interested in is Byzantine attacks, which are one of the most significant
security threats faced by WSNs. Another important factor to consider when designing WSNs is
the limited power supply. Reducing radio communications’ energy consumption is key to sustain-
ability and longevity of WSNs since radio communication is the major component of WSNs that
consumes large amounts of energy. The amount of data transmitted over the network is the domi-
nant factor that influences radio communications’ energy consumption. Therefore, by quantizing
the measurements, reducing the amount of data transmitted or optimizing communication pro-

cesses, energy-efficiency can be achieved. For example, it can be done through data compression,



power-saving modes, and efficient routing algorithms. In the literature, some promising frame-
works have been proposed for improving the energy efficiency of the WSNs such as censoring,
ordered transmission and compressive sensing (e.g., [2,5,7,9]). Energy efficiency is achieved by
either reducing the number of transmissions in the networks (e.g., censoring and ordered trans-
mission) or compressing the data sent by the sensors (e.g., quantization and compressive sensing).
In this dissertation, the task of distributed detection using WSNs is considered and constructing

energy-efficient WSNss for this task that are resilient to attacks is the main focus of our work.

1.1 Byzantine Attacks

Byzantine attack is a type of internal attack at the physical layer. This type of attack can be traced
back to the issue of Byzantine generals, first introduced by [74], where traitors attempted to mislead
other loyal generals by presenting false information. In WSNs, this term specifically refers to the
malicious behaviors that occur within WSNs when certain sensors are compromised and transmit
false data within the network. There are different types of Byzantine attacks on the distributed
detection task in WSNs such as data modification attack, data omission attack and delayed attack.
Malicious nodes can either selectively delay data (delayed attack), drop data (data omission attack)
or alter data packets directly (data modification attack) to manipulate the network.

In the existing literature, there have been several studies of distributed WSNs under Byzantine
attacks (e.g., [48]). The interactions between Byzantines and the WSNs can be viewed as games
between attackers and the detection systems. Byzantines aim to undermine the integrity of data
transmitted, thereby lowering the reliability of wireless sensor networks. Correspondingly, the FC
can enhance the reliability of the network by identifying the Byzantines and making suitable use
of information coming from Byzantines for mitigation purposes. Naturally, strategic Byzantine
attackers strive to maximize their attack gains while attempting to avoid detection by the defense
system.

The level of effort required for an effective mitigation varies depending on the data fusion



system architecture. In centralized fusion systems with a Fusion Center (FC), the system can
better evaluate the behavior of all the sensors so that the attacks can be mitigated, especially when
the majority of nodes are honest and the FC is trustworthy. However, in decentralized fusion, each
sensor can only communicate with its neighbors to gather auxiliary information before making
a decision. This decentralized approach makes the system more susceptible to attacks since false
data can be stealthily incorporated into the decisions of neighboring nodes, and diffused throughout

the network.

1.2 Typical Attack Models in WSNs

There are several factors that can be used to classify Byzantine attacks in WSNs. One such factor
is the availability of additional information besides the sensing results at the Byzantine nodes. If
no extra information is available, the attacks are referred to as independent attacks, meaning that
the Byzantine nodes can only rely on their own sensing capabilities. On the other hand, if the
attacks involve the acquisition of extra information by the Byzantine nodes, such as the current
sensing results of other malicious nodes, fusion rules, and defense strategies, they are referred to
as dependent attacks. The exchange of information in dependent attacks allows malicious nodes
to increase their accuracy in sensing and the success rate of their attacks, making their collusion
more effective. One approach to defend against these types of attacks is to use statistical methods
to detect and identify malicious nodes that are demonstrating anomalous behavior, e.g., [117].
Another factor is the manner in which attacks are executed. If the attacks are launched with a
certain probability, they are referred to as probabilistic attacks. Defense algorithms for these types
of attacks usually identify attackers by analyzing the consistency of their attack behavior over time,
such as reputation-based schemes (e.g., [117]) and cluster-based schemes (e.g., [10]). Conversely,
if the attacks are launched based on specific conditions, such as when their posterior probability
of being a malicious node exceeds a certain threshold, they are referred to as non-probabilistic

attacks. These attacks are much harder to model compared to probabilistic attacks and can be very



difficult to defend against, as the Byzantine nodes are intentionally trying to appear normal while

causing disruptions.

1.3 Existing Defense Schemes

A number of defense mechanisms have been proposed in the literature to mitigate the negative
impact of Byzantine attacks on system performance. They either directly identify and isolate
Byzantine attackers to reduce the impact of their attacks or design the system parameters to mit-
igate the effects of attacks on the system. Some works are based on statistical methods to build
reputation so that the malicious nodes are identified (e.g., [70]). For example, the authors in [38]
proposed an adaptive reputation-based clustering algorithm for spectrum sensing networks, which
was effective in performing detection even in the presence of collaborative attacks. The authors
in [70] addressed the problem of Byzantine attacks in distributed inference with M-ary quantized
data and proposed a reputation-based defense mechanism, which enables the FC to detect various
types of misbehaving nodes and improve detection accuracy. In addition, there are many other
promising methods for dealing with Byzantine attacks in networks, such as game-theoretic tech-
niques [63] and machine learning techniques [114]. Several consensus-based algorithms have been
used in decentralized fusion to improve their robustness under attack. Efforts have been made to
exclude nodes with significant deviations from consensus (e.g., [62]) and to design weights to mit-
igate the effect of data falsification attacks (e.g., [44,69]). Additionally, trust-based mechanisms
can also be utilized in decentralized fusion, where each node evaluates the trustworthiness of its
neighboring nodes before exchanging data. There are also some works that have used the idea of
quickest change detection to detect the presence of anomalous measurements due to the malicious
sensors in the networks. A model of quickest change detection problems was proposed to detect the
presence of Byzantines, who generate fake i.i.d. observations according to post-change and pre-
change distributions before and after the change time (e.g., [22,37]). In [22], the authors utilized

a model of quickest change detection problems to detect the presence of Byzantines, who generate



fake i.i.d. observations according to post-change and pre-change distributions before and after the
change time. The system can recognize any change due to any subset of affected sensors quickly
and reliably. The results they obtained are useful for the robustness of existing multichannel pro-
cedures. In [37], the authors formulated and solved the multi-hypothesis Byzantine distributed
quickest change detection problem where multiple post-change distributions are considered due to
multiple types of attacks.

Aside from works that deal with performance analysis and robust design of networks with
fixed sample sizes, there are also studies that deal with performance analysis and robust design of
networks with unknown sample sizes, such as sequential hypothesis testing (e.g., [58, 111]). The
authors in [111] designed a robust sequential hypothesis test for cooperative spectrum sensing in
a mobile network. The authors in [58] investigated the effect of Byzantine attacks on sequential
binary hypothesis testing problems in both centralized and fully distributed networks, and proposed
asymptotically optimal algorithms to mitigate the effects of Byzantine attacks.

The previously discussed works have made strides in improving the resilience of systems
against Byzantine attacks, however, they still have limitations in detecting distributed attacks when
a significant number of nodes have been compromised. Some works, such as [33], [34] and [120],
have successfully reduced the impact of Byzantine attacks on WSNs even when the majority of
sensors are malicious. The authors in [120] proposed a robust framework for identifying Byzan-
tine attackers in collaborative spectrum sensing, with the consideration of two cases: with and
without prior knowledge of the attacker’s behavior. The framework can still achieve good iden-
tification results when a majority of nodes were Byzantine, with the help of stale information’.
The authors in [33] proposed an audit bit-based distributed detection scheme, where each sensor
sends an additional bit to the fusion center (FC) along with its own decision to provide the FC with
more information about the behavior of each sensor, was proposed under the Neyman-Pearson
framework. The authors showed that the defense system could only be blinded by the attackers

if all nodes in the network were Byzantine. The authors in [34] further extended this audit-based

I'The stale information here is used to denote information that can reflect the real channel states but is outdated for
spectrum sensing in the current slot, such as the transmit results.



mechanism to a Bayesian setting and a new decision rule was proposed, taking into account the
design of the mitigation scheme over time. But those aforementioned works still have limitations,
such as constraints on attack strategies and the need for knowledge of past true hypotheses.

In the literature, there is a large body of work on the performance analysis and robust design
of networks that rely on data from all sensors to reach conclusive decisions in the presence of
Byzantines. Nonetheless, there are still some areas of research that prioritize energy efficiency. To
conserve energy, some approaches, such as censoring-based schemes, ordered transmission-based
schemes, and sleep scheduling algorithms, require only a subset of sensors to actively transmit data.
The reduced number of sensors needed for active data transmission appears to meet the growing
demand for low energy consumption and long-lasting wireless sensor networks in various appli-
cations. However, there remains a need for further research efforts focused on the performance
analysis and robust design of such energy-efficient wireless sensor networks. Compressed sensing
is another representative scheme that achieves energy efficiency by compressing measurements
from multiple sensors. However, the integration of data during this process sacrifices specific sen-
sor information, making it challenging to pinpoint compromised sensors. These energy-efficient
frameworks are still under investigation in terms of their robustness and their robust design in the

context of error-prone environments and under attacks.

1.4 Major Contributions

Our research is primarily dedicated to enhancing the resilience of detection tasks against Byzan-
tine attacks within energy-efficient wireless sensor networks. The increasing adoption of energy-
efficient schemes, while beneficial in conserving the energy consumption of individual sensors,
might introduce new vulnerabilities that demand robust security measures to be taken. Our work
aims to achieve resilience in various types of energy-efficient networks with or without relying
on prior knowledge of attack strategies and even when Byzantine nodes dominate the network

landscape.



One key focus of our research is to strengthen the resilience of wireless sensor networks that
achieve energy-efficiency through quantization, especially in scenarios where Byzantine nodes
prevail, and the FC lacks knowledge of the attack strategy. The audit bit based framework pro-
posed in [33, 34] is one promising and intriguing approach to address security threats that arise
in scenarios where Byzantine nodes are prevalent. However, the audit bit-based framework dis-
cussed in [33, 34] requires prior knowledge of the attack strategy and imposes hard constraints
on the behavior of malicious sensors. In our work, we take the traditional audit bit-based frame-
work to the next level. We first conduct in-depth exploration, analysis, and enhancement of this
mechanism, and then propose some advanced algorithms based on the idea of the traditional audit
bit-based framework. Our contributions include the introduction of an enhanced audit bit-based
mechanism, which relaxes the hard constraints on the attack strategies it can withstand. Building
upon the enhanced audit bit framework, we propose an advanced audit bit-based scheme that not
only enhances system robustness but also significantly reduces the redundancy associated with au-
dit bits. Furthermore, we extend this work to tackle challenges in scenarios where prior knowledge
of the attack strategies is unavailable. We introduce an adaptive algorithm that leverages reputation
systems and employs advanced audit bit techniques to enhance the network’s resilience and secu-
rity. The proposed adaptive algorithms allow us to guarantee excellent performance even when
Byzantine nodes are in the majority.

Another key focus of our research is to enhance the resilience of WSNs when limited power
supply is available and energy efficiency is prioritized. Our work is concerned with the secu-
rity aspects of two kinds of promising energy-efficient frameworks mentioned earlier: ordered
transmission and compressed sensing. In ordered transmission-based (OT-based) schemes, energy
efficiency is achieved by omitting transmission of less informative data. As only a fraction of
sensor data is transmitted to the FC during each decision interval, these systems present greater
challenges for ensuring security. The sacrifice of sensors’ data introduces complexities in evaluat-
ing the reliability of sensors due to the limited availability of complete data records. However, the

issue related to resilience of such systems has not been explored in the existing literature. In our



work, the effect of Byzantine attacks on the performance of the OT-based systems is investigated
and a comparison of the robustness of two main OT-based systems is made, shedding light on how
to employ OT-based frameworks in an attack-prone environment. Some possible countermeasures
to mitigate the impact of Byzantines on OT-based systems are also discussed.

In the field of compressed sensing, the achievement of energy efficiency hinges on the compres-
sion of high-dimensional sparse data into a lower-dimensional format. However, the amalgamation
of data during the compressed sensing process can introduce challenges in identifying compro-
mised sensors, thereby posing a threat to system integrity. In addition, the unknown sparsity of the
sparse signal increases the uncertainty of the model. Some promising works, such as [32,101,102],
address the sparse signal detection problem within the context of compressed sensing, primarily in
attack-free environments. In our research, we conduct a comprehensive evaluation of the impact
of Byzantine attacks on the performance of two promising detectors in aforementioned works: the
Generalized Likelihood Ratio Test (GLRT) detector introduced in [32], and the Quantized Locally
Most Powerful Test (LMPT) detector presented in [101, 102]. Our results reveal the vulnerability
of these detectors originally designed for attack-free environments to possible attacks. To address
this issue, we propose robust detectors capable of withstanding Byzantine attacks, even in the pres-
ence of unknown sparse patterns and unknown attack strategies. The proposed detectors achieve
detection performance close to the benchmark LRT detector with perfect knowledge of the attack
strategy and sparsity degree.

Beyond our primary focus on traditional WSNs, our research also encompasses the domain of
human-machine collaborative networks [87,104,107]. In some high stake scenarios such as remote
sensing and emergency access systems, where human lives and assets are at risk, automatic phys-
ical sensor-only decision-making may not be sufficient. The emerging human-machine inference
networks aim to combine humans’ cognitive strength and sensors’ sensing capabilities to improve
system performance and enhance situational awareness. In our work on human-machine collabo-
rative decision-making, our objective is to enhance the resilience of such collaborative networks to

possible attacks. We introduce a belief-updating algorithm within a hierarchical framework which



mimics the real-world decision-making process. The hierarchical framework allows the use of lo-
cal information collected by human agents and the final decision are made by those human agents.
In the real world, human agents collect local decisions from physical sensors and use them as ref-
erence points to enhance the quality of human sensor decisions. The same idea is utilized in our
proposed algorithm. This innovative strategy ensures the system’s performance and significantly
enhances the quality of decisions made by human sensors, even in scenarios where a majority of

the physical sensors within the system are malicious.

1.5 Organization of the Dissertation

The rest of this dissertation is organized as follows. In Chapter 2, we analyze and improve the
audit bit based mechanism, where the prior knowledge of the attacking strategies is assumed to
be known. Chapter 3 proposes an adaptive reputation and audit bit based scheme, where the prior
knowledge of attacking strategies is unknown and Byzantine nodes are in majority. In Chapter
4, we evaluate the performance of decision making in ordered transmission based systems under
Byzantine attacks. In Chapter 5, we propose some resilient detectors for sparse signal detection. In
Chapter 6, we propose a belief-updating algorithm based on hierarchical framework that is resilient
to Byzantine attacks. In Chapter 7, we summarize the contributions made in this dissertation and

present some future directions we intend to pursue.
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CHAPTER 2

ENHANCED AUDIT BIT BASED
DISTRIBUTED BAYESIAN DETECTION IN

THE PRESENCE OF STRATEGIC ATTACKS

In this chapter, we study detection problem in the presence of Byzantines via an audit bit based
approach in a binary hypothesis testing framework. In the traditional audit bit based scheme (TAS)
[33,34], all sensors are divided into groups of two and each sensor sends its local decisions to the
FC via two paths, one is direct and another is through the sensor in the same group. However, TAS
only considers the case in which each Byzantine node in the network utilizes the same attacking
probability to falsify the decisions coming from their group member and its own decision. To
consider a more realistic case, we relax the strong assumption of Byzantine nodes’ attack behavior
made in TAS, namely of equal probability, and we call this type of more general Byzantine nodes
as strategic attackers. We evaluate the detection performance of the TAS under strategic attacks
and show that it was possible for the strategic attackers to blind the FC as far as the information
conveyed by the audit bits in TAS is concerned. To further improve the robustness and the detection
performance of the system, we propose two new schemes in this chapter which are the enhanced

audit bit based scheme (EAS) and the reduced audit bit based scheme (RAS).
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2.1 Introduction

Distributed detection in wireless sensor networks (WSNs) has been studied over the last few
decades [94, 95]. In distributed WSNs, instead of sending raw observations, the sensors send
their quantized observations or their hard/soft decisions regarding the presence or absence of the
phenomenon of interest (Pol) to the FC to make the final decision. This distributed framework
is attractive for sensor networks that employ battery-limited sensors in bandwidth-limited envi-
ronments. Because of the advantages of the distributed mechanism, it is widely used in many
applications, such as IoT, cognitive radio networks, object detection networks, distributed spec-
trum sensing and military surveillance systems [16].

Security is an important issue for the distributed WSNs. The openness of the wireless net-
works and the distributed nature of such networks make the distributed system more vulnerable
to various attacks. The security issues associated with distributed networks are increasingly be-
ing studied, e.g., jamming, wiretap, spoofing [14, 26, 39], advanced persistent threats [113] and
Byzantine attacks [54, 119]. Here, we focus on Byzantine attacks. When the system suffers from
Byzantine attacks, some sensors in the network might be compromised and fully controlled by
strategic adversaries. We refer to these compromised sensors as Byzantine nodes. They may send
falsified information to the FC. There are several types of Byzantine attacks, such as independent
probabilistic attack [75], dependent probabilistic attack [42] and non-probabilistic attack [99]. In
probabilistic attacks, the Byzantine nodes are in pursuit of long-term profits by launching attacks
with a certain probability. In non-probabilistic attacks, the Byzantine nodes decide to launch at-
tacks only when the observations satisfy some specific conditions. For example, a Byzantine node
decides to launch attacks only when its observations are higher than threshold \; or lower than

threshold )y, where A\; > Aq.
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2.1.1 Related Work

There are several works that have studied Byzantine attack issues in distributed detection systems.
In [46], optimal strategic data falsification attacks on distributed detection systems are studied.
The smart attackers attempt to constrain their exposure to the defense mechanism and maximize
the attacking efficacy. In [97], an adaptive algorithm at the FC is proposed to mitigate the impact of
Byzantine attacks in the false discovery rate based distributed detection system when the Byzantine
nodes know the true hypothesis. In [57,82,120], distributed detection problems are investigated in
the context of collaborative spectrum sensing under Byzantine attacks. An abnormality-detection-
based algorithm for the detection of attackers in collaborative spectrum sensing is proposed in [57].
In [82], the condition under which the Byzantine attackers totally blind the FC is investigated and
an algorithm is proposed to detect Byzantine attacks by counting the mismatches between the local
decisions and the global decision at the FC. Authors of [120] proposed a Byzantine attacker iden-
tification framework in collaborative spectrum sensing where two cases are considered: with and
without the prior knowledge of attacker behavior. Good identification performances are achieved
in both homogeneous and heterogeneous scenarios even when Byzantine nodes are in a majority.
Similarly, in [47], the optimal attacking strategies are analyzed in general distributed network for
the cases where the FC has the knowledge of the attackers’ strategy and where the FC does not
know the attackers’ strategy. Audit bit based mechanisms are proposed to mitigate the effect of
Byzantine attacks on the distributed WSNs [33,34]. In [33], the audit bit based distributed detection
scheme is proposed in the Neyman-Pearson framework by utilizing Kullback-Leibler divergence
(KLD) to characterize the detection performance of the system. Each sensor sends one additional
audit bit to the FC which gives some information about the behavioral identity of each sensor and
improves the detection and security performance of the system. Improved system robustness to
Byzantine attacks is achieved at the expense of increased communication overhead. In [34], the
audit bit based mechanism is utilized in the Bayesian setting. The detection performance of the
system is evaluated in terms of the probability of error of the global decision at the FC, and the

mitigation scheme over time is proposed by using the information coming from the audit bits.
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Our work is most related to the works in [33] and [34]. In [33] and [34], all the sensors in the
network are divided into groups of two. Each sensor sends its local decisions to the FC via two
paths, one is direct path and another is through the sensor in the same group (indirect path). The
indirect decision bits that reach the FC via indirect path are referred to as audit bits which gives
us extra information about the behavioral identity of each sensor. In [33] and [34], it is assumed
that each Byzantine node falsifies its own local decisions and the decisions coming from its group

member with the same probability.

2.1.2 Major Contributions

Different from the existing works in [33] and [34], we consider a more realistic case in which
the strong assumption of Byzantine nodes’ attack behavior made in [33] and [34], namely of equal
probability, is relaxed. We call this type of Byzantine nodes as strategic attackers. We show that the
traditional audit bit based scheme (TAS) is not robust enough in the presence of strategic attackers.
Two new schemes, which are the enhanced audit bit based scheme (EAS) and the reduced audit bit
based scheme (RAS), are proposed to improve the robustness and the detection performance of the
system under strategic attacks. Then, we extend the above RAS for cluster based wide-area wire-
less sensor networks (CWSNs) [61,65]. The cluster based framework has been proposed to deal
with the significantly increased energy consumption of the sensors due to the long distance trans-
mission in wide-area networks [67,72]. This framework not only ensures higher data transmission
efficiency, larger network scale, lower bandwidth consumption and prolonged network lifetime,
but also efficiently reduces the amount of information transmission in the entire network and mit-
igates energy dissipation due to collisions. In CWSNs, sensors are divided into several clusters
and each cluster is equipped with one cluster head (CH) which has ample energy and computation
capacities for operation purposes. The CHs are responsible for collecting the data in the cluster
and sending it to the FC. In this work, the sensors in each cluster are further divided into groups
of two. Each sensor sends its own decisions via direct and indirect path to the corresponding CH

just like the previously proposed audit-based system [33] and [34]. The data aggregation rule for
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the CHs are designed according to RAS which prolongs the lifetime of the networks with the im-
proved detection performance of the system.! We assume that CHs have ample energy to support
the long distance transmission? and some protections against the attacks so that they can be trusted
by the FC, e.g., tamper-resistant security module [76,98]. The main contributions of this work are

summarized as follows:

* We derive the detection performance of the system that employs TAS in the presence of
strategic attackers. Instead of considering an identical attacking strategy in which each sen-
sor utilizes the same attacking probability to falsify its own decisions and the decisions com-
ing from their group member [33, 34], we consider attackers that can use different attacking
strategies. The optimal attacking strategy of strategic attackers is investigated and we show

that it is possible to degrade the performance of TAS to the system without audit bits.

* An EAS is proposed to deal with the security issues arising from the strategic attackers that
may use different attacking strategies. We derive the optimal decision rule at the FC and eval-
uate its detection performance. Simulation results show that the proposed EAS outperforms

TAS and the direct scheme under both strategic attacks and non-strategic attacks.

* The scheme EAS is further extended and a new scheme namely RAS is proposed based on
our newly proposed EAS. We show that RAS is able to further improve the robustness and

the detection performance of the system.

* A wide-area cluster-based WSN is considered. We extend the proposed RAS and design
the data aggeration rule for the CHs. Simulation results show a significant reduction in the

overall communication overhead between the FC and the CHs.

The key notations and symbols used in this chapter are listed in Table 2.1 for the convenience

of readers.

I'This framework is also suitable for sensor networks with mobile access points (SENMA) where the CHs traverse
the network to collect information directly from the sensors [90].

2The CHs are assumed to be small base stations that can be charged or be unmanned aerial vehicles (UAVs) that
are equipped with energy harvesting (EH) circuits which enable the CHs to harvest energy from renewable sources,
e.g., vibration, solar and wind, to replenish their energy buffers [89].



Table 2.1: Glossary

N
G

number of sensors
number of sensor groups

For any sensor i € {1,2,..., N} :

U;
Uy
Zi

wy

Py
Py

the true local decision made by sensor ¢

the local decision sent to MMSD (or FC) by sensor 7

the decision sent to MMSD (or FC) by sensor ¢

which represents the decision made by its group member
the decision sent to the sensor in the same group

by sensor ¢

the probability of detection for sensor ¢

the probability of false alarm for sensor ¢

For any sensor pairi € {1,... ,N}and j € {1,...,i— 1,0+ 1,...,N}:

i 2T B

CQI »l  [n ICQ
RV I

<

the probability of flipping v;

the probability of flipping w;

the status indicator which represents the MMS status of sensor ¢
the set contains all the sensors whose status indicators

are equal to 1

the set contains all the sensors whose status indicators

are equal to 0

the set contains all the sensors whose status indicators and group
members’ status indicators are both equal to 1

the set contains all the sensors whose status indicators is equal to 1
and group members’ status indicators is equal to 0

the set contains all the sensors whose status indicators is equal to 0
and group members’ status indicators is equal to 1

the set contains all the sensors whose status indicators and group
members’ status indicators are both equal to 0

the set contains all the sensors whose local decisions and group
members’ local decisions satisfy u; = u;

Key acronyms:

TAS
EAS
RAS
WSNs
CWSNs
MMS
MMSD

traditional audit bit based scheme

enhanced audit bit based scheme

reduced audit bit based scheme

wireless sensor networks

cluster based wide-area wireless sensor networks
match and mismatch

match and mismatch detector
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2.2 Traditional Audit Bit Based Scheme Under Strategic At-

tacks

In this section, we first give a brief introduction of the traditional Audit Bit based scheme (TAS).
Then, we consider TAS in a more realistic case where the strong assumption of Byzantine nodes’
attack behavior made in TAS, namely of equal probability, is relaxed. The performance of TAS is

analyzed under the relaxed assumption.

2.2.1 Traditional Audit Bit Based Scheme

We consider the binary hypothesis testing problem assuming that there are two possible hypothe-
ses, H (signal is absent) and H; (signal is present), regarding a Pol. Consider that we deploy a
cluster of N sensors to determine which of the two hypotheses is true. Based on the local ob-
servations, each sensor i € {1,..., N} makes a binary decision v; € {0, 1} regarding the true

hypothesis using the likelihood ratio (LR) test

PlylHy) »s!
—_— A, 2.1
P(%Wo) vi<:0 @1

where ) is the identical threshold used by all the sensors [91], and, P(y;|H.,,) denotes the condi-
tional probability density function (PDF) of observation y; under the hypothesis H,,, for m = 0, 1.
In the audit bit based framework [33] [34], the /V sensors are partitioned into G groups where each
group g € {1,..., G} is composed of two sensors.® Let i and j represent the sensors in the same
group, where ¢ € {1,2,...,N}and j € {1,2,...,i — 1,9+ 1,..., N}. Each sensor ¢ sends its
local binary decision to the FC via two paths, one is direct and the other is through sensor j in the
same group. At the FC, we design a match and mismatch detector (MMSD) module that detects
if the sensor’s direct decision matches or mismatches the decision sent through sensor j (indirect

decision).

3The sensors are divided into groups of two based on certain criteria, e.g., according to their distances from each
other.
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Phenomenon of Phenomenon of
. interest (Pol)
interest (Pol) .

y

(a) The architecture of group k. (b) The overall detection network for audit bit
based scheme.

Fig. 2.1: (a) The architecture of a group k € {1,2,..., G’} and (b) the overall system model.

The architecture of each group is shown as Fig. 2.1(a) and the overall detection network for
TAS is shown as Fig. 2.1(b). As shown in Fig. 2.1(a), after making its own decision v;, sensor %
sends (i) u; directly to the MMSD; (ii) w; to the sensor j in the same group; (iii) z;, corresponding
to w; coming from the sensor j in the same group, to the MMSD. Similarly, sensor j also sends
two decisions u; and z; to the MMSD. If the sensor ¢ is a Byzantine node, i.e., 7 = B, the decisions
v;, w; and u; are not necessarily the same and z; are also not necessarily equal to u;. Let p(v; #
w;lt = B), p(v; # wi|i = B) and p(w; # z;|i = B) denote the probabilities that the Byzantine
node ¢ flips its own decision, flips the decision sent to its group member and flips the decision
coming from its group member, respectively. The probabilities p, = p(w; # z;|i = B) and
p1 = p(v; # w;li = B) = p(v; # w;|i = B) are the attacking parameters the attackers want to
optimize. If the sensor ¢ is honest, i.e., © = H, we have v; = w; = u; and z; = u;. In other words,
p(vi # uili = H) = p(v; # wyi = H) = 0. We assume that a fraction « of the N sensors are
Byzantine nodes and the FC is not aware of the identity of Byzantine nodes in the network. Hence,
each node has the probability of o to be a Byzantine node. We also assume that each Byzantine
node attacks the network independently with a certain probability and all the sensors are able to
successfully receive the packets from their group members.

After collecting all the local decisions, the MMSD makes binary decisions regarding the match

and mismatch (MMS) status of the two decisions corresponding to the same sensor received over
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different paths, i.e., whether or not the decisions sent via different paths are the same, for all the
sensors. Let d; represent the MMS status of sensor ¢ which is called the status indicator of sensor
i. To give a concrete illustration, take one group of sensors (7, j) as an example. The MMSD sets
d; = 1 when u; = z; and d; = 0 when u; # z;. Similarly, the MMSD sets d; = 1 if u; = z;
and d; = 0 if u; # z;. The decisions d; and d; are the status indicators of sensor ¢ and sensor j,
respectively. According to the status indicator for each sensor, the FC places the sensors into two
sets S and S. Set S contains the sensors whose status indicators are equal to 1 and Set S contains
the sensors whose status indicators are equal to 0. By employing the extra information coming
from these status indicators, we are able to improve the detection performance of the system.

In the following two subsections, we discuss two different attack models and investigate the
robustness of the traditional audit bit based mechanism under these two types of attacks. One attack
model* is that the Byzantine nodes are assumed to flip their own decisions and all the decisions
they received with the same probability p, 1.e., p; = ps = p. The other model is that the Byzantine
nodes use different probabilities to flip their own decisions and all the decisions they receive, i.e.,
p1 # po. It is more general and practical to consider Byzantine nodes which relax the assumption
of p; = po = p made in the traditional audit bit based mechanism. This allows the Byzantines to

be strategic by optimally employing unequal probabilities p; and ps.

2.2.2 Traditional Audit Bit based Scheme

In the traditional audit bit based mechanism, the Byzantine nodes are assumed to flip their own
decisions and all the decisions they receive with the same probability p, i.e., p; = p2 = p. Based

on the status indicators {d;} ;, we have the following two cases [33].

1. If d; = 1, 7 is a Byzantine node with probability

4This attack model follows the work in [33] and [34].
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a=P(i=Bld,=1)

2.2
_ao(1 = p)[1 — 200p(1 — 2)] (22)
1 — (3 = 2p)p + 4ag(1 — p)p?
and the sensor ¢ is placed in set S.
2. If d; = 0, 7 is a Byzantine node with probability
a = P(i=Bld; =0)
(2.3)

_ 14201~ p)(ag — 200p))
T+ 2(1— p)(1 - 2a0p))

and the sensor i is placed in set S.

It has been proved in [34] (Lemma 1) that o < oy < @. In other words, all the sensors are
divided into two sets S and S in which the sensors have lower probability o and higher probability
@ of being Byzantine nodes, respectively, according to status indicators d = [dy,ds,. .., dy].
Let Py, Pr be the probability of detection and the probability of false alarm for any sensor 7 €
{1,..., N}, respectively, i.e., Py = P(v; = 1|H;) and Py = P(v; = 1|H,). Thus, the probability

mass function (pmf) of local decision u; is expressed as

(1l —m,) "% forie S
PluH,) =4 " / (2.4)

T (1 —Tg) ™ forie S

for q=0,1, where, fori € S,

my =1—my = P(u; = 1|H1) = Py(1 — ap) + ap(l — Fy) (2.52)

Tyo = 1 — o = Plu; = 1Ho) = Py(1 - ap) + ap(1 - Py) (2.5b)
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and, fori € S,

Then the optimal decision rule when the attacking strategy p is assumed to be known is given as

_— Y

U+ W0 =™ 2.7)

where U = >, o ui, U= su, W= log(ﬂ—“(l_ﬂw)), W = log(Zul=r0)) " p(4) — log(%2) +

mio(1=myy) 70(1—711)
N log(1=me Zo) 4 Nlog(;=22), N = ||, and N = |S]|. Note that U and U are binomial distributed
random variables with parameters (N, ;) and (N, 1), respectively, under #,, and with parame-
ters (N, m;,) and (N, 71, ), respectively, under 7;. When N is large, N and N can be approximated
by their expected value N P(u; = z;) and N P(ui # 2;). ) is the threshold used by the FC for
the traditional audit bit based system, where (Y = log(Z )+ NP(u; = z) log(;="° 77”0 ) +NP(u; #

z) log (1= ’”0) Moreover, U and U can be approximated by the Gaussian distribution with param-

eters given as follows:

o) =E[U|H,]
=N[P(u; = )7, W + P(u; # 2)T1;mW| (2.82)

(o) =Var[UHu] = N[P(ui = 2)my,,(1 — my,,, ) W2

m

-2

for m = 0,1. The detection performance, characterized by the probability of error P™ for the

system with TAS, is given as

P = 1,Q (7}A)> mQ (V) 2.9)
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(4)_ () (A)_p(a) .
where W}A) = MT%O and 75 = -1 Let P”) denote the probability of error for the
%0 91

system with the direct scheme, which is expressed as (A.4). It has been shown in [34] (Theorem
3) that the probability of error of the traditional audit based system given any o and p is always
less than or equal to that of the system which relies only on direct decisions, i.e, P < P,
However, due to the strong assumption of p; = p, = p, TAS can accurately assess the be-
havioral identity of each sensor in the network so that it can improve the detection and security
performances of the system. It is obvious that a higher p means a higher probability that the
Byzantine nodes flip their own decisions and the decisions coming from their group members.
Thus, the Byzantine nodes have a higher probability of being placed in the Set S. In the next
subsection, we relax the assumption of p; = p, = p and investigate the detection performance of

the traditional audit bit based system under the relaxed assumption.

2.2.3 The Strategic Attacker under Traditional Audit Bit based System

To make the model more general, we assume that the attackers are more strategic in that they can
employ different values of p; and p- that are not necessarily equal. This allows the Byzantines to
be strategic by optimally employing unequal probabilities p; and p,. In this subsection, we analyze
the detection performance of the traditional audit bit based system under such strategic attacks.
When the FC under strategic attacks makes use of the status indicators to place all the sensors

into two sets, we have the following two cases.

e If d; = 1, 7 is a Byzantine node with probability

(2.10)




where
= agpi(1 —p2) + aogpr(1 — p1)p2 + ap(l — p)(1— P2)
+ (1 — ap)(1 = p2) + ao(1 — p1)pip2
= —dagpipa + dagpipa — 200p1 + 2007 — pa + 1

and

= aopt + (1 —p1)* + (1 — o)

= 2a0pf — 2app1 + 1.
Thus, the unconditional probability of matching p(u; = z;) is given as
P(d; =1) = P(uj = z;|i = H)P(i = H) 4+ P(u; = z|i = B)P(i =
= —4aipips + 4adpips + 200pT — appa — 2a0p; + 1.
In this case, the sensor ¢ is placed in set S with

I _ dogpips + dagpips — 204p1 + 205p7 — agpa + o
4a3pips + 4adpips + 2c0p? — appa — 2a0p1 + 1

e If d; = 0, 7 is a Byzantine node with probability

B)
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(2.11)

(2.12)

(2.13)

(2.14)



25

a' = P(i = B|d; = 0)

= P(i = Blu; # z)

_ P(u; # z|i = B)P(i = B) (2.15)
- P(u; # z)

 Aagpips — dagpipa + 200p1 — 200pT + P2

— daopipe — dagpipz — 203 + p2 + 2p1

where p(u; # zj|i = B) = 1 — p(u; = z|i = B) and p(u; # z;) = 1 — p(u; = z;). In this

case, the sensor ¢ is placed in set S.

We show two important properties of @’ and o in the next lemma.
Lemma 2.1. We have the following two relationships in terms of o!, &', and «.

1. Under strategic attacks, the probability of being a strategic node given the sensor in Set S is

smaller than or equal to the one given the sensor in Set S ie., of <ag<al.
2. of =al = oy when ps = 0.

PROOF: According to (2.14) and (2.15), we show that ‘3%21 < 0, and 3%11 < 0. Due to the fact that

ap € [0,1], p1 € [0,1], and py € [0, 1], we have

oo (4agpi(1 — p1) — ag)(1 — ) (2cp1 (pr — 1) + 1)

dpo  (4a2pips + 4adpips + 200p? — cagpa — 2aps + 1)2
(2) Oéo(C(o — 1)(1 — (3{0)(20{0]?1(]?1 — 1) + 1)
= (4adpips + 4adpips + 2c0pt — app2 — 2c0p1 + 1)?

b
<0 (2.16a)

—
=

dal

— = =203 (1 — agps) (1 — 2p2)* < 0. (2.16b)
dpy

The equality in (a) is achieved when p; = % (b) is due to the fact that 2cppi(p1 — 1) +1 >

1 — % > 0 and the equality in (b) is achieved when o = 1. Thus, according to (A.11), we have
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v log (22 )/\/_—i- \/_(Do( 1, p2)p(un = 2) + Do(a, p1, p2)p(un # 2n)) (2.18a)
™ V(i # 2)go(@, pr, p2) + p(ui = 2;)go(a’, 1, p2) '

o= 10%(:_(1])/\/_+ \/_(Dl( "1, po)p(un, = ) + Dy, pr, p2)p(un # 2n)) (2.18b)
" Vo(ui # z) g1 (@ pr,p2) + p(ui = z:)g1(al, pr, pa) 7 .

the maximum value of o/ when p; = 0 and py = 0, i.e., o’ (p1,p2) < al(p1 = 0,p2 = 0) = ay.

Since p(u; = z;)al + p(u; # z)a! = ap, we have

P(u; = zi)ao + P(u; # z)a’ > ag
P(u; # z)a" > ap(1 — P(u; = 2)) (2.17)

61>a0

Based on the analysis above, we conclude that ol < oy < al. Note that the equality on both sides

can be achieved when p, = 0. Hence, we get the results stated in Lemma 2.1. |

Substituting o and @ with o and @’, respectively, in (2.5) and (2.6), we can obtain 7 {0, i,

7l 7. After getting 7y, 7!, and 7!, 7!,, we can calculate the pmfs of u; according to

(2.4). Hence, the probability of error for the system under strategic attack is given by P! =

e
m0Q (v§) + mQ (v)). v} and ~/, are shown in (2.18), where Do(a, p1,p2) = Wgo) log(= %}’)) +

Ty
™ (I) T
<1—z§9>1og<1_;0> Do(@',pr,p2) = Tiolos(5) + (1 = 7ig) los(( = z?>> Dy(@ pr.p2) =
S§}

7T(I) -7 ™ s
i1 log(2)+(1-1y) log (5 %manle( ) = 27 log(® B+ (1- ) g ). We

alSOhaVego(Q17P17p2) = wﬁo)( )W2 go(@ ,phpz) = 7Tgo)(l Wg{)))(W ) and g, (a 7P17P2) =
7 (1= a2, i@, prpa) = 747 (1= 7)) (W) where W' = log(F5=2j%)) and W'

(1
71, (1=71))

log(ﬁ). The optimal attacking strategy is stated based on (2.18) in the following theorem.
T1o\t—=71

Theorem 2.1. In the traditional audit based system, if the strategic Byzantine attackers adopt the
strategy given by p, = 0 when «q € [0, 1), the system reduces to the one without audit bits and it

can always be made blind by choosing p, such that agp, = % if ag > 0.5.

PROOF: Please see Appendix A.1. |
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Note that the probability of error for the system under strategic attack is P! = mQ (%{) +
mQ (7&) 7} and 7, are the arguments of function ()(.) for the probability of false alarm and
the argument of function )(.) for the probability of miss detection, respectively such that larger
arguments mean better detection performance. Fig. 2.2 shows how ’y]{ and 7. change with p,.
We can observe that both f and +/, achieve the minimum when p, = 0, which means that P/
achieves the maximum. We can also observe that arguments that attain this are equal to the ones in
the system that does not use audit bits and thus P/ reduces to the probability of error of the system

that does not use audit bits. Hence, Fig. 2.2 is in accordance with the result given in Theorem 2.1.

9 T T T T T
——TAS
8 |—=—drect

TAS(intelligent attacker)

—#—TAS
87 o direct
TAS((intelligent attacker)

($a]
il
[Nsa)
b
b
b
m
M
[Nsa)

Fig. 2.2: ~; and 7}, versus p, given p; = 0.7 and ap = 0.3. Note that p; = p, = 0.7 in TAS.

Based on the analysis above, the assumption p; = ps given in [34] is not the optimal choice for
the attackers in practice. The attackers can launch stronger attacks when they set p, = 0. Under
this attacking strategy, there is no improvement in the detection performance of TAS compared
with the direct scheme. Thus, we conclude that the strategic attackers can hide themselves by not
flipping the decisions from their group members, i.e., p; = 0, according to Theorem 2.1 and Fig.
2.2. Moreover, when p, = 0, the detection error for TAS is the same as the one for the direct

scheme. To enhance the robustness of the system, we propose a new scheme called enhanced audit
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bit based scheme (EAS) in the next section.

2.3 Enhanced Audit Bit based Scheme

In this section, an enhanced audit bit based scheme (EAS) is proposed to improve the robustness of
the system under strategic attacks. In TAS, the behavioral identity of each sensor is characterized
by a and @. The evaluations of the value of a and @ only depends on its own status indicator
as discussed in Section 2.2. However, in the newly proposed scheme, we utilize both the status
indicators of the sensors in the same group to more accurately infer the behavioral identities of

sensors in the network compared with TAS.

2.3.1 Audit Bits in the Same Group as Extra Information

The status indicators {d;}, are again made by the MMSD. However, the sensors are no longer
partitioned into two sets (S and S). They are partitioned into four sets which are SS SS, S.S and
SS based on both status indicators of sensor i and sensor j in the same group. If d; = d; = 1,
sensor ¢ and sensor j are both placed in the set SS. If d; = 0 and d; = 1, sensor ¢ is placed in the
set S.S and sensor j is placed in the set SS. If d; = d; = 0, sensor ¢ and sensor j are both placed
in the set SS. We still assume a general attacking strategy which is p; # p,. Then, we have the

following four cases.

» If7 € S5, 7 is a Byzantine node with probability
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a1 =P(i = Bli,j € 85)

=P(i=B,j=Hli,j € SS)+ P(i=B,j = Bli.j € SS)
P(i,j € 8Sli=B,j = H)P(i = B,j = H)

P(i,j € SS) (2.19)
n P(i,je SS|li=B,j=B)P(i=B,j = B)
P(i,j € S9)
_aBfih+ao(l—ao)fpy
P(i,j € 85) ’
where
P(i,j € 88) =a2fyh + ao(l — ao)(figh + fi) + (1 — a0)*firh (2:20)

and fyy = [2p102(1—p1) + (1= 21 +202) (1= o) fih = fon = (1—p2)(1—2p1 +2p?)
and fg}{ =1

« Ifi € SS9, i is a Byzantine node with probability

oy =P(i = Bli € SS,j € S9)
=P(i=B,j=HlicS8S,jeSS)+P(i=DB,j=BlicSS,j€SS) @21

_aBfih+ao(l—ao)fy
P(ie SS,j€59)

where

P(i € S5,j € 8S) =ad fiih + ao(1 — ao) (fith + fim) + (L — o)’ fity  (222)

and fi% = [2p1pa(1—p1)+(1—2p1+2p2) (1—p2)][1—2p1pa(1—p1) — (1—2p1 +2p3) (1—p2)],

Fib = pa(1 = 2p1 + 202). fh = 201 (1 — po)(1 — p1) and fiz) = 0.
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« Ifi € SS, i is a Byzantine node with probability

a3 =P(i = Bli € SS,j € S95)
=P(i=B,j=HlicSS,jeSS)+P(i=DB,j=BlicSS,j€S8S) (223

_adfih + ao(1— o) fiy

P(i€ SS,j€S89)

where

P(i € 58,j € 85) =a2f) + ap(1 — ao)(fih + fol) + (1 —ag)? L), (224

and £ = [2p1pa(1—p1)+(1—2p1+2p3) (1—p2)][1=2p1ps(1—p1 ) — (1—2p1 +2p2) (1—py)],

£l =2p1(1 = pa)(1 — p1)fioy = pa(1 — 2p1 +2p3) and fipy = 0.

« If i € SS i is a Byzantine node with probability

oy =P(i = Bli,j € SS)

=P(i=B,j=Hli,j € SS)+ P(i= B,j = Bli,j € 55) (2.25)
a3 fih + oo(1— a0 fih
P(i,j € 5S) ’
where
P(i,j € 88) =a2fyh +ao(l — ao)(fign + fay) + (1 — o) fin (2:26)

and ffg% = [2271(1 —P2)(1 - pl) +p2P%]2, fg% = fpu = 2]?1P2(1 - pl) and f](—;?—l = 0.

The next lemma shows that our proposed EAS performs a more accurate evaluation of the

behavioral identity of each sensor compared with TAS.
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Lemma 2.2. The probability of sensor i being a Byzantine node when i € S in TAS is equal to
the weighted average of the probabilities of sensor i being a Byzantine node when i,j € SS and
i €SS,j €SS, respectively. That is

P(i=Bli€S)

(2.27)

A similar result can be obtained for sensor i € S.

PROOF: The right hand side (RHS) of (2.27) is the same as P(i = Bl|d; = 1,d; = 1)P(d; =
1|d; =1) + P(i = Bld; = 1,d; = 0)P(d; = 0]d; = 1). According to the Bayes’ rule, we have

z=0,1
P
=) P(i=Bld; = 1,d; = z)
=0,1

-y adfih + ao(l — ao) ik Pdi = 1,d; =

z) (2.28)

z=0,1

Z a%fg% + ag(1 — ap) S”}{

z=0,1

— P(i=Bli€¥S)

We can also show that i € S is the weighted average of the probabilities of sensor i being
a Byzantine node when i,j € SS and i € SS,j € SS by following a similar procedure and,

therefore, the details of its proof are omitted here. [ |

Fig. 2.3 corroborates the results in Lemma 2.2. Note that each sensor placed in S (or S) is
a Byzantine node with probability of o (or @) for TAS. We can observe that the value of « (or
@) is in the middle of the values of a; and «s (or a3 and ay) for the proposed scheme. It shows
that taking both the status indicators from the same group into consideration can give us more
information about the behavioral identities of the sensors in the network. Hence, our proposed

EAS outperforms TAS that only utilizes the averaged probabilities (o« or @) to assess the behavioral



32

1 \

0.9 F\N

08f \ o

0.7 |

06 /

05/

Probability of being Byzantine nodes

G e Ty
04T - = =g P
: TEL T~ =" =g
~ B = -
R, e
e s
03F B g

0.2

1 L L L L 1 L L 1
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Fig. 2.3: The probability of being Byzantine nodes for sensors in sets S, S, SS, SS, SS and SS
when p; = 0.1.

identity for each sensor.

2.3.2 Optimal Decision Rule

From the analysis above, the pmf of local decision u; for our proposed EAS is expressed as

(
T (1 —mgq)' ™ forie SS

W?;,Z(l — qu,g)l_ui fori € §§
P(ui|Hy) = (2.29)

i g(1 —migs)t ™ fori e SS

\7T7fé74(1 — 71-1%4)1—111' fori € g

for ¢ = 0, 1, where

7Tll,e =1~ 710,6 - Pd(l - aepl) + aepl(l - Pd) (230&)

71076 = ]_ — 7TOO,e = Pf(]_ — Ofepl) —f- Oéepl(l — Pf) (230]3)

fore =1,2,3,4. 711, and 7y . are the probabilities of sending the local decision u; = 1 given hy-
pothesis H; and given hypothesis H,, respectively, for e = 1,2, 3, 4 which are corresponding to the

sensors being in S5 S5, SS and SS. The new optimal decision rule is provided in Theorem 2.2.
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Theorem 2.2. The new decision rule for the proposed EAS, given the Byzantine flipping probabil-

ities p1, p2 and o fraction of Byzantine nodes, is expressed as

4
> WU, 2 nm, 2.31)
e=1

where Uy = 37, cog Ui, U = 3 i cgg i Us = 3 icgq Ui Uy = D cqg wi and W, = log(w)

T10,e(1=711,e)

for e = 1,2,3,4. n'®" is the threshold used by the FC for EAS, where n*") = log(%2) +

Nelog(3 L-moe) Ny, Ny, Ny and Ny are the cardinalities of sets SS, SS, SS and SS, re-
e=1

spectively, where N1

= |SS| and N, = |SS]|.

PROOF: We know that the local decisions are independent given the hypothesis H, or H; and the
information about the sets where all the sensors are placed in. Hence, the optimal decision rule,
which is given in (2.32), can be further simplified. Substituting (2.29) in (2.32), and taking the

logarithm on both sides, we obtain the fusion rule in the theorem.

uz|H1 uz‘Hl U’Z|H1
H P(u;|Ho) 1_[ P(ui|Ho) 1_[ P(u H P(ui[Ho) S m (2.32)

€SS

Note that U, is binomial distributed random variables with parameters (N, 71 ) under 7, and
with parameters (N, my,) under H, fore = 1,2, 3,4. When N is large, Ny, Na, N3 and N4 can be
approximated by their expected value NP(i € SS), NP(i € SS), NP(i € SS)and NP(i € SS),
respectively. For any sensori € {1,2, ..., N}, the probability of being placed in S.S, SS, SS and
SS are P(i € SS) = P(d; = d; = 1), P(i € SS) = P(i € SS) = P(d; = 1,d; = 0) =
P(d; = 0,d; = 1) and P(i € SS) = P(d; = d; = 0), respectively. The threshold used by the
FC becomes 77" = log(2) + NP(i € SS) log({=220L )+ NP(i € SS) log({-202 )+ NP(i €
SS) log(1 . o) T NP(i € SS) log(1 o Ty, )- Thus, the PDF of the global static U = S WL
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can be approximated by the Gaussian distribution with parameters given as follows.

us =E[U|Ho]

=N(P(i € SS)mo1W1 + P(i € SS)m102Wa
+ P(i € SS)m03Ws + P(i,j € SS)m04Wa) (2.33a)
Y =B[U[H,]
= N(P(i € 8S)m111W1 + P(i € SS)m112Wo
+ P(i € SS)m13Ws + P(i € SS)m11,4Wa) (2.33b)
(o5 =Var(UHo]
=N(P(i € 8S)m01(1 — m01)Wi + P(i € SS)m102(1 — T102) W3
+ P(i € SS)m103(1 — m03)W2 + P(i € SS)m04(1 — m10.4) W) (2.33¢)
(o"")? =Var[U[ 1]
= N(P(i € 88)m111(1 — m111)W? + P(i € SS)m112(1 — m112) W3

+ P(Z € gﬁ)ﬂ'n’g(l — 7T11’3)W32 + P(Z c @)7‘(11’4(1 — 7T1174)W42) (2.33d)

The detection performance, characterized by the probability of error of the system, is given as

P = 1@ (1) + m@Q (1487) (2.34)
n)__ (En) n (ETL)_ n . .
where V}E”) = % and 77 = ’“T”;E) Fig. 2.4 shows that the detection performance
%0 91

of the proposed scheme in terms of 7§En) and %(nEn) is better than the detection performance of

the traditional one, TAS, under both strategic attacks and non-strategic attacks. We can observe
that the detection performance of TAS is the same as the direct scheme when the system is under
strategic attacks (p, = 0). This is in accordance with the results shown in Theorem 2.1. However,
the proposed EAS prevents it from happening. As shown in Fig. 2.4, the worst case from the
perspective of the FC is that the strategic attackers take the attacking strategy of p; = 1 and py = 0,

1.e. , the Byzantine nodes always send falsified data to the MMSD and their group members and do
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not forge data from their group members. In this case, the proposed EAS has the same detection
performance as the direct scheme. In the next section, another new scheme is proposed which

achieves better detection performance and higher robustness compared with EAS.

*— direct
—#—EAS
-~ TAS
—s#— EAS(intelligent attacker p,=0.2)

—+— direct i
#— EAS
-~ TAS 1 12+

—«— EAS(intelligent attacker p,=0.2) /
--=-- TAS(intelligent attacker p,=0.2) /| --=-- TAS(intelligent attacker p,=0.2) / i
«— EAS(intelligent attacker p,=0) /

————— TAS(intelligent attacker p,=0) I

—+— EAS(intelligent attacker p,=0) /

~-=-- TAS(intelligent attacker p,=0)

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1 0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
P, P,

(a) vy as a function of flipping probability p; given (b) -, as a function of flipping probability p; given
P2 = 0 and P2 = 0.2. P2 = 0 and P2 = 0.2.

Fig. 2.4: The probability of error is characterized by the argument of function )(.) for the
probability of false alarm shown in (a) and the argument of function (.) for the probability of
miss detection shown in (b). Smaller values of the argument result in higher probabilities of error.

24 Reduced Audit Bit based Scheme

In this section, we propose a new framework and a new fusion rule for the audit bit based system. In
this framework, we focus on the practical scenario in which the Byzantine nodes are in a minority
due to the limited attacking resources, i.e., g < 1/2. We will first start with a network with one

cluster, then we will move on to a wide-area network with multiple clusters.

2.4.1 A Single-cluster Network

As before, the sensors are partitioned into sets S5, SS,SS and SS by the MMSD based on both
status indicators of sensor ¢ and sensor j in the same group. Moreover, the local decisions (u;, u;)
sent from the same group are also compared to give us additional information about the behavioral
identity of sensors in the networks. Each sensor again transmits its decision to the MMSD via two

paths, namely the direct path and indirect path to the FC. After collecting all the local decisions,
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the MMSD places the sensors into sets SS, S5, SS and SS. These steps are the same as the ones
in EAS. However, the MMSD also considers the MMS of the decisions u; and u; from the same
group: if the sensor decisions for sensors ¢ and j are the same, 1. e., u; = u;, they are placed in the
Set M and the others are placed in the Set M. The MMSD only transmits the local decisions of
the sensors with the sensor index i given by {i : (SSM)|JSS|JSS} to the decision making
module to make the final decision. In other words, the local decisions from the sensors in Set
SS (M or Set SS are not used to make the final decision which correspond to the two conditions

stated as below.
+ Condition 1: The sensor 7 and its group member j are both in the set SS.
* Condition 2: The sensor ¢ and its group member j are both in the set S\S and u; # u,;.

In the next lemma, we show the reasons why not using the decisions of sensors that satisfy one of

the above two conditions improves the detection performance of the system.

Lemma 2.3.  I. When the sensor pair (i, j) satisfies Condition 1, i. e., sensors i andj belong to

SS, removing this sensor pair results in the removal of two Byzantine nodes when py = 0.

2. When we remove the sensor pairs that satisfy Condition 2, the ability of removing the Byzan-

tine nodes for the proposed RAS increases with the increase of p, given specific py and «.
PROOF:

1. Let E be the event that at least one node in sensor pair (7, j) is a Byzantine node. When
i,j € SS, itis obvious that P(E|i,j € SS) = 1. Thus, we can obtain P(i,j ¢ SS|E) =1
due to the fact that the contrapositive of the conditional statement is also true. So we can
conclude that there is at least one Byzantine node in the sensor pair. Moreover, it is easy to
conclude that all the sensors are Byzantine nodes in the Set S.S when the attackers take the
strategy of p, = 0 according to (A.9). Thus, removing the decisions of sensors in this set
can remove at least one Byzantine node in each pair, and it can even remove two Byzantine

nodes in each pair when the attackers employ the strategy of p, = 0.
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2. To evaluate the impact of removing the unequal local decisions of sensor pairs on the per-

P(E,u;=u;|i,j€SS)

P(ETjess) O char

formance of removing Byzantine nodes, we utilize the ratio F' =

acterize that performance. The numerator of ratio F' is the probability of the joint event
that there exists at least one Byzantine node and the event w; = u; given i,j € SS. The
denominator is the probability of at least one Byzantine node given i, j € SS. The ratio
F = P(u; = u;]i,j € SS, E) gives the probability of u; = u; given event £ and 7, j € SS.
We have

P(E,u; = u;li,j € SS)

= P(uz :U]‘Z,] 6&) _P(ul :uj’27] eﬁ:

i=H,j=H)P(i=H,j=Hl|i,j €SS (2.35¢)
= P(u; = u;li 'eSS)—MP(u-—u»u €8S,i=H,j=H) (2.35d)

- 7,_]7.] A P(Z,jEﬁ) z_ja] iy b 7]_ .

and
P(Eli,j € 88)=1-P(i=H,j= Hli,j € $5) (2.362)
(1—0&0)2

=1-—— - 2.36b
P(i,j € SS)’ (2.360)

where P(u; = wjli,j € SS) = P(u; = ujli,j € SS,Ho)P(Ho) + P(u; = u,li,j €
SS,H1)P(H1) = mi[nt; + (1 — m11)?] + mo[mio, + (1 — 710.1)°] and Pu; = wli, j €
88,i=H,j=H)=[Ff+ (1= Fy)*Jm + [P} + (1 = Py)?|mo.

|

The relationship among p1, p2, o and F' is shown in Fig. 2.5. Note that a small ' means a
lower probability of existence of Byzantine nodes in the sensor pair given ¢, j € M [ SS. We can

observe from Fig. 2.5 that the value of F' has a significant decrease when p; is large. It can also
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be observed that the value of F' decreases with the increase of oy given p; > 0.5 and po, and it
slightly changes with different oy and p, given p; < 0.5. From the analysis in Section 2.2, it is
evident that p, affects the final decision making by mainly affecting the local decisions (u;) used
to make the final decision, while both oy and p, only affect the final decision making by affecting
the evaluated probability of one sensor being a Byzantine node (a1, aso, a3 or ay). Intuitively,
changing p; has greater effect on the final decision making. Hence, when p; < 0.5, p; is not large
enough to enable us to observe a distinct difference in F' for different p, and «p. In general, Fig.
2.5 shows that the ability of removing the Byzantine nodes increases with the increase of p; for a

given p, by removing the sensor pairs which satisfy Condition 2.
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Fig. 2.5: F' versus p; given p, = 0.1 for different g and N = 100.

According to Theorem 2.1, the attackers’ optimal attacking strategy in TAS is to choose py = 0.
In the scenario where ps is very small (close to 0), however, Fig. 2.2 has shown that the detection
performance of TAS significantly degrades for a large value of p;. The proposed scheme in this
section achieves better detection performance compared with TAS when the attackers adopt the
strategy of ps = 0 with Vp; € [0, 1]. It is because when ps is small, the Byzantine nodes have high
probabilities of being placed in the set S.S in our proposed scheme. If the attacker chooses p; to be
large, there is a high probability that the group containing a Byzantine node satisfies Condition 2.
Hence, the decision of the Byzantine node is likely to be blocked by the MMSD and not transmitted
to the FC. As a result, our scheme prevents the attacker from designing p; to be very large and p,

to be very small. On the other hand, when p; is not so large, each Byzantine node has a relatively
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higher probability, i.e., 1 — py, to act honestly. Through such a trade off, the detection accuracy of
the proposed scheme outperforms TAS under strategic attacks.

Based on the analysis above, we can show that the proposed scheme can effectively remove
the decisions coming from Byzantine nodes. Hence, in the proposed RAS, we have the following

relations for sensor 7.

P(u; = 1]i € SS,Hy) = g0 (2.37a)

P(u; = 1)i € SS, H,) = T1g3 (2.37b)

where ¢ = 0,1. Although wu; and u; are dependent given ¢, j € SS(|M, they are independent

given i, j € SS. Hence, we have

P(u; = 1,u; = 1]i,j € SS[ M, H,)
. P(Ul = 1|Z,j S ﬁ,HQ)P(’U/J‘ = 1|Z,j S ﬁ,%q)
- P(u; = uyli, j € 55, H,) (2.38)

2
Elq

E%q + (1 - Elq)2

= T1g,5

for ¢ = 0, 1. To simplify the analysis, we consider the group votes instead of the individual votes
for the sensors in set S5 () M. Let z, denote the group vote for group g € T, where 7 is the set
of group whose sensors are in set SS (| M. Due to the fact that the sensors in the same group in

set 5.5 (| M has the same decisions, we have z, = {0, 2}. Hence, we obtain the following pdfs

T o(l— Tg2) " fori € SS

flu|Hy) = (2.39)

7T1L(;3(1 — 7T1q73)1_ui for: € gﬁ

for sensor i € SS|JSS, and

Flzg|Hy) = w22 (1 — mig )t~/ (2.40)
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for group g € T, where ¢ = 0, 1. Thus, the proposed new decision rule is shown in Theorem 2.2.

Theorem 2.3. The new optimal decision rule, given the Byzantine flipping probabilities pi, p, and

« fraction of Byzantine nodes, is expressed as

Wod 2 Wy uit Wa d w2 ), (2.41)

gel €SS i€SS

where W2 _ log(ml,z(lfmog)) W3 _ 10g<7r11,3(177r10¢3)) n(RA) _ 1Og(:(1)) NLL 1Og(1 7r105) +

m10,2(1—7m11,2) 7’ m10,3(1—711,3) 7’ 1-m115

NE log (1202 o) + NY log(1 e 3) NE, NY and NEL are the cardinalities of sets SS, SS and T,

re’

respectively, where NL = = |SS|, and NEV = |T|. Ws denotes the rearranged weight

for group decisions in set T" which is given as

m1,5(1 — T05)
To5(1 — mi15)

Wy = (2.42)

PROOF: We know that all groups of sensors whose decisions are sent to the FC are elements of
one of the three sets S5, SS and SS () M. Thus, the optimal decision rule is given as (2.43) due
to the fact that the sensors in sets SS or SS independently send their local decisions to the FC
given the hypothesis H, or ;. Even though the decisions coming from the sensors in the same
group in set SS ()M are dependent, the group votes are independent of each other. Hence, the
optimal decision rule can be reformulated as (2.44). Substituting (2.37), (2.38), (4.23), (2.40) in

(2.44), and taking the logarithm on both sides, we can get the fusion rule stated in the theorem.

P(ui,Uer UZ|H1 U1|H
(2.43)
i jeSS M P(ui,uj]"Ho H P |H0 H P uz‘Ho 7T1
P(Zg’/}‘[l) P(ul\Hl) H P(UZ’Hl) > o
- (2.44)
jor PlaaMo) 2o PluilHo) 22 PluilHo) = m
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Let U denote the left-hand side of the optimal decision rule in (2.41) which is given as
U - W5U5 + W2U2 + WgUg, (245)

where Us = > 1 24/2, Uz = >, cggu; and Uy = >, 5o u;. Uz and Us are all Binomial dis-
tributed variables and Us; is equivalent to a Binomial distributed variable. When N is large, the
expected number of sensors in S5, SS and the expected number of groups in T are NP(i € §§),
NP(i € SS) and GP(u; = u,li,j € SS)P(i,j € SS), respectively. P(i € SS) and P(i € S9)
are defined in (2.33), and P(i, j € SS) is defined in (2.20). P(u; = u;|i,j € S.S) is given as

P(u; = u;li,j € SS) =Y P(Hy) Y Plu; =tli € SS, H,)

¢=0,1 t=0,1

P(uj =tljess, Hq) (2.46a)
:(Z% + (1 — 211)2)7T1

+ (5 + (1 — my9)*)mo (2.46b)

Hence, U, which is the sum of Binomial distributed variables, can be approximated as the Gaussian

distribution with parameters as follows:

pe™ =E[U[Ho]
=GP (u; = uli,j € SS)P(i,j € SS)m05Ws
+ N(P(i € SS)T103W3 + P(i € SS)m192W5) (2.47a)
™ =E[U[H,]
= GP(u; = uyli,j € SS)P(i,j € SS)m15Ws
+ N(P(i € SS)m13Ws + P(i € SS)m112W5) (2.47b)
(05) " =Var[U|Ho|

:GP(Ul = UJ|Z,] € ﬁ)P(Z,] € ﬁ)ﬂ'log)(l — 7T1075)W52
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+ N(P(Z € §§)7T1073<1 - 7T1073)W32 + P(Z € ﬁg)’fflg’g(l - 7T1072)W22) (2470)
(o) =Var[UHy)
:GP(Ul = UJ|Z,] € ﬁ)P(Z,] € ﬁ)ﬂjl’g)(l — 7T1175)W52

+ N(P(Z € gﬁ)ﬂ'n’g(l - 7T11’3>W32 + P(Z € §§)7T1172(1 — 7T11,2>W22) (247(1)

The threshold 7 for large N is given as

1—
) =log(Z2) 4+ E(N/E) log(+——= 05
T — T11,5

(2.48)

1-— 11—
+ B(N/) log(——2) + B(N}]) log(;——2),

— 11,2 — T11,3

where E(NL) = NP(i € SS), E(NY) = NP(i € SS) and E(NEL) = GP(u; = ujli,j € SS).

Thus, the probability of error P for the system is expressed as

A
PIY = 70Q (1) + m@Q (1) (2.49)
_(RA) (RA)
where fyj(cRA) = % and Y = ’“TZ;RA) is the argument of function Q(.) for the
%0 91

probability of false alarm and the argument of function ()(.) for the probability of miss detection

for the new proposed fusion rule. Fig. 2.6 shows how argument yj(pRA) changes with p; given

specific p, and ap when N = 100, Py = 0.9 and Py = 0.1. We can observe that the argument V}RA)

(RA)

of RAS is larger than that of EAS under strategic attacks. Since the argument ~ has similar

properties, we only include the simulation results of ’yJ(IRA)

here. Note that the larger arguments
mean better detection performance. Fig. 2.7 shows how the probabilities of detection and false
alarm of the system change with p; given specific p» = 0 and a9 = 0.3 when N = 10, P; = 0.9
and Py = 0.1. From Fig. 2.6 and Fig. 2.7, we can observe that our proposed RAS has a significant
improvement on the detection performance of the system when o is small. Even though the

detection performance of the proposed scheme gets close to EAS when o approaches 0.5 and

p; is large, the proposed RAS still outperforms EAS and the direct scheme. This improvement
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becomes more prominent when p; is relatively small. Moreover, in both EAS and RAS, a large p;
can always make it harder for Byzantine nodes to evade the detection system. In this case, the FC
has the history of all the local decisions it received in the past to identify Byzantine nodes. And

some reputation-based schemes can help the FC to identify the Byzantine nodes [82] [91].
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Fig. 2.6: The argument for the probability of false alarm function for different values of «.
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Fig. 2.7: The probability of false alarm and the probability of detection for the system.

2.4.2 The Network with Multiple Clusters

In this subsection, we extend our work from the single cluster case to the case of multiple clusters

in the wide-area network. We show that the proposed RAS can not only improve the detection
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performance of the system, but also reduce the communication overhead® between the clusters and
the FC. In a cluster based network as shown in Fig. 2.8, the /V sensors in the network are grouped
into 1" clusters and the sensors in each cluster are further divided into groups of two. Each cluster
is equipped with one MMSD which serves as a data integration processor for this cluster. Note that
the MMSD is no longer a part of the FC.

Based on the local observations, each sensor makes a binary decision regarding the absence or
presence of the Pol. Then, the sensors send both their own decisions and their group member’s de-
cision to the corresponding MMSDs. By comparing the MMS of the direct and indirect decisions,
the MMSDs are able to obtain the status indicators for all the sensors in the corresponding clusters.
Based on these status indicators, each MMSD partitions the sensors in the cluster into sets S.5, S8,
S5 and SS. In addition, the sensors are placed into M if the local decisions of the sensors in the
same group are the same. The flow chart to illustrate the decision making and communication

process of a cluster ¢t € {1, ..., T} is shown in Fig. 2.9.

Fig. 2.8: System model of a distributed CWSN. The blue cylinders represent MMSDs in each
cluster and the small blue circles represent low-cost sensors.

Let Nt(RA) and Nt(A) denote the number of local decisions sent by the MMSDs to the FC for the
proposed RAS and the number of local decisions sent by the sensors to the FC, respectively. Note
that the MMSDs only transmit the direct decisions, and they do not transmit the ones that satisfy
Condition 1 or Condition 2. Thus, the number of direct decisions Nt(RA) sent by the MMSDs to the

FC is smaller than that of TAS N\, where N\ = |SS\ M| + |SS| + |SS| and N\ = 2N.

3In this section, we measure the overall communication overhead of the system by the number of bits in all com-
munication messages sent.
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Fig. 2.9: The flow chart of the decision making and communication processes of cluster . n; is
the number of sensors in cluster ¢. Sensor j is the group member of sensor .

Let r represent different sets as follows. If » = 00, it refers to the set SS [ M; If r = 01 it refers
to the set S.S; If r = 10, it refers to the set SS. Each MMSD sends three data packets which
contain r and the direct decisions from the sensors in the sets SS () M, SS and S, respectively.
For example, if sensor 1 to sensor 4 are in S.S ()M, sensor 5 to sensor 8 are in SS and sensor 9
to sensor 12 are in SS. The three data packets contain [r = 00, uy, ..., uy), [r = 10,us, ..., ug]
and [r = 01, uy, ..., u1s]. Upon receiving these data packets, the FC is able to determine which
sets those sensors belong to so that it can make the final decision based on those transmitted direct
decisions.

When N is large, we are able to calculate the expected number of bits transmitted to the FC
from all the MMSDs, which is E(N™") = E(NEL) 4 E(NE) 4+ E(NY), according to (2.48).
Fig. 2.10 shows the expected number of bits transmitted to the FC when N = 100 and Nt(A) =
2N = 200. We can observe that the expected number of bits transmitted to the FC for the proposed
RAS significantly decreases compared with the one for TAS. It is due to fact that the MMSDs only

send the direct decisions of sensors which do not satisfy Condition 1 or Condition2. We can also
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observe that the expected number of bits decreases with an increased o given a specific py. It is
due to the fact that the number of sensors temporarily removed by the MMSDs increases when
the fraction of Byzantine nodes oy increases with a given attacking probability p,. Hence, the
proposed new fusion rule is able to reduce the energy cost of the sensors to half of the traditional

case which prolongs the lifetime of the network, especially for the wide area network.
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Fig. 2.10: The expected number of bits transmitted to the FC N, versus p; given different value
of a and ps.

2.5 Summary

In this chapter, an audit based mechanism was utilized to mitigate the effect of Byzantine attacks
in the networks. Instead of employing the identical attacking strategy of TAS where each sensor
utilizes the same attacking probability to falsify the decisions coming from their group member and
its own decision, we considered strategic attackers that can use different attacking strategies. We
showed the that it was possible for the strategic attackers to blind the FC as far as the information
conveyed by the audit bits in TAS is concerned. To overcome this problem, we proposed an
enhanced audit bit based scheme, namely EAS. Our results showed that the proposed scheme
outperforms TAS. Furthermore, we proposed a reduced audit bit based scheme (RAS) based on
our new proposed EAS. We showed that RAS is able to further improve the robustness and the

detection performance of the system. We extended our work for the wide-area CWSNs. In wide-
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area cluster-based WSNs, we showed that the proposed RAS is able to significantly reduce the

communication overhead between the clusters and the FC.
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CHAPTER 3

REPUTATION AND AUDIT BIT BASED
DISTRIBUTED DETECTION IN THE

PRESENCE OF BYZANTINES

In this chapter, we deal with the Byzantine attack problem when the FC has no prior knowledge of
the attacking strategy of Byzantine nodes. Under this assumption, two reputation based algorithms
called Reputation and audit based clustering (RAC) algorithm and Reputation and audit based
clustering with auxiliary anchor node (RACA) algorithm are proposed to defend against Byzantine
attacks in distributed detection networks. These two algorithms enable the FC to accurately iden-
tify Byzantine nodes and significantly improve the robustness of the system. The proposed RACA
algorithm could still work well even when the number of Byzantine nodes exceeds half of the total

number of sensors in the network.

3.1 Introduction

In distributed wireless sensor networks (WSNs), local sensors send their decisions regarding the

presence or absence of the phenomenon of interest (Pol) to the fusion center (FC) and the FC
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makes a final decision regarding the presence or absence of the Pol. Due to its energy-efficiency,
distributed framework is widely adopted in many bandwidth-limited scenarios, e.g., [0T, cognitive
radio networks and military surveillance systems. However, the open nature of WSNs makes the
distributed system vulnerable to various attacks such as Byzantine attacks, wiretap, jamming and
spoofing [26,39, 54]. In this paper, we focus on Byzantine attacks where the sensors in a network

may be compromised and controlled by adversaries and send falsified decisions to the FC.

3.1.1 Related Work

The Byzantine attack problem in distributed detection systems has been studied in the litera-
ture [33, 34,46,47,82,85,97,117]. In [85], an adaptive reputation based clustering algorithm
is proposed for spectrum sensing networks to achieve good detection performance. In [117], a
reputation-based scheme is proposed for cooperative spectrum sensing networks to improve the
robustness of the networks. In [82], the authors investigated the condition under which the Byzan-
tine attackers totally blind the FC and an algorithm is proposed to detect Byzantine attacks by
counting the mismatches between the decisions and the global decision at the FC in collaborative
spectrum sensing networks. In [46], the optimal attacking strategy is investigated for distributed
detection systems where the smart attackers maximize the attacking efficacy by finding a trade-
off between their exposure to the defense mechanism and the error probability of the system.
In [97], an adaptive algorithm is proposed to defend against Byzantine attacks in the false discov-
ery rate based distributed detection system when the Byzantine nodes are omniscient and know the
true hypothesis. In [47], the optimal attacking strategies are analyzed for the cases where the FC
has knowledge of the attackers’ strategy and where the FC does not know the attackers’ strategy.
In [33], the audit bit based distributed detection scheme is proposed in the Neyman-Pearson frame-
work. Each sensor sends one additional audit bit to the FC which gives more information about
the behavioral identity of each sensor. The proposed scheme significantly improves the robustness
and the detection performance of the system. In [34], the audit bit based mechanism is considered

in the Bayesian setting and the mitigation scheme over time is also proposed. In Chapter 2, a more
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general attacking strategy than investigated in [33] and [34] was proposed. A number of enhanced
audit bit based schemes are proposed in this chapter which further improve the robustness and the

detection performance of the system.

3.1.2 Major Contributions

In this work, we further consider the presence of strategic attackers that employ the general at-
tacking strategy utilized in Chapter 2. Different from previous works, we consider that the FC
does not have prior knowledge of the attacking strategy of Byzantine nodes, namely the flipping
probabilities. We propose two reputation based algorithms to mitigate the effect of Byzantine at-
tacks. In both proposed algorithms, we utilize the reputation indexes of sensors to represent the
trustworthiness of sensors in the network. The reputation indexes of sensors are updated at each
time step according to their behaviors. Sensors with low reputation indexes are usually identified
as Byzantine nodes and are excluded from the decision-making process. In particular, the audit bit
based mechanism and the Partitioning Around Medoid (PAM) algorithm are developed to update
the reputation indexes of sensors in the network and to identify potential Byzantine nodes. The
ability to identify Byzantine nodes can be further enhanced by the use of anchor nodes even when
the number of Byzantine nodes exceeds half of the total number of sensors in the networks. The
robustness of proposed algorithms is tested both in dynamic (attacking parameters change dynam-
ically over time) and static (attacking parameters remain the same) scenarios. Simulation results

show that our proposed algorithms are capable of defending against attackers in both scenarios.

3.2 System model

Consider a binary hypothesis testing problem with the two hypotheses denoted by H, and H;.
A WSN is comprised of N sensors and one FC, where the FC makes a final decision on which
hypothesis is true based on the sensor’s local decisions. The sensors are divided into groups of

two and there are a total of G = N/2 groups in the network. The sensors make binary decisions



51

on whether H, or H; is true by utilizing the likelihood ratio (LR) test. For ease of notation, let us
assume that each sensor has the same probabilities of detection and false alarm, i.e., P; = P(v; =
1|H1) and Py = P(v; = 1|Ho) for i € {1,..., N}, where v; is the decision made by sensor
7. In addition to its local decision v;, each sensor also sends one more decision, which comes
from its group member, to the FC and we call this additional decision the audit bit as described
in [33,34,78].

For simplicity, let 7 and j represent the sensors in the same group. As shown in Fig. 2.1(a), after
making its own decision v;, sensor ¢ sends (i) u; directly to the FC; (i1) w; to the sensor j in the
same group; (iil) z;, corresponding to w; coming from the sensor j in the same group, to the FC.
Similarly, sensor j also sends two decisions u; and z; to the FC. If sensor ¢ is a Byzantine node,
i.e.,, 1 = B, the decisions v;, w; and u; are not necessarily the same and z; are also not necessarily
equal to u;. If sensor 7 is honest, i.e., ¢ = H, it sends genuine or uncorrupted information to the

FC. Hence, given a Byzantine node 7, the attacking parameters p; and p, are given by

p1=p(v; # wli = B) = p(v; # wili = B) (3.1)

p2 = p(w; # zli = B). (3.2)

Given an honest node i, we have

p1=p(v; #uili = B) =plv; #wli =B) =0 (3.3)

p2 = p(w; # zj|li = B) = 0. (3.4)

In other words, p; and p, represent the probabilities that a node flips its own decision and flips
the decision coming from its group member, respectively. If u; = z;, we have a ‘match’ for
sensor j, otherwise, we have a ‘mismatch’ for sensor j. Similarly, for sensor 7, we have a ‘match’
when u; = z; and a ‘mismatch’ when u; # z;. We assume that a fraction oy of the /N sensors
are Byzantine nodes and they attack independently. The FC is not aware of the identity or the

attacking strategy of Byzantine nodes in the network. Hence, each node has the probability o
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to be a Byzantine node and the FC does not know the values of p; and p,. We consider the more
general and practical attacking strategy as stated in [78] which allows the Byzantines to be strategic

by optimally employing unequal probabilities p; and p,.

Phenomenon of )
interest (Pol) \

yi Phenomenon

Y ofinterest SRR PAM
| ‘Wj ‘ N /
o % —
(a) The architecture of (b) The block diagram of the proposed algorithm.

group k.

Fig. 3.1: The architecture of any group k is shown in (a). The block diagram of the proposed
algorithm is shown in (b).

3.3 Proposed Reputation and Audit Bit Based Clustering
Algorithms

In this section, we present the proposed robust defense algorithms for the system under attack
when the FC does not possess the knowledge of the attacking strategy, namely p; and p-, used by

Byzantine nodes. We also evaluate the performance of our proposed algorithms in this section.

3.3.1 Reputation and Audit Bit based Clustering Algorithm

N
=1

Upon receiving measurements {u;}Y, and {z; the FC is able to determine the match and
mismatch (MMS) results (u; = z; or u; # z;) for all the sensors in the network. Based on the
received measurements and the MMS results, we propose a robust reputation based algorithm to
defend against Byzantine attacks. The proposed reputation and audit bit based clustering (RAC)

algorithm consists of four successive phases and the flow chart is shown in Fig.3.1(b).
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* Macro clustering phase: At time step ¢, 7' most recent decisions of each node are utilized.

The FC keeps a N (2T + 1) dimensional vector' to store the information corresponding to
each sensor in the network, which consists of the records of local decisions, the records of
MMS results and the updated reputation index. We make use of the MMS results to cluster
or partition the sensors into two different sets, which are 7 and T. If the MMS results for
both sensors in the same group are always 'match’, the sensors in this group are placed in

set 7, otherwise, they are placed in set 7.

* Micro clustering phase: After partitioning all the sensors into two sets, in each set, we em-

ploy the Partitioning Around Medoid (PAM) algorithm? [50] to partition the sensors in the
same set into several clusters or subsets based on the decisions {u;}Y ;. We assume that the
sensors are grouped into K clusters in each set via PAM.? Hence, we have a total 2K clusters

in the network.

* Voting phase: The Voting phase contains two successive steps, i.e., Intra-cluster voting and

Inter-cluster voting.

— Intra-cluster voting: After each sensor makes the decision at time step ¢, we perform
cluster voting by weighting the decisions of the sensors in that cluster with their impact
factors. The impact factor of sensor ¢ is inversely proportional to the Hamming distance
between the decision vector of sensor 7 and the decision vector of the medoid of that
cluster for the most recent 7" time steps. Let /;(¢) denote the impact factor of sensor i

at time step ¢ and it is given as

m if sensor ¢ is in cluster &
L(t) = @me (3.5)
0 if sensor ¢ is not in cluster k

IThe information of each sensor consists of T local decisions, 7 MMS results, and one reputation index.

2PAM is one possible algorithm to implement K-medoid clustering. K-medoid clustering is a prominent clustering
technique which attempts to minimize the distance between points assigned to a cluster and a point designated as the
center of that cluster, namely the medoid of that cluster.

3The number of clusters in different sets are assumed to be the same for simplicity.
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where d,(i, m) denotes the Hamming distance between the decision record of sensor
¢ and the decision record of the medoid of that cluster for the most recent I’ time steps,
and, my, represents the index of the medoid of cluster k£ € {1,...,2K}. Note that the
first K clusters consist of the sensors in set 7~ and the rest of the clusters consist of the
sensors in set 7. According to (3.6), the cluster vote for cluster k at time ¢ is either 0

or 1 to represent the absence or presence of the Pol, respectively, at the cluster level.

| 2 L)

where | 2| means rounding x to the nearest integer.

Inter-cluster voting: After receiving all the cluster decisions, the FC makes a decision
regarding the behavioral status, i. e., Byzantine or not, of each cluster based on the
cluster reputation. Assume the initial reputation for all the sensors in the network is
Tinir and the cluster reputation is defined as the averaged reputation of the sensors in that
cluster. If the cluster reputation is below a threshold \,.;;4, the cluster is temporarily
considered to be Byzantine and the cluster decision from that cluster is not taken into
consideration when the FC makes the final decision regarding the hypothesis that is

true. The decision rule used by the FC is expressed as

= 2K vre(t)=1
N BV 47 Y BV 2 A (3.7)
k=1 k=K+1 vfe(t)=0

where ). is the threshold used by the FC, v.(t) is the final decision at time step ¢, and,
~1 and 7, are the weights of the cluster decisions for the first /' clusters (clusters in set
T) and the weights of the cluster decisions for the rest of the clusters, respectively.
Based on Lemma 3.1, we give appropriate values to v; and 7, to emphasize different

importance of the cluster decisions from different sets. [; is the weight of decisions
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from cluster k in the corresponding set and it is given by

= if cluster k € {1,2,..., K}
By, = D (3.8)
—ZQKYk o ifclusterk € {K + 1K +2,... 2K}
k=K+1 1k

ngFg
5K
D1 kL

ter behavioral identity indicator for cluster k. Fj, = 1 represents the cluster % is not

where Y, = , ng 18 the number of sensors in cluster k£ and F}, is the clus-

considered Byzantine and F}, = 0 represents the cluster % is considered Byzantine.

We set 7, > 7 to emphasize that the importance of cluster decisions coming from set 7 is

greater than the ones coming from set 7 according to Lemma 3.1.

Lemma 3.1. The sensors in set T have a higher probability being Byzantine nodes than the

sensors in set T when oy < 0.8.

PROOF: Please see Appendix A.2. |

Reputation updating phase: At the end of each time step, the reputations of all the sensors

are updated. The final decision of the FC is propagated back to cluster level and further to the
individual level to update the reputation of each sensor. If the final decision is the same as a
cluster decision, that cluster gets a positive feedback; otherwise, it gets a negative feedback.
Similarly, if the cluster decision is the same as a sensor decision in that cluster, that sensor
gets a positive feedback; otherwise, it gets a negative feedback. The reputation updating rule

of sensor 7 is given as

DR Hi(1)
T, = Z+M( fc<t>7vk(t))gkzi\/:1 Hl<t>7 (39)
where
o = S M) V) (1) .10
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represents the step size to penalize or reward a sensor in cluster k£ and M (a, b) is an indicator
function that returns 1 if a equals b and returns -1 otherwise. Let H;(t) denote the reputation

impact factor of sensor ¢ at time step ¢ and it is given by

W if sensor 7 is in cluster &
H,(t) = L (3.11)

0 if sensor 7 is not in cluster k

where D, (i, my) is the Hamming distance between the MMS result record of sensor i and
the MMS result record of the medoid of that cluster for the most recent 7" time steps. The

reputation updating rule of cluster k is given as

Ry = Lice,Ti , (3.12)
N

fork =1,2,..., K, where & is the set of indices of the sensors in cluster k. If R;, is smaller
than a threshold 7, we temporarily remove all the sensors in cluster £ and go back to voting

phase.*

3.3.2 Proposed Algorithm with Auxiliary Anchor Node

In the above algorithm, simulation results show an improved detection performance of the system.
However, as we will see later, the simulation results in Fig. 3.4 show that the system employing
RAC algorithm breaks down when the Byzantine nodes adopt the strategy that p; approaches 1,
po approaches 0 and oy > 0.5. Hence, we further propose an algorithm with auxiliary anchor
nodes to overcome that problem. We use the same procedure in the above algorithm except the
Reputation updating phase. Assume there are ./ (J < N) anchor nodes in the network which can
be trusted by the FC, and P, and P; are the same as the other sensors in the network. Let A(t)

represent the final decision according to the local decisions from anchor nodes at time step ¢ and

“Because it is possible that several honest nodes are grouped into a Byzantine cluster or the cluster is wrongly
identified as Byzantine, we just temporarily remove all the sensors in that cluster.
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the final decision is decided by majority vote if more than 1 anchor node is used. The reputation

updating rule of sensor ¢ given in (3.9) is reformulated as

- . Hi(t)
Ty =1 + M( fc(t)yvk(t))gkfzi]\il Hz-(t)’ (3.13)

in the proposed algorithm with auxiliary anchor node, where f is given by

> i1 QA(1), A(q))

F= T

M(A(t),vse(t)), (3.14)

where ((a, b) is an indicator function that returns 1 if a equals b and returns 0 otherwise. f can be
regarded as a reward (or punishment) step size of reputation when the decision of the anchor node
is the same as the final decision (or different from the final decision). Note that although the anchor
nodes are reference nodes, they still have a chance to make the wrong decisions and we assume the
hypothesis does not change here. In this algorithm, we are able to accurately identify most of the
Byzantine nodes in the system and obtain excellent detection performance with the help of anchor
nodes even when the number of Byzantine nodes is greater than half of the total number of sensors

in the network.

3.4 Performance Analysis

In this section, we evaluate the robustness of the system and determine the optimal attack strategy
for Byzantines when employing our proposed algorithms to make the FC completely blind. Since
Macro clustering is performed, we need to consider two cases: (i) The sensors are in set 7; (ii)
The sensors are in set 7. The probabilities of detection and false alarm are different for the sensors
in different sets. Let ,,, 7,4, ans 711, 1o denote the probabilities of detection and false alarm for

the sensors in set 7 and the sensors in set 7, respectively. We have

Ty = 1 Y P(UZ = 1|H1) = Pd<1 _Qpl) —|—Qp1(1 — Pd) (3153)
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T = 1— oo = P(ul = 1|7‘[0) = Pf(l — gpl) —|—gp1(1 — Pf) (315b)

for any sensor 7 in 7, and

ﬁll =1- ﬁOl = P(UZ = 1|H1) = Pd(l — apl) —i—@pl(l — Pd) (3163)

for any sensor 7 in 7. « is the probability that one sensor in set 7 is a Byzantine node and @ is
the probability that one sensor in set 7 is a Byzantine node. « is the probability that one sensor in
set 7 is a Byzantine node and @ is the probability that one sensor in set 7 is a Byzantine node and

they are given by

atfi + ao(l — ) fo
a2 fi + 2a0(1 — ap) fo + (1 — ap)?’
ap — (agf1 + ap(l — ag) f2)
1— (a3 f1 4 2a0(1 —ap)fo+ (1 — g)?)’

(3.17a)

I
I

2l
I

(3.17b)

where fi = [2pi1pa(1—p1) + (1 = 2p1 +2p) (1 —p2)]? and fo = (1= p2)(1 —2p1 + 2p7). To totally

blind the FC, the adversaries need to ensure that the following equalities simultaneously hold.

D (Q7p17p2) = 07D (a;plpr) =0 (318)

where D(-) represents the Kullback-Leibler divergence (KLD), and D («, p1, p2) = mq; log i—i;
oy log i—g; and D (@, py, p2) = 711 log 2 47 log 2% . The equations in (3.18) always hold only
when 7, = m,, and 71, = 70, respectively, which yields ap; = % and ap; = % Moreover, since
we assign different weights to different cluster decisions, i.e., 7v; and s, according to the fusion
rule shown in (3.7), the optimal attacking strategy is p; = 1, po = 0, and a9y = 0.5.

Let PIC? };f and Pgi};f denote the probabilities that two honest nodes differ in their sensing reports

and the probability that one honest node and one Byzantine node differ in their sensing reports,

respectively, at any time step ¢. Obviously, Pfﬁ;f and ng]f are given as PI‘? };f = 2mgPr(1— Py) +
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2m Py(1 — Py) and Ped! = mo[kio(1 — Pr) + kooPy] + mi[r11 (1 — Py) + koy Py, respectively,
where k19 = (1 — Pf)p1 + Pr(1 — p1) and k11 = (1 — Py)p1 + Pa(1 — p1) are the probabilities of
detection and false alarm for the Byzantine nodes in the network. If the adversaries want to totally
deceive the FC so that the FC misplaces Byzantine nodes and honest nodes in the same cluster in

Micro clustering phase, we should have
D (Pt 1PEE) = Pl vog, (Pt /PET) =0 (3.19)

where D (Pfﬁ;f |Pgi};f ) is the KLD. The solutions of equation (3.19) are p; = 0 or P = Py = %
which means that the adversaries can totally deceive the FC in Micro clustering phase only when
p=0orPy=Pr=1

So in conclusion, the proposed mechanism pushes the Byzantine nodes to choose a large p;
and a small p, to blind the FC in Macro clustering phase. It is due to the fact that a small po
increases the probability that the Byzantine nodes are placed into set 7, whose sensor decisions
have more impact on the final decision. However, a large p; also increases the exposure to our
defense mechanism in Micro clustering phase which guarantees a good detection performance.
Benefiting from our proposed scheme, we are also able to achieve a good detection performance
even when g > 0.5. It should also be noted that in prior work (for e.g., [33, 34,45, 82,97]), the

FC can be made blind with only 50% of Byzantine nodes in the network.

3.5 Simulation Results and Discussion

Some numerical results are presented in this section. We assume that identical sensors are utilized
in the networks. Hence, we have P; = 0.9, Py = 0.1 for sensor ¢ € {1, ..., N} and anchor node
jeA{l,...;J}. Weset N = 500, 7t = 0.5, A\pasia = 0.5, 7 = 0.5, 19 = 1.5, 7 = 0.5 and
Afe = 1.

Fig. 3.2 shows that our proposed algorithms are able to quickly identify Byzantine nodes so

that we can obtain an excellent detection performance. Fig. 3.3 shows that the starting dimension
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Fig. 3.2: The probability of error and the fraction of identified Byzantine nodes for the proposed
algorithm with one anchor node given oy = 0.35 and oy = 0.75.
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Fig. 3.3: The probability of error and the fraction of identified Byzantine nodes given different
value of 71" for the proposed algorithm with one anchor node.

T that is needed to get a relatively good detection performance is greater than 10. Hence, to start

with the algorithm, we maintain at least the latest 10 decision records to guarantee a relatively

good detection performance.

In Fig. 3.4(a), we can observe that the proposed algorithm with one anchor node and the one

without anchor nodes both have outstanding detection performance when the fraction of Byzantine

nodes oy = 0.35. Fig. 3.4(b) shows that the system can still obtain a good detection performance

with the help of anchor nodes even when the fraction of Byzantine nodes is greater than 0.5. We

can also observe that the detection performance of the algorithm without anchor nodes degrades
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Fig. 3.5: The probability of error and the fraction of identified Byzantine nodes for the proposed
algorithm with different number of anchor nodes.

significantly only when p; approaches 1 and p, approaches 0 if the fraction of Byzantine nodes is
greater than 0.5. We can also observe that our proposed algorithms outperform Adaptive reputa-
tion clustering algorithm (ARC) proposed in [97] and Reputation based algorithm (RBA) proposed
in [82]. Note that those algorithms (ARC and RBA) break down when over half of the sensors are
Byzantine nodes. Furthermore, we examined the impact of the number of anchor nodes used on
the performance of the system in Fig. 3.5. It shows that an increasing number of anchor nodes
significantly enhances the detection performance of the system since a larger number of anchor
nodes could provide the FC better reference decisions to identify the Byzantine nodes. Fig. 3.6

shows the detection performance of our proposed algorithms under Byzantine attacks with dynam-
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Fig. 3.6: The probability of error versus dynamically changing p; given different value of p, and
a for our proposed algorithms.

ically changing attacking parameter p;. In each time step, we assume that the real value of p; is
uniformly generated from [p; — 0.05, p; + 0.05] in order to represent the dynamically changing at-
tacking parameter p;. The average error probability we obtain for a specific dynamically changing
p1 € [p1—0.05, p; +0.05] is the error probability that corresponds to p; in Fig. 3.6. We can observe
that our proposed algorithms are able to defend against attackers whose attacking parameters are
dynamically changing. It is due to the fact that the performance improvement of our proposed
algorithms is directly affected by the deviation of Byzantine nodes’ decision records from those of
honest nodes, and the deviation is the reflection of p; and p, in the system. Hence, the dynamically
changing attacking parameters in each iteration do not result in a significant impact on the ability

of our proposed algorithms to defend against attacks.

3.6 Summary

In this chapter, we proposed the RAC algorithm and the RACA algorithm to defend against Byzan-
tine attacks in sensor networks when the FC is not aware of the attacking strategy. We utilized the
history of local decisions and MMS results to update the reputation index of sensors and help the
system accurately identify Byzantine nodes. Our simulation results showed that we are able to
achieve superior detection performance and the enhanced ability of identifying Byzantine nodes

by employing anchor nodes even when the Byzantines exceed half of the total number of sensors
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in the network. Furthermore, we showed that our algorithms are capable of defending against

attackers whose attacking parameters change dynamically over time.
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CHAPTER 4

ORDERED TRANSMISSION-BASED
DETECTION IN DISTRIBUTED NETWORKS

IN THE PRESENCE OF BYZANTINES

In this chapter, we consider the Byzantine attack problem in ordered transmission based (OT-based)
schemes for the binary hypothesis testing problem. Ordered transmission (OT) is a promising tech-
nique which reduces the number of transmissions needed in a distributed detection network without
any loss in the probability of error performance. Here, we discuss two main types of systems: the
conventional OT-based system and the communication-efficient OT-based (CEOT-based) system.
We investigate the performance of the aforementioned two OT-based systems in the presence of
additive Byzantine attacks in Gaussian shift in mean problems, focusing on the detection perfor-
mance and the number of transmissions saved. Moreover, we conduct a performance comparison
between the conventional OT-based system and the CEOT-based system to reveal the robustness of

these two systems.
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4,1 Introduction

Energy-efficiency is an important aspect to consider while designing a wireless sensor network
(WSN) with prolonged lifetime [23]. Several notable schemes have been proposed to improve
energy efficiency by reducing the number of transmissions in the networks [3, 4,7, 80]. In this
chapter, we consider two such schemes called the conventional ordered transmission based (OT-
based) scheme [7] and CEOT-based scheme [88]. In the conventional OT-based scheme, all the
sensors in the network transmit their data in decreasing order of their respective absolute values
of the log-likelihood ratios (LLRs). In the CEOT-based scheme, informative sensors transmit
binary decisions to the FC, improving communication efficiency in the distributed setup, rather
than sending raw LLR values. In both schemes, the starting time of transmission at each sensor is
proportional to the inverse of the absolute value of its LLR. Hence, the more informative sensors
(sensors with larger magnitudes of the value of LLR) transmit earlier than the less informative
ones (sensors with smaller magnitudes of the value of LLR). When the FC has received enough
observations to make the final decision of desired quality, the FC broadcasts a stop signal to stop
the sensors from further transmitting. The sensors that have not yet transmitted their observations
reset their timers for the next decision interval after they receive the stop signal. For simplicity, in

the rest of this chapter, the OT-based scheme refers to the conventional OT-based scheme.

41.1 Related Work

The OT-based scheme for distributed networks was first proposed in [7], where only informative
sensors in the network transmitted their LLRs to the FC instead of sending raw data. The concept
was extended to an ordering approach for a class of noncoherent signal detection problems where
the LLRs at each sensor could only take nonnegative values in [81]. The authors in [8] demon-
strated that a single observation was sufficient to make a final decision for an OT-based system
with a large number of sensors. In [35], sequential detection along with OT was considered for

cooperative spectrum sensing to obtain fast and reliable decisions regarding primary user activities
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over the spectrum. The sequential test was run at the FC with a constraint on the maximum number
of sensors that reported their LLRs. This constraint was incorporated using the OT-based scheme.
Furthermore, the authors in [11] considered the quickest change detection problem to detect the
change in the distribution of independent observations by proposing a new approach where the
transmissions from the sensors were ordered and stopped when sufficient information was accumu-
lated at the FC. The authors showed that the proposed approach achieved the optimal performance
equivalent to the centralized cumulative sum (CUSUM) algorithm with less sensor transmissions.
In [12], the OT-based scheme is employed in the quickest change detection problem with depen-
dent observations to reduce communications without increasing detection delays. The dependence
among sensor observations is characterized using a decomposable graphical model (DGM). The
authors showed that the proposed algorithm is able to achieve identical performance to the non-
OT based scheme in terms of the worst-case average detection delay. In order to eliminate some
sensor-to-FC uplink communications, the authors in [13] considered an ordered gradient approach
where the timer at each sensor was set inversely proportional to the magnitude of the gradient of
the loss function. This resultant gradient-based approach achieved the same order of convergence
rate as the gradient descent approach for nonconvex smooth loss functions. Also, the work in [6]
considered an OT-based algorithm for the discretized estimation problem with a latency constraint.
The authors showed that the proposed algorithm can greatly reduce latency without loss of estima-
tion accuracy. In [31], the OT-based scheme was incorporated along with energy harvesting in the
WSNs in order to improve energy efficiency of the sensors. A correlation-aware OT-based scheme
was proposed in [30] where spatial correlation between the sensors was considered. The OT-based
framework was applied to determine a shift in the mean and covariance, and the decision rule was
proposed accordingly. The CEOT-based scheme was proposed in [88], where informative sensors
transmit binary decisions to the FC, improving communication efficiency in the distributed setup,
rather than sending raw LLR values. The above works show that the OT-based schemes are capable
of efficiently reducing the number of transmissions needed for decision-making while maintaining

the same inference performance.
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However, due to the large number of low-cost sensors and the vulnerability of WSNs to failures
and adversarial attacks, the robustness of the OT-based and CEOT-based systems under attack
is an important aspect to consider. Here, we consider these systems operating under Byzantine

attacks [25, 60, 64, 66, 66,96, 103,110].

4.1.2 Major Contributions

Unlike the previous OT-based systems that only considered honest sensors in the networks [6-8,
11-13,19,30,31,35,81,88], we aim to evaluate the performance of the OT-based systems via both
the detection performance and the number of transmissions saved in the presence of Byzantine sen-
sors. We investigate the effect of two types of attacks on the OT-based systems: decision-falsifying
Byzantine (DF-Byzantine) attack, where only the local decisions are altered by Byzantine sensors;
and additive Byzantine attacks, where the Byzantine sensors can alter not only their data but also
the order in which data is transmitted by altering their LLRs. Specifically, we investigate the ef-
fect of DF-Byzantine attack on the detection performance and the number of transmissions saved
for the CEOT-based system; and the effect of different types of additive Byzantine attacks on the
detection performance and the number of transmissions saved for both CEOT-based and OT-based

system. The following are our major contributions:

* We investigate the performance of the OT-based distributed detection system in the presence
of two kinds of additive Byzantine attacks. The first type involves shifting the mean of the
actual observations, which is referred to as the mean-shift attack model. The second type
involves shifting both the mean and the variance of the actual observations, known as the
mean-variance-shift attack model. We also determine the optimal attack strategy for such
Byzantine sensors. The attack strategy is determined by utilizing the deflection coefficient
(DC) as a surrogate for the probability of error. Moreover, we evaluate the performance
of CEOT-based distributed detection systems in the presence of DF-Byzantine attack and

different additive Byzantine attacks.
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* We derive the probabilities of error for the OT-based and CEOT-based systems under addi-
tive Byzantine attacks and the probability of error for the CEOT-based system under DF-
Byzantine attacks. The number of transmissions saved in both OT-based systems are eval-
uated in the presence of different types of Byzantine sensors. We also derive upper bounds
(UB) and lower bounds (LB) on the number of transmissions saved in various types of OT-

based networks under various types of attacks.

* A comparison between the OT-based system and the CEOT-based system is made. We ob-
serve that the CEOT-based system is more robust to Byzantine attacks since the impact of

Byzantine attacks on the CEOT-based system is reduced by the quantization of data.

4.2 System Model

In this section, we consider a binary hypothesis testing problem where hypothesis 7, indicates
the presence of the signal and H, indicates the absence of the signal. We consider a distributed
network consisting of /V sensors and one FC. Furthermore, the OT-based scheme is considered to
reduce the number of transmissions in the network. Let y; be the received observation at sensor
i €{1,2,..., N}. We assume that all the observations are independent and identically distributed

(1.1.d) conditioned on the hypotheses. For sensor ¢, the observation y; is modeled as

n; under H,
yi = 4.1)
s+mn; under H;,

where s is non-negative and it is the signal strength at each sensor, and n; is the Gaussian noise
with zero mean and variance o2. We assume that s and n; are independent. Note that y; is Gaussian
with mean s and variance o under hypothesis #;, and is Gaussian with mean 0 and variance o>

under hypothesis H,.

Next, we review two OT-based schemes where all the sensors are assumed to be honest. One is



69

the OT-based scheme proposed in [7] where the local sensors send their LLRs to the FC. The other

is the CEOT-based scheme proposed in [88] where the local sensors transmit binary decisions to

the FC.

4.2.1 Network with OT-based Scheme

Let L; denote the LLR for sensor ¢ given by

o in(yz'|H1)>
b =loe (myimo) ’ 2

where fy.(y;|H) is the probability density function (PDF) of y; given hypothesis H,,, for h =
0,1. The prior probabilities of hypotheses #; are P(H,) = m,, for b € {0,1}. Recall that
the LLR-based optimal Bayesian hypothesis test at the FC for an unordered system is given by
Zf\il L; g A = log (%), where A is the threshold used by the FC. In the OT-based system, the
sensor tre:losmissions are ordered based on the magnitude of their respective LLRs. We denote the
magnitude of the ordered transmissions as |Ljjj| > |Ljy| > ... > |Ln|, where |Ly;| indicates the
ith largest LLR. Hence, the sensor with LLR Ly transmits first, the sensor with LLR Ly transmits

second, and so on. The optimal decision rule of the FC [7] becomes

S L > A+ npr|Lyy|  decide H, w3

k .

Zz’:l Lm <A— nUT‘L[k]| decide 7’[0,
for an OT-based system, where nyp is the number of sensors that have not yet transmitted at time
k. The FC waits for the next transmission if it can not make the decision with desired accuracy.
In this work, we assume that both the sensors and the FC are aware of the relationship between
the transmission time ¢ of the sensors and the corresponding magnitude of their LLRs, i.e, ¢

1/|L;|,Vi € 1,2..., N. Note that the following assumption was also made in [7] for their analysis.
Assumption 4.1. Pr(L; > 0[H,) — 1 and Pr(L; < 0|Ho) — 1 when s is sufficiently large.

The assumption states that the true hypothesis can be decided easily based on L; for any sensor
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1 if the distance (dependent on s) between the distributions of the observations of sensor ¢ occurring

under the two hypotheses becomes large.

4.2.2 Network with CEOT-based Scheme

Let u; € {0,1} denote the binary local decision regarding the true hypothesis for sensor i given
by L; ug: log (;-g) [91]. The sensor transmissions are still assumed to be ordered based on the
magnitﬁ&e of their LLRs here. Recall that the magnitudes of the LLRs are ordered as |L;| >
|Lig| > ... > |Lgnj|- Then, the sensors transmit their local decisions to the FC in the order
determined by their magnitude-ordered LLRs, i.e., in the order of upiy, upy, . . . , ujn), where up, is

the local decision of the sensor with k' largest LLR.! The optimal decision rule [88] becomes
k .
Coup > T decide H
2 iz Ui ! 4.4)
S up) < T — (N —k)  decide Ho,
for an CEOT-based system, which follows the 7" out of N counting rule. The following assumption

1s made in [88] for the CEOT-based scheme similar to the OT-based scheme made in [7].
Assumption 4.2. Pr(u; = 1|H1) — 1 and Pr(u; = 0|Hy) — 1 when s is sufficiently large.

Remark 4.1. Note that large s is key to proving the result that the average number of transmissions
saved by utilizing both the OT-based scheme and the CEOT-based scheme is lower bounded by N /2
(see [7, Theorem 2] and [88]). However, when s is small or when there are Byzantine sensors in

the system, Assumptions 1 and 2 are no longer valid.

In the following sections, we analyze the performance of the OT-based system and the CEOT-
based system when confronted with Byzantine sensors employing different attack strategies, i.e,

additive Byzantine attacks and DF-Byzantine attack.

"Note that the magnitude-ordered LLRs do not imply that local decisions are also magnitude-ordered, i.e., |Lpy| >
|L[2]| >0 > ‘L[N” does not imply Up) > U] > ... > UN]-
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4.3 Performance of OT-based System with additive Byzan-

tine Attacks

In this section, we first introduce the additive Byzantine attack models we considered in the OT-
based system. Then we analyze and evaluate the performance of the OT-based system in the
presence of additive Byzantine attacks. Note that only passive systems are considered, i.e. the
system is unaware of the presence of attackers. The performance evaluation under different ad-
ditive Byzantine attacks is investigated, including the evaluation of detection performance of the
system and the evaluation of the average number of transmissions saved in the system. Moreover,

the optimal attack strategy of Byzantine nodes is found.

4.3.1 Additive Byzantine Attack Models

In our setup, a sensor ¢ can be honest (H) or Byzantine (B). The Byzantine sensors are assumed
to have perfect knowledge of the underlying true hypothesis. Admittedly, it is hard to realize in
practice but it is useful to consider this case as it provides the impact of Byzantines in the worst
case. We also assume that each sensor can be a Byzantine with probability a. Two types of additive

Byzantine attacks are considered here, which are mean-shift attack and mean-variance-shift attack.

Mean-shift Attack Model

In the mean-shift attack model, we assume that the Byzantine sensors falsify data by controlling

the attack strength. The falsified observation y; for Byzantine node 7 is given by

~ s+mn; —D under H;
§; = 4.5)
n; + D under H,,

where D is the attack strength and it is a non-negative constant value. The above attack strategy

adopted by Byzantine nodes is equivalent to launching attacks by generating falsified observations
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from another distribution, and it is commonly used in the literature [43,45,66,71,121]. Here, the
distribution used by Byzantine nodes to generate falsified observations is obtained by shifting the
mean of the actual distribution with a constant value D). For an honest node ¢, the observation is y;

as given in (4.1).

Mean-variance-shift Attack Model

The mean-variance-shift attack strategy is a more general attack strategy where the signal is per-
turbed by random noise, instead of a constant noise, when compared to the mean-shift attack
strategy. But this kind of attack strategy can be easily extended from the mean-shift attack strat-
egy. For the sake of simplicity in performance analysis, we consider the scenario where the actual
data is perturbed by Gaussian noise.

Recall that the mean-shift attack strategy assumes that Byzantines falsify their observations
with constant values D and —D as shown in (4.5). Consequently, the LLR for Byzantine sensor ¢

can be expressed as

2(yi=D)s=s® _ Litrue + f1(D) under H,

L; = o (4.6)
% - Li,true + fO(D) under H,
where fi(D) = =22, fo(D) = L% and L; 4rue = % is the actual value of sensor i’s LLR. We

can easily observe that Byzantines falsify their actual observations y with D and — D, which can be
equivalently viewed as falsifying their actual LLRs with constant values f;(D) and fy(D). In this
case, the falsified LLRs are generated from another Gaussian distribution with a different mean and
the same variance. If we assume a more general attack strategy, where the actual observations are
perturbed by Gaussian noise, both the mean and variance of the Byzantines” LLLRs will be altered.

Assuming that the actual LLR of compromised sensor i € {1,2,..., N} is perturbed by a

random noise component that follows a Gaussian distribution, the perturbed LLR is given by:
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Li true + N1 under Hy
Li= 4.7)

Li true + Noiw under Ho,

where n, ;,, represents the perturbation noise under hypothesis H; that follows a Gaussian dis-

2

tribution with mean f;(D) and variance o, and ng;, represents the perturbation noise under

hypothesis H, that follows a Gaussian distribution with mean fy(D) and variance o2,

Remark 4.2. Node that Assumptions 1 and 2 made in [7] and [88], respectively, are no longer
valid.

Remark 4.3. Note that both the sensors and the FC are aware of the relationship between the
transmission time t of the sensors and the corresponding magnitude of their LLRs, i.e, t < 1/|L;|,Vi €
1,2..., N. If an attacker deviates from the ordered-transmission protocol, they introduce an addi-
tional dimension of adversarial behavior. This non-compliance makes their malicious actions more
conspicuous and susceptible to identification by the FC. In other words, it increases the possibility
of being easily detected by the system as being malicious. Here, we assume that the Byzantines
follow the ordered-transmission protocol. By making this assumption, we are assuming a more
challenging situation where attackers attempt to hide their malicious actions within the prescribed

protocol.

4.3.2 Detection Performance
Mean-shift Attack Model

We begin our analysis of the detection performance of the OT-based scheme in the presence of
Byzantine sensors by first presenting the following Lemma which states that the OT-based system

can achieve the same detection performance as the one without ordering.”

ZNote that both the OT-based and unordered systems have the same probability of error in the presence of Byzantine
sensors. However, the number of transmissions saved is significantly impacted by the presence of Byzantine sensors
for the OT-based system as discussed later.
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Lemma 4.1. Under the optimum Bayesian decision rule, the detection performance remains the

same whether or not the system uses the OT-based scheme in the presence of Byzantine sensors.

PROOF: The proof is relegated to Appendix A.3. |

Thus, based on the above Lemma, we can obtain the detection performance of the OT-based

system by evaluating the detection performance of the system without ordering. For the system

2yis—s* 52

=455° when sensor i is honest (i = H). The PDF of L; condi-

without ordering, we have L; =
tioned on hypothesis H;, follows Gaussian distribution with mean 1, and variance o for h = 0, 1,
—s2 2 s>

2 .
where 1 = 35, po = 525, 01 = o2 = > B When sensor i is Byzantine (i = B), according

to (4.6), the PDF of L; conditioned on hypothesis H;, follows Gaussian distribution with mean 7,

. 2_ 2 2 A
and variance v} for h = 0, 1, where ny = 55225, ny = 28555 12 = 1} = % = (3. Therefore, the

PDF of L; given hypothesis H,, is expressed as

fullilHn) = af(lifHn, i = B)+(1 = a) fu(li{Hn, i = H)

= aN (nn, v2)+(1 — Q)N (s, o7), (4.8)

for h = 0, 1. Here, o denotes the probability of a node being Byzantine. Let C = {A;, ... A;,..., Ayn}
denote the power set that contains all possible subsets of set {1,..., N} and A; be the ' subset of
the combination of honest sensors. Also, | 4] is the cardinality of set A,. Let Z = S~ | Ly;) denote
the global test statistic and f(Z|H},) denote the Gaussian mixture with PDF given by f(Z|H) =
f:l(l — a)™aN "™ N ((up) 4,, NB) for b = 0,1, where (up)a, = pun|A¢] + nn(N — |Ay|) and
m; denotes the cardinality of set A, i.e., m; = | Ay
Therefore, the detection performance can be evaluated in terms of the probability of detection
PY and the probability of false alarm Pf© of the FC givenas P/'¢ = 37 1(1 a)N=megme() (%)

and P}’ ¢ =32 1(1 — a)N"mameQ (%) by following steps that are similar to those out-
lined in [45], where ()(.) is the tail distribution function of the standard normal distribution.
From the analysis above, we can calculate the system’s error probability, given by P, = m1(1 —

PFOY + WOPfF . Nevertheless, as the size of X grows exponentially with increasing N, it becomes
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intractable to evaluate the worst-case system performance using P.. Therefore, we employ the
DC [92] as a surrogate to determine the most effective attack strategy adopted by Byzantines so
that the worst-case system performance is evaluated. By minimizing DC, P, is maximized.

The DC is defined as D(Z) = (E(Zl‘?;:(;i'fl 0)® " For the system without ordering, let Z =
S N, L; denote the global statistic. Therefore, we have E(Z|H,) = —E(Z|Hy) = N $—2Dsa

202

From Lemma 4.1 and the above discussion, to maximize the probability of error of the system
with ordering, we can minimize the DC of the system without ordering. For a specific value of «,
the value of D which minimizes DC is the optimal attack strength D*. Since the DC is always non-
negative, the optimal strategy for the Byzantine sensors is to make D(Z ) = 0. From the definition
of DC, when E(Z|H,) = E(Z|H,), we have D(Z) = 0. Hence, for a given «, the optimal attack
strength D* is given by

s

D= 4,
o (4.9)

which is the minimum attack strength to blind the FC, i.e., to make the probability of error equal

to 1/2.

Mean-variance-shift Attack Model

According to (4.7), it is easy to obtain that the falsified L; of Byzantine sensor 7 follows a Gaussian

distribution with its mean given by

E[Li| "] = pn + fu(D), (4.10)
where (11 = % and o = ;Tf, and the variance given by
(4.11)

2
Var[Li|Hp) = % + 02

for h = 0, 1. To evaluate the performance of the system under such general attacks, we only need to

replace v and vf with 153, and 17, respectively, in the discussions above regarding the detection
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performance of the mean-shift attack model.

4.3.3 Average Number of Transmissions Saved under Additive Byzan-

tine Attack
Mean-shift Attack Model

When the system is under mean-shift attack, we derive an expression for the average number of
transmissions N, in the following theorem. Let k* denote the minimum number of transmissions
needed to make a final decision with desired accuracy. Let Fz(l;|#H}) be the cumulative distribu-

tion function (CDF) of |L;| for h = 0, 1 provided as

At <o (0 (2) - (152))
oo (M) ().

Theorem 4.1. The average number of transmissions N, is given as

N
N, = ZmPr(k* > k|Hy) + moPr(k™ > k|Ho) (4.13)
k=1

where

NI

sy A

PT(]C* > k’|7‘[h) = ELk_1|:F|L(Lk_1|Hh)N_k+11{j}

for h = 0,1. The indicator function 1{yy is I when Ly_y = {L1,Lo ..., Ly_} is in the region
J, and 0 otherwise. Here, J is a hyperplane with k — 1 dimensions formed by the intersection of

three hyperplanes, J = L (U [\ D, which are given below

k-1

i=1
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N-11

_ —\ A —
NSU:ZZ T |:P’I“ (‘L[kﬂﬁ%f_ 2 |Hh> +Pr (’L[k]‘ < N _gli‘,Hh)
k=1h=0
—Pr <|L[k]‘ <min <i<f]:2‘\’ ?V_—glj;> "Hh>:| (4.18)
NL—izl: pr(|L IL=A N s pr (1L AZ9U 1y 4.19
s = Th T\[k]|<m|h+T\[k}|<(N_k)!h (4.19)
k=1 h=0
k—1
U= {Lk1:ZLi2)\—(N—k+1)]Lk1|} (4.16)
=1
D={Ly_y:|Li| > |La| > > Ly} 4.17)
PROOF: Please see Appendix A.4. |

Note that the set L is the set of L,_; such that the FC can not decide hypothesis H;. Also, the set
U 1is the set of Lj;_; such that the FC can not decide hypothesis H,. Furthermore, the set D is the
set of L1 such that Ly, Lo, ..., L;_; are ordered in magnitude. For a given k, we evaluate (4.14)
numerically using the Monte Carlo approach as the following. We generate M i.i.d. realizations
of Ly, Lo, ..., Lx_1, where the PDF of L; is given in (4.8) for Vi € {1,2,...,k — 1}. From
our experiments, we observe that when N increases, the number of samples M needed to get an
accurate evaluation of (4.14) significantly increases.

Next, we derive the upper bound (UB) and the lower bound (LB) for the number of the trans-
missions saved by the OT-based scheme under Byzantine attack in the following Theorem. Let

]\_TSU and ]\_/SL denote the UB and the LB of the average number of transmissions saved.

Theorem 4.2. When N is sufficiently large, the average number of transmissions saved N, can be

bounded as NSL < N, < NSU, where NSU and NSL are given in (4.18) and (4.19), respectively.

Furthermore, we have Pr (|Ly| < W|Hy) = f_WW S Uy [Ha) dlgy for W e (=2 AdL ypip (=2

N—-k’» N—k>

and fir,, (llpgl|Hn) is shown in (A.44). We have g;, = —[> (c; — 02Nz + kdy, and gy =
[S(¢; — €)2NC2)2 + k6y, where 0y, and (2 are shown in (A.41). Here, ¢ = # where ¢; = 1 if

1 <kandc;=0ifi > k.

PROOF: Please see Appendix A.5. |

N—k’» N—

Ea
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Mean-variance-shift Attack Model

Similarly, to evaluate the number of transmissions saved in the system under mean-variance-shift
attacks, we only need to replace v and v? with 1/, and v? , respectively, in the discussions above

regarding the saving performance of the mean-shift attack model.

4.4 CEOT-based System with Byzantine Attacks

In this section, we discuss another OT-based framework, called CEOT-based scheme. It was first
proposed by [88] where the sensors send binary decisions, rather than LLRs, to the FC. The perfor-
mance of the CEOT-based system under two types of Byzantine sensors was evaluated: decision-
falsifying (DF-Byzantine) sensors, which perform pure decision flipping, and additive Byzantine
sensors, which not only flip decisions but also change the transmission order.

To demonstrate the basic concepts of CEOT-based schemes, we again consider a binary hypoth-

esis testing problem. Based on the local observations {yi}f\il, each sensori € {1,..., N} makes a
u; =1

binary decision u; € {0, 1} regarding the true hypothesis using the LLR test L; = log (Z—f) . No-
u; =0

tably, sensor transmissions remain ordered according to the magnitude of their LLRs. Specifically,
if the magnitudes of the LLRs are sorted as |Lpjj| > |Ljg| > ... > |Ln|, the sensors transmit
their local decisions to the FC in the order determined by their magnitude-ordered LLRs, i.e., in
the order of upj, upg), . . ., upn], where up, refers to the k" transmitted local decision.

Thus, the optimal decision rule is given by [88]

k )
Coup > T decide H
2 it Ul 1 4.20)

SF g <T—(N—k) decide M,

which follows the 7" out of N counting rule.
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Attack Model

Two possible types of security threats are considered in this framework: DF-Byzantine attacks and
additive Byzantine attacks. In the former, the Byzantine sensors perform pure decision flipping,
while in the latter, the sensors not only flip decisions but also change the order of the transmitted
decisions. Each sensor is assumed to have a probability « of being a Byzantine sensor, and the

Byzantines are assumed to have perfect knowledge of the true hypothesis.

» DF-Byzantine attack For a DF-Byzantine sensor i € {1,2..., N}, we have

v, =1—wuy with probability ap
P Y , (4.21)
v; = u; with probability 1 — ap

where v; is the actual local decision made by sensor ¢, u; is the local decision sent to the FC
by sensor 7 and p is the probability that the sensor ¢ flips its local decisions. If sensor : is

honest, v; is the same as ;.

* Additive Byzantine attacks Attackers falsify data in the same way as stated in Section 4.3.1.

4.4.1 Performance of CEOT-based System with DF-Byzantines

The performance of the CEOT-based system with DF-Byzantine sensors is analyzed in terms of

the detection performance and the number of transmissions saved in the network.

4.4.2 Detection Performance
The following lemma always holds for the CEOT-based scheme in the presence of DF-Byzantines:

Lemma 4.2. When the FC follows the Bayesian decision rule, the detection performance of sys-
tems with and without the use of the CEOT-based scheme is the same in the presence of data

falsification attacks.

PROOF: Please see Appendix A.7. |
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The lemma shows that the CEOT-based system can achieve the same detection performance in
the presence of DF-Byzantine attacks as an unordered system. Thus, we evaluate the detection
performance of the CEOT-based system in the presence of DF-Byzantine attacks by evaluating the
detection performance of the corresponding distributed system without ordering. For the system

without ordering, the probabilities of v; = 1 and v; = 0 given H}, are expressed as

T = Plv; = 1|Hp) = Q (A — “h) (4.22)

Vp

and mo p, = P(v; = 0|Hy) = 1 — w1, respectively, for h = 0, 1, where ()(.) is the tail distribution
function of the standard normal distribution, o = 0, uy = s and vy = v; = 0. Hence, the

probabilities of u; = 1 and u; = 0 given H,, are expressed as

%Lh :P(ui = 1|Hh)
=P(u; = 1|Hy,i = B)P(i = B) + P(u; = 1|Hy,,i = H)P(i = H)

=apmo, + (1 — ap)mip (4.23)

and 7wy, = P(u; = 0|Hy) = 1 — 7y 5, respectively, for o = 0, 1. From Assumption 4.2, we have
T = To1 ~ 0and my o = m 1 ~ 1. Thus, we have 7, o = Tp; = apand 7, = Too ~ 1 — ap.

The fusion rule for the distributed system when all of the sensor decisions are used is given by

N
Hi

E u; = T, (4.24)
Ho

=1

which follows [72]. Using the decision rule in (4.24), the detection performance can be evaluated
in terms of the probability of detection PC{ opor and the probability of false alarm P}i cpor of the

FC given below as
N

N
Piéror = Z (i)ﬂ,ﬂé\ﬁ (4.25)

i=T+1
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and
N

N\ . ;
PngOT = Z ( ; )71 07T(])Vo ) (4.26)
i=T+1
respectively. Next, we aim at finding the value of optimal 7" used by the FC in (4.24) which

minimizes the probability of error of both the unordered system and the CEOT-based system. Let

Z = ZZ]L u; denote the number of local decisions that decided 1. Note that Z > 0. The optimal

H
H%l P(ui|H1) 21
[T;21 P(us|Ho) Ho

i1 g 1 -7 N_ZHIW
(; > ( - > > -2 (4.27)
1,0 1—mp Ho T1

We make the reasonable assumption that the probability of a sensor being malicious is less than

decision rule at the FC, which is ;El, can be rewritten as

0.5,i.e, @ < 0.5, and 0 < p < 1 which implies that ap < 0.5. This implies that 7, ; > 7 (and
0,0 > To,1)-

Taking the logarithm of both sides of (4.27), the optimal decision rule can be rewritten as

H 1— mi(l—7
Z 2z {log ( ) + N log ( 7T10>] / log (M) : (4.28)
Ho T 1 -7 7T1,0(1—7T1,1)
Therefore, the optimal threshold 7™ at the FC is equal to the right hand side of (4.28), i.e., T =

Jlog (2¢) + Viog (7=22) | /10 (22651

Average Number of Transmissions Saved under DF-Byzantine Attacks

Next, we consider the effect of DF-Byzantine attack on the average number of transmissions re-
quired by the CEOT scheme. In order to simplify the computation, we find the upper bound (UB)
of the average number of transmissions required by finding the lower bound (LB) of the average
number of transmissions saved. When the system is under attack, we derive the LB for the average
number of transmissions saved in the CEOT-based system. We first consider the case when the FC
decides H;. It has been derived in [88] that the average number of transmissions saved to make a

final decision is lower bounded by N/2 in the absence of the data falsification attacks. Here, we
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investigate the effect that the attacks have on the lower bound of the expected number of trans-

missions saved and finding a lower bound for the system under data falsification attacks. It is also

shown in this chapter that the lower bound we obtain is tight.

We define £} as the minimum number of transmissions required to decide H; in the presence

of data falsification attacks and it is given in (A.65). Without any loss of generality, let [7'| denote

the rounding up of 7" to the closest integer that is greater than or equal to 7. The average number

of transmissions saved when the FC decides H; is given as

NS,l(ﬂ)

N
=E(N —k}) =Y (N —k)Pr(kj = k)
k=1
[T1+8
=Y (N—k)Pr(k; =k)
k=1
N
+ Y (N—k)Pr(k; =k)
kE=[T7+p+1
[T1+8
> > (N —k)Pr(k = k)
k=1
>(N = [T] = B)Pr(ky < [T+ B)
[T1+8
=(N = [T = B)Pr( Y up =TT >T)Pr(T1 > T)
k=1
[T1+8
+Pr( ) uy =TTy < T)Pr(Ty < T)]
k=1
[T1+8
>(N —[T] - B) Z Pr( Z up =TTy > T, Hyp)
h=0,1 k=1
x Pr(T'y > T|Hp)Pr(Hp)
[T1+8
=(N = [T =B)Pr( > up > T > T, Hy)
k=1
x Pr(T'y > T|H1)Pr(H;)
[T+
=(N = [T1=B)Pr( > uy =TTy =T, H1)Pr(H1)
k=1
A

=f(8),

(4.292)

(4.29b)

(4.29¢)

(4.29d)

(4.29¢)

(4.291)

(4.29g)

(4.29h)

(4.29i)
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where [} = ZEF’B vp) and Pr( ,@fﬁ ugy > Ty > T,H,) can be expressed as

[T1+8 B IT) + 3 .
Pr(> ug =T >T,Hi)=> < )%5;{ A= (4.30)

- 7
k=1 =0

Substituting (4.30) in (4.29h), we are able to obtain the LB of the average number of transmissions
saved in the network when the FC decides ;. In going from (4.29b) to (4.29¢), the second
summation term, which is positive, is dropped. As the difference between the actual average
number of transmissions saved and its LB is dependent on the number of terms in the dropped
second summation term in (4.29b), an appropriate number of terms should be chosen in order to
reduce that difference and tighten the LB. Thus, we introduce a variable 3 in (4.29¢) and try to find
an appropriate [3 later to prevent the dropped second part of (4.29b) from being too large so that

the LB is tight when the FC decides H;.

Next, we consider the case when the FC decides H,. Define kj; as the minimum number of
transmissions required to decide H, and it is given in (A.64). Let |T'| denote the rounding down
of T' to the next lowest integer. Similarly, the average number of transmissions saved when the FC

decides H, is given as
N

No2(8) =E(N — kf;) = Y (N — k)Pr(k; = k) (4.31a)
k=1

Z (N — k) Pr(kiy = k)

+ > (N—k)Pr(kj; =k)

E=N—[T|+B8+1

N—[T|+8
> Z (N — k)Pr(k}; = k) (4.31b)
2([T = B)Pr(ky < N = [T+ 5) (4.31c)
N—[T1+8
=([T1=B)[Pr( > uy <slly>T)Pr(Ty>1T)
k=1
N—[T1+8
+Pr( Y up < kT2 < T)Pr(ly < T) (4.31d)

k=1
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N—[T]+8
>([T1=8) > Pr( Y. ug<rla<T)
h=0,1 k=1
x Pr(ly < T) (4.31e)
N—[T+8
=([T1=B)Pr( Y uy <klT2 < T, Ho)
k=1
X P’I“(FQ < T|7‘[0)PT(7‘[0) 4.31f)
N—[T]+8
=([T]=B)Pr( Y up <&l <T,Ho)Pr(Ho) (431g)
k=1
=h2(8), (4.31h)

where 'y = Zf\;mw v, k=T — ([T — B) and Pr( fg;[ﬂw upg < K|I'y < T, Hp) can be

expressed as

N—[T]+8
PT‘( Z u[k]<li|F2<T7H0)
k=1
[T|-[T1+8
- ¥ < w 6>w170wé\fo T (4.32)
i=0

Substituting (4.32) in (4.31g), we are able to obtain the LB of the average number of trans-
missions saved in the network when the FC decides H,. In a manner similar to the one employed
earlier, variable (3 is introduced to ensure that the LB of the average number of transmissions saved
is tight when the FC decides H,. Since only one of the two hypotheses #; and H, can occur at
any given time, the events £ = k and kj; = k given hypothesis H; or H, are disjoint. Hence
the total average number of transmissions saved is Ny cpor(8) = Son_ (N — k) S _olPr(ky =
k|Hp) + Prk; = k|Hu)Pr(Hy) = S (N — k)[Pr(ki; = k) + Pr(k; = k)] and the LB of
the average number of transmissions saved is N cpor(8) = f1(B) + f2(B). When g = 0, the
LB derived here reduces to the LB obtained in [88]. However, 5 = 0 might not be an appropriate
value that allows us to get a tight LB in the presence of attacks. Thus, we aim at finding an optimal
B so that N, iC gor(B) is maximized and the LB becomes tighter. Upon solving the optimization

problem given in (4.33), we are able to find the optimal 5*. We denote the set of integers by Z and
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cast the optimization problem as:

max f1(B) + f2(B) (4.33a)
s.t. 0 < B < min(N — [T],[T]) (4.33b)
B €7, (4.33c)

The constraint in (4.33b) is due to the fact that the value of 5 must satisfy both (4.34) and (4.35),

which are derived from (4.29h) and (4.31g), respectively:

[T+ B <N (4.34)

N—-[T1+B<N (4.35)

This is due to the fact that the upper index of the summations in (4.29h) and (4.31g) should be less
or equal to N. As the optimization problem in (4.33) is an integer programming (IP) problem, it
is a non-convex optimization problem. However, we have the following theorem which helps us

obtain the optimal solution to the optimization problem in (4.33).
Theorem 4.3. N/ ;o1 (6) as a function of (3 satisfies either

1. Nlopor(B) is a non-increasing function, V3 € [0, min(N — [T, [T)].

or

2. There exists a 3 € Z such that N por () is an increasing function V3 € [0, 5 — 1] and a

non-increasing function V3 € [B;, min(N — [T, [T])].

PROOF: Let ¢,(8) = Z (fTJ+ﬁ) LTlHM and g»(3) = ZLTJ fTT—&-ﬂ(N—( 1+B)%i”o%é\ja(ﬂ+ﬂ—i‘

Hence, we have

?

B+1
g(B+1)=>" <( Hﬁ“)%fﬁ”ﬁ“ ' (4.36)
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pB+1) = > Z o0 , (4.37)

Ta+B+1
1=0

where Ty = |T'| — [T| = —1, o1 = M0 = ap and Toy = 71,1 = 1 — ap based on Assumption

4.2. Hence, we have g1 (8) = 327, ("177) (ap)i(1—ap) "1+~ due to Assumption 4.2. g;(5+1)

(2

can be given by

B+1
gl(ﬁ + 1) = Z ([T—I ‘:B + 1) (Oép)i<1 o ap) [T]+B+1—1i (4.382)
i=0
B+1
~(1—apT S (M) (M)
x (ap)’(1 — ap)T1HAH= @ 35h)
B+1

= ; ([ﬂ; ﬁ) (ap)i(1 — ap)lT1HA+1—

B+1

+ Zl (@_ﬁﬁ) (ap)'(1 — ap)l AT (4.38¢)
- ((?jlﬂ) (ap)™™' (1 = ap)™ + (1 — ap)gi (8)

4-252 ((77;+*3)<ap>%1«—-ap>““+ﬁ-i0xp> (4380)
=91(8) + ((?:16) (ap)” (1 = ap)!"] (4.38¢)

based on Pascal’s rule. Following a similar sequence of steps, we can obtain

N —[T]+8

o+ 1) = a9) (N L

)(ap)5+Td+1(1 —ap)NIT1-1a, (4.38f)

Hence, ¢; (5 + 1) and g2(3 + 1) can be expressed in terms of g;(/3) and go(3) that are respectively

given as

n(B+1)=a9(B)+APB) (4.39)
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and
92(8+1) = g2(B) + B(B), (4.40)

where A(B) = ((glﬁﬂ)(ap)ﬁﬂ(l — ap)/™ and B(B) = (JYB;(TleLJrlﬁ) (ap)PHTat1 (1 — qp)N-TT1-Tu,

It is evident that if

[1(B+1) + f2(8+ 1] = [/1(B) + f2(8)] <0, (4.41)

then N¢por(B) > NEopor(B + 1). By rewriting (4.41) using (4.39) and (4.40), we obtain the

inequality
D(B) > Da(), (4.42)

where D(53) = m1g1(8) + mog2(8), D2(B) = mhi(8) + moha(B8), m = Pr(Hi), mo = Pr(Ho),
hi(B) = (N = [T] = = 1)A(B) and ho(B) = ([T — 8 — 1) B(B).

We proceed to show that if D(/3) > Dy(/3) is true, then D(S + 1) > Do(f + 1) is also true.
Using the expressions in (4.39), (4.40) and (4.42), we rewrite D(8 + 1) > Dy(8 + 1) as

By reformulating (4.43), we have
2[m A(B) + moB(B)] > Da(B) — D(B). (4.44)

Due to the assumption that D(3) > Ds(8), A(B) > 0 and B(/3) > 0, the left hand side of (4.44)
is greater than or equal to O and the right hand side of (4.44) is smaller than 0. Therefore, (4.44)
is always true if D(3) > Dy(f) is true. In other words, if Nlcpor(8) > Nlopor(8 + 1), we

always have NS[jCEOT(ﬁ +1) > N;CEOT(ﬁ +2).



88

Let 3 = 3, be the smallest § for which NLo 5o (8) > NEopor(B+1). If fs = 0, N cpor(B)
is a decreasing function of 5. If 8, > 0, Nlopor(83) is a non-decreasing function of 3 when
B € [0, 8s — 1] and a decreasing function of 3 when 8 € [, min(N — [T], [T'])]. Let 8 = 3, be
the largest 3 for which N/ por(8) < Nlcpor(8 + 1). The above statement is equivalent to that

made in Theorem 4.3 about the monotonicity of Ny cgor (). This completes our proof. |

According to Theorem 4.3, the optimal solution 3* to the optimization problem in (4.33) is the
smallest § for which the inequality D(5) > D5() holds, and the LB of the number of transmis-

sions saved is then given as

Nlcpor = [i(B%) + f2(8Y). (4.45)

Therefore, the tight UB of the average number of transmissions required is Ngc gor = N —

L
NS,CEOT'

4.4.3 Performance of CEOT-based System with Additive Byzantines
Detection Performance

Similar to the case of DF-Byzantine sensors, the detection performance of the CEOT-based system
is not affected by ordering in the presence of additive Byzantine sensors as stated in Lemma 4.2.
We can evaluate the detection performance of the CEOT-based system in the presence of addi-
tive Byzantine attacks by analyzing the detection performance of the corresponding distributed
unordered system. If the system is under mean-shift attack, for the system without ordering, the
probabilities of u; = 1 and u; = 0 given H,, for an honest sensor 7 are expressed as th = P(u; =
WHpi=H)=Q (%) and il = P(u; = 0|y, i = H) = 1—x{l,, respectively, for h = 0, 1.
If the sensor is Byzantine ¢ = B, the probabilities of u; = 1 and u; = 0 given H;, are expressed
as mp), = P(u; = 1|/Hp,i = B) = Q (%) and 7, = P(u; = O[Hp,i = B) = 1 — p), re-

spectively, for h = 0, 1. Therefore, the probabilities of u; = 1 and u; = 0 given H,, are expressed
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as
7T1,h:P( —1|Hh)—04771h+(1 )771117
and mo, = P(u; = 0|Hp) = anl), + (1 — a)nf,, respectively, for h = 0, 1.
7'[1
The fusion rule of the distributed system without ordering is given as Z LU = = T, by noting
Ho
that we can consider the unordered scheme and taking £ = N in (4.20). Based on the fusion rule of
unordered system, the detection performance can be evaluated in terms of the probability of detec-
tion PY'Spor and the probability of false alarm PFSyor given as PrSpor = Sy (V)ml jmoy

and Pf Spor = ZfVT (N ) i 07r0 o . If the system is under mean-variance-shift attack, we only

need to replace v} with v}, for h = 0, 1. in above discussions.

Average Number of Transmissions Saved under additive Byzantine Attacks

Let ]\7870 ror denote the average number of transmissions saved in the CEOT-based scheme given

as

=

N-1
Nycpor=E(N — k*) 22]\7 —k)Pr(k*=k) :ZPr(k;* <k), (4.46)
k=1

k=1

where k* denotes the minimum number of transmissions needed to make a final decision with
desired accuracy. However, the computation of Pr(k* < k) is intractable. Hence, we derive the
UB and LB of NS,C por by considering the best case and the worst case scenarios for the number
of transmissions saved in the network in the presence of Byzantines, respectively. The information
of global statistic of the distributed system without ordering, which is given as I' = Zf\il Uj, 1S
utilized to derive both LB and UB. It is easy to conclude that I' < 7" means that there exists a k*
such that Zle up) < T —(N—k*)andI" > T means that there exists a k* such that Zle up) > T
according to Lemma 4.2. In order to find the LB and UB of NS,CEOT, we consider the worst and
best cases as follows.

When we consider the worst case, we try to find the maximum £* needed to make a final

decision for a given set of local decisions {u;}Y ;. Therefore, the worst case given I' < T would
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be that the magnitude of local decisions are ordered in descending order expressed as
2wl = lz] -+ = [zl (4.47)

where 2z € {0,1}, for Vk € {1,2,...,N} is the k™ largest local decision.® This is due to
the fact that I' < 7" implies that the unordered system (i.e., the system where the FC receives
all local decisions) has more ‘0’ decisions than ‘1’ decisions®*, and the detection performance of
the unordered system is the same as the ordered system, as stated in Lemma 4.2. The worst
case scenario would occur if the magnitudes of local decisions are ordered in descending order.
Similarly, the worst case given I' > T" would be that the magnitude of local decisions are ordered

in ascending order expressed as
[z < [zl -+ < 2w, (4.48)

where z(;) € {0,1} for Vk € {1,2,..., N} is the k™ smallest local decision.

Similar to the above discussion, for the best case, we try to find the minimum £* needed to
make a final decision for a given set of local decisions {u;}Y ,. The best case given I' < T would
be that the magnitude of local decisions are ordered in ascending order as shown in (4.48), The
best case given I' > 7" would be that the magnitude of local decisions are ordered in descending

order as shown in (4.47). Based on the above analysis, we have the following theorem.

Theorem 4.4. The average number of transmissions saved Ns,c ot can be bounded as N Sfc sor <

Nycror < NS%EOT. Here, the upper bound N, sUcEOT and the lower bound N S%CEOT are given

in (4.49) and (4.50), respectively, where P(T' > T|Hy) = > (V)al w7, P(T < T|H,) =

(2

3Note that 2] is not the same as ). The values upy), ujg, - . ., un] are ordered based on the magnitude of their
LLRs, while z[1], 2[2], - - - , 2] are ordered based on the magnitude of local decisions {uz}fil
“More specifically, the number of ‘1’s should be smaller than 7.
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1 N-1
Nlopor=Y_> mn[P (ki <kT>T,Hy) PT>T|Hp)+P (kf < kT <T,H,) P(D<T|Hy)],
h=0k=1
(4.49)
1 N-1
Nlcpor=>_> [P (ki <KD >T,Hp) P >T[Hp)+P (k < kT <T,Hp) P(D<T|Hy)]
h=0k=1
(4.50)
1— P> T|Hp), and
N-T N
P(ki<klD>T = S A 4.51
(kg <KL >T,Hp) ;(Z)Woﬂrlhv ( )
min(N—T,k—T) N
P(kI<kD>T,H,) = Z (Z )wo AT (4.52)
1=0
when k > T, and
T—-1 N
P(ki <KD <T,Hp) =) (Z )ﬂ o (4.53)
=0
min(T—1,k—(N—-T+1)) N
Pk <KD <THy)= > (Z >7r1 WTon (4.54)

1=0

when k > N — T. Otherwise, P (ki <k|l' <T,Hp), P (ki <k|L'>T,Hy), P(ki<kIT>T,H)
and P (k{ <k|I'<T,H;) are equal to 0. Here, k and ki denote the minimum number of trans-
missions needed to make a final decision for descending and ascending ordered local decisions,

respectively.

PROOF: Please see Appendix A.6. |
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4.5 Simulation Results and Comparison of OT-based and
CEOT-based Systems under Byzantine Attacks

OT-based and CEOT-based Systems under Additive Byzantine Attacks

In this section, we present the numerical results to corroborate our theoretical results. We set
the channel noise variance 02> = 1 and the prior probabilities m; = w9 = 0.5. The detection
performance in Fig. 4.1 and the actual average number of transmissions saved in Figs. 4.3,4.5,4.7,
4.8 are obtained via Monte Carlo method with 10* trials and the average number of transmissions
saved in Figs. 4.2 and 4.4 are obtained via Monte Carlo method with 107 trials. In order to obtain
an accurate evaluation of the average number of transmissions saved in the network as shown in
Figs. 4.2 and 4.4, we need to significantly increase the number of trials as the number of sensors
increases. Note that the other parameters like the perturbation noise variance o2, signal strength s,
attack strength D, total number of sensors /N, and the probability of each sensor being Byzantine
a required for the simulations are included in the respective captions of the figures.

Detection performance comparison of OT-based and CEOT-based systems: Fig. 4.1 shows the

effect of additive Byzantine attacks on the detection performance of the OT-based system and the
CEOT-based system. In Fig. 4.1, we compare the probability of error of the CEOT-based system
to the OT-based system and we observe that the CEOT-based system is more robust to additive
Byzantine attacks with the same attack parameters. This is due to the fact that the global statistic
of an OT-based system is a summation of LLRs, and some of these could be falsified to very large
values when D/s is large. In this case, a large deviation is generated from the actual summation
of LLRs. However, the global statistic of the CEOT-based system is the summation of quantized
LLRs. Although some Byzantine nodes may falsify data, it is unlikely to lead to a significant
deviation in the sum of quantized LLR values, even if D/s is large. Hence, D has less negative
impact on the probability of error of the CEOT-based system than the OT-based system.

Effect of additive Byzantine attacks on N,/N in the OT-based system: Figs. 4.2 and 4.3 show

the effect of additive Byzantine attacks on the average percentage of savings for the OT-based sys-
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Fig. 4.1: P, as a function of D/s in the CEOT-based system and the OT-based system when s = 3
and N = 300.

tem. Fig. 4.2 presents the average percentage of saving N, /N in an OT-based system as a function
of D/s for different values of a. Initially, N,/N decreases when D /s increases. However, when
D/s increases further, the FC starts to make wrong decisions and the number of transmissions
needed to make the final decision starts to decrease and the savings start to increase. We compare

the results obtained via simulation using the Monte Carlo method with our analysis using (4.13),

and observe a good match. In Fig. 4.3, we observe that the attack strength D* obtained in (4.9)

0.55 T
—H— 0=0.3 Simulation)

— — =03 (Analysis)
=05 (Simulation) H
— — a=05 (Analysis)

Fraction of the number of transmissions saved

o
~

Fig. 4.2: Comparison of N,/N as a function of D/s for different values of & when s = 4 and

N = 10 in the OT-based system.

for the OT-based system is near the point where the average percentage of savings is minimum.
Compared with the OT-based system when no Byzantines are present, i.e., D=0, the system in

the presence of attacks needs more transmissions to make a final decision. Therefore, the attack
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Fig. 4.3: Benchmarking UB and LB for N,/N as a function of D/s for a = 0.5 when s = 4 and
N = 300 in the OT-based system.

strength D* from (4.9) not only blinds the FC but also leads to a smaller average percentage of
savings. Fig. 4.3 also shows the UB and LB for the average percentage of savings as a function of
D/s in an OT-based system. We observe that both the LB obtained in (4.19) and the UB obtained
in (4.18) show a similar trend as that of the average percentage of saving, i.e., the UB and LB track
the change in actual average number of transmissions that have been saved. Compared to the UB,
the LB performs better in tracking the changes, which enables us to infer what the optimal attack
strategy for the attacker is, i.e., what is the value of D that the attacker will employ to cause the
greatest damage to the system. As for the UB, it provides more information regarding the maxi-
mum number of average transmissions saved in the network as well as alerts about the existence
of outliers. For example, if the average number of transmissions saved is larger than the maximum
value of UB, we can determine that there are potential outliers and they deviate far from the actual
data, i.e., the attackers use an extremely large value of D.

Figs. 4.4 and 4.5 illustrate the impact of mean-variance-shift attacks on the average percentage
of savings for the OT-based system. Fig. 4.4 shows that the error probability obtained via simula-
tion using the Monte Carlo method and our error probability analysis have a good match. Fig. 4.5
shows the UB and LB we obtained that show a similar trend as that of the average percentage of
saving. As we can observe, Figs. 4.4 (a) and 4.5 (a) demonstrate very similar trends as Figs. 4.2

and 4.3 when the mean of perturbation noise changes. In Figs. 4.4 (b) and 4.5 (b), we can observe
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that the values of the variance of the perturbation noise do not significantly affect the average num-
ber of transmissions saved. This phenomenon may arise from the fact that the change in variance
value only affects the extent to which the noise samples deviate from the mean. Consequently,
samples of perturbation noise might fall below or exceed the mean perturbation noise value. Given
that the FC’s global statistic is the summation of received LLRs, the overall perturbation to this
statistic corresponds to the accumulation of perturbation noise from malicious nodes. The average
perturbation for each malicious node will tend to the mean of the perturbation noise as the pertur-
bation noise samples below the mean value will balance out the samples above the mean value.
Therefore, the change in variance does not have as significant an effect as the change in mean on

the number of transmissions saved in the network.
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(a) N,/N as a function of D/s for 02, = 6. (b) N, /N as a function of o2 .

Fig. 4.4: N,/N when a = 0.5, s = 4, and N = 10 in the OT-based system under mean-variance-
shift attacks.

When we consider the case where the sensor observations follow an exponential distribution

fly) =

hypothesis H;, we can observe a trend in Fig. 4.6 similar to that shown in Fig. 4.2 regarding the

e~ (a non-Gaussian distribution) with A = 2 under hypothesis Hy and A = 8 under

>|=

fraction of the number of transmissions saved as a function of D/s.

Effect of additive Byzantine attacks on N, /N in the CEOT-based system: Figs. 4.7, and 4.8 show

the effect of additive Byzantine attacks on the average percentage of savings for the CEOT-based
system. Fig. 4.7 shows the UBs obtained in (4.49) and LBs obtained in (4.50) for the average

percentage of saving NS,CEOT /N as a function of D/s for different values of or. We observe that
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Fig. 4.5: Benchmarking UBs and LBs when o = 0.5, s = 4 and N = 300 in the OT-based system
under the mean-variance-shift attacks.
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Fig. 4.6: N,/N as a function of D/s in the OT-based system for different values o when \ = 2
under hypothesis Hy, A = 8 under hypothesis H; for exponentially distributed observations and
N = 50.

Byzantine sensors have more negative impact on the final decision making process with an increas-
ing D/s. However, the additive Byzantine attacks have limited negative impact on the number of
transmissions saved in the CEOT-based system compared to the OT-based system. When D /s is
large enough, the first several local decisions received by the FC are most likely from Byzantine
sensors which is the worst case scenario in terms of the performance for the system. With further
increase of D/s, the impact of Byzantines on the number of transmissions saved in the network
does not further increase since the LLRs are quantized, which limits the negative impact of Byzan-
tine sensors on the system. In Fig. 4.8(a), the average percentage of saving, the UB and the LB are

shown for a system with a relatively weak signal s = 3. Furthermore, Fig. 4.8(b) shows the plots
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for a system with a relatively strong signal s = 6. By comparing Fig. 4.8(a) and Fig. 4.8(b), we
observe that the LB gets tighter when we increase the signal strength s. This is reasonable due to
the facts that i) Assumption 4.2 always works for honest sensors when s is sufficiently large; ii) the
first several local decisions received by the FC are most likely from Byzantine sensors when D /s
is sufficiently large. The above two reasons make the error probability of the CEOT-based system

with a sufficiently large D /s approach the LB of the error probability we obtained in Theorem 4.4.
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Fig. 4.7: Benchmarking UBs and LBs for N, cpor/N as a function of D/s with different values
of & when s = 6 and N = 300 in the CEOT-based system.
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Fig. 4.8: Benchmarking UBs and LBs for N, cgor/N as a function of D/s (a) when s = 3 and
N = 300; (b) when s = 6 and N = 300 in the CEOT-based system.
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CEOT-based Systems under DF-Byzantine Attack

We assume that N = 100 and s = 20. Fig. 4.9 shows the probability of error as a function of
p in the CEOT-based system. The system with the threshold closest to the optimal threshold 7™
(T* is roughly N/2), as compared to other systems, has the lowest error probability, which is in
accordance with the conclusion that we obtained about the optimal threshold 7*.> We can also
observe that for the same parameter values, both CEOT-based and unordered systems have the

same probabilities of error. This is in accordance with Lemma 4.2.
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Fig. 4.9: P, as a function of p with different values of 7" for the CEOT-based system for m; = 0.3
and m; = 0.5.

Fig. 4.10 shows that the UB we obtained is a relatively tight UB compared with the UB
obtained in [88] for the average fraction of number of transmissions required as a function of
the attacking probability p in the CEOT-based system. Fig. 4.11 presents the average fraction
of transmissions required N, cgor/N in the CEOT-based system as a function of p for different
values of prior probability and 7" when o = 0.3. We observe from Fig. 4.11 that when T — 1™ (1™
here is roughly N/2), the system is most likely to have the highest transmissions required in the
network if the prior probabilities of both hypotheses are 0.5. However, when the prior probabilities
change, the value of 7' that results in the highest transmissions required might also change. It is
clear that a smaller 7' results in a larger average number of transmissions required to decide H, and

a smaller average number of transmissions required to decide H;. For a relatively small 7; < 0.5,

5The threshold closest to the optimal threshold 7™ is 49.5 in Fig. 4.9 when m; = 0.5 and m; = 0.3.
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the probability of the FC deciding H is higher. Consequently, the system that uses 7' = 29.5 has
higher number of transmissions required when compared to the system that uses 7' = 49.5 given
m = 0.3. Thus, there is a relationship between the average number of transmissions needed and
the detection performance of the system. With an appropriately designed threshold at the FC, it
is possible to save transmissions while still guaranteeing the quality of the decision. In Fig. 4.12,
we plot N; cpor /N (i.e., the average number of transmissions required) as a function of s to show
that a fairly small value of s is sufficient for the derived result to serve as an UB on the average

number of transmissions required.

—6— §=0(a=045)
=0 §=0(n=0)
Simulation (o=0.45)
— = UB(a=045)

Simulation (a=0.3)
— — UB(o=0.3)

Fig. 4.10: Benchmarking upper bounds for the fraction of the number of transmissions required
Nicror/N as a function of p with different values of & when m; = 0.5. The actual average
number of transmissions for the system (simulation result in the figure) is obtained via Monte
Carlo method given s = 20.

— T:29.517‘=U.3] - —
05| —4 85109 Fighest ANT required _-¥ ]
) § given 7,03 _ ~*Highest ANT required
— 4 TT95(5 09 ~a_ 47 gens05 Ny
07) —g—T=T85 17‘ =0.5) -
—g—T=295(s,05)

—g—T=495 h‘ =0.5)

Fig. 4.11: N;cpor/N as a function of p with different values of 7" when av = 0.3 and m; =
0.3,0.5.
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T
~— Simulation
——UB

Fig. 4.12: Nycgor/N as a function of s given p = 0.6, N = 100 and m; = 0.5. Red dashed
line indicates the UB of average number of transmissions we obtained given p = 0.6. Note that for
s > 1.6, the UB we obtained serves as a valid UB.

4.6 Summary

In this chapter, the effect of Byzantine attacks on the performance of the conventional OT-based
system and the CEOT-based system were investigated. We derived the error probability and the
number of saved transmissions for OT-based systems under different Byzantine attacks. We also
obtained some upper bounds and the lower bounds on the number of transmissions saved for
the OT-based systems under different Byzantine attacks. The simulation results showed that the
Byzantine nodes can both maximize the probability of error and significantly increase the number
of transmissions needed to make the final decision when they adopt the optimal attacking strategy.
A comparison of the robustness of CEOT-based and conventional OT-based systems was made,
shedding light on how to employ OT-based frameworks in an attack-prone environment. Some
possible countermeasures to mitigate the impact of Byzantines on OT-based systems were also

discussed.



101

CHAPTER 5

DISTRIBUTED QUANTIZED DETECTION OF
SPARSE SIGNALS UNDER BYZANTINE

ATTACKS

In this chapter, we investigate distributed detection of sparse stochastic signals with quantized
measurements under Byzantine attacks, where sensors may send falsified data to the FC to de-
grade system performance. Here, the Bernoulli-Gaussian (BG) distribution is used to model sparse
stochastic signals. Several detectors with significantly improved detection performance are pro-

posed by incorporating estimates of attack parameters into the detection process.

5.1 Introduction

With the development of compressive sensing (CS) [15,20,24, 118] in recent years, the sensors in
sensor networks often send low-dimensional compressed measurements to the FC instead of high-
dimensional sparse data, thereby improving bandwidth efficiency and reducing the communication
overhead. A high-dimensional signal is sparse when only a few entries in the signal are non-zero,

and others are zeros. Under the CS framework, the reconstruction and the detection of sparse
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signals have received considerable attention. Here, we are interested in detecting compressed

sparse signals.

5.1.1 Related Work

The problem of compressed sparse signal detection in sensor networks has been studied in the
literature [21, 32,55, 68, 100-102, 105, 116]. In these studies, the recovery of sparse signals was
not necessarily required. In [21, 105, 116], partly or completely reconstructed sparse signals are
required to derive the test statistics for sparse signal detection, while in [32, 55, 68, 100, 101], the
test statistics are directly derived from compressed measurements to perform sparse signal detec-
tion. In [21] and [105], the authors proposed orthogonal matching pursuit algorithms to detect
the presence of a sparse signal based on single measurement vectors and multiple measurement
vectors, respectively, by estimating only a fraction of the support set of a sparse signal. In [32], the
Bernoulli-Gaussian (BG) distribution was utilized to model the random sparsity of sparse signals,
and the generalized likelihood ratio test (GLRT) was proposed to address the unknown degree
of sparsity. Note that under the BG model (which is widely used to model the sparsity of sig-
nals [32,52,53, 86, 115]), the sparse signal has zero sparsity degree if the signal is absent, but a
nonzero sparsity degree that approaches zero if the signal is present. Due to this property, parame-
ter testing based on the sparsity degree can be employed for sparse signal detection by formulating
the problem as a one-sided and close hypothesis testing problem. In [101], instead of GLRT, a
method based on the locally most powerful test (LMPT), which is a popular tool for the prob-
lems of one-sided and close hypothesis testing, was proposed for detecting sparse signals in sensor
networks. The test statistic of the LMPT detector was directly derived from the compressed mea-
surements without any signal recovery. The detectors proposed in [21,32, 101, 105] assume that
the raw signals are transmitted within the network. However, due to limited bandwidth constraints
in practical scenarios, it is necessary to consider the case where only quantized data is transmitted
over sensor networks. To satisfy this requirement, many studies have been conducted on the design

of sparse signal detectors based on quantized data [27,55, 56,68, 100,102, 116].
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A two-stage detector based on the GLRT, where sparse signal recovery is integrated into the
detection framework, was proposed in [116] for sparse signal detection from 1-bit CS-based mea-
surements. However, due to substantial information loss caused by 1-bit quantization, there is a no-
ticeable performance gap compared to the clairvoyant detector based on analog measurements [27].
To address this issue, the authors in [102] proposed a quantized LMPT detector that enables the
system to achieve detection performance comparable to a clairvoyant LMPT detector by selecting
a reasonable number of reference sensors. The work was extended in [100] to consider general-
ized Gaussian noise. Additionally, the authors of [55] proposed an improved-1-bit LMPT detector
that optimizes the quantization process and reduces the required number of sensor nodes to com-
pensate for the performance loss caused by 1-bit quantization. The authors of [68] proposed a
computationally-efficient generalized LMPT detector for the detection of distributed sparse sig-
nals when non-ideal reporting channels between the sensors and the FC are considered. In [56],
the authors proposed an energy-efficient censoring-based LMPT detector in clustered sensor net-
works to address the excessively high energy consumption caused by data transmission in existing
centralized LMPT detectors. In this scheme, the cluster head sensors and the ordinary sensors only

transmit data that is sufficiently informative to the FC.

5.1.2 Major Contributions

Unlike previous proposed GLRT-based detectors [32,116] and LMPT-based detectors [55,68, 100,
101] that focused on attack-free environments, we investigate the impact of Byzantine attacks
[25,60,64,66,82,96,110] on the detection performance, and enhance the resilience of the detectors.
More specifically, we consider the GLRT-based and LMPT-based detectors with unknown random
sparse signals operating under Byzantine attacks. The random unknown sparse signals are still
characterized by the BG distribution as in [32,53,55, 68, 86, 100, 101, 116]. When such a system
is under Byzantine attacks, two factors need to be taken into account: the unknown sparsity of
the signal and the presence of unidentified attacks. We assume that the Byzantines do not have

perfect knowledge about the actual state of the phenomenon of interest and attack based on their
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local decisions, and we also assume that the system does not have perfect knowledge about the
attack strategy. Under such assumptions, we evaluate the performance of the GLRT-based and the
LMPT-based detectors. The simulation results show that the detectors are vulnerable to Byzantine
attacks because their performance degrades.

To improve the resilience of the system in the presence of Byzantine attacks, it is intuitive that
we need more information about the attack parameters. In this work, we develop a framework
for estimating unknown parameters that are inspired by the works in [83, 84], where supervised
machine learning was utilized as quality of transmission estimator for optical transport networks.
In [84] and [83], a fraction of the total data is used to obtain a sufficiently accurate estimate of
the unknown underlying parameters. Correspondingly, a subset of the sensors in this work is
randomly selected, with their decisions serving as training samples for estimating the unknown
attack parameters in the network. We introduce the notion of reference sensors to represent those
sensors whose local decisions serve as training samples in our problem and propose the generalized
likelihood ratio test with reference sensors (GLRTRS) and the locally most powerful test with
reference sensors (LMPTRS) with adaptive thresholds, given that the sparsity degree and the attack
parameter are unknown. The proposed detectors allow us to obtain excellent system performance.
When the fraction of Byzantines in the networks is assumed to be known, we propose enhanced
LMPTRS (E-LMPTRS) and enhanced GLRTRS (E-GLRTRS) detectors which can further improve
the detection performance of the system. The main contributions of this work are summarized as

follows.

* We perform a comprehensive performance analysis of existing GLRT-based and LMPT-
based detectors in the presence of Byzantine attacks. Our analysis and simulation results

reveal the degree to which both detectors are vulnerable to attacks.

* We propose a novel approach to design resilient GLRT and LMPT based detectors by con-
sidering the potential existence of adversarial Byzantine attacks. Specifically, we integrate

the estimation of attack parameters into the detection process.
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* Given that the sparsity degree and the attack parameters (i.e., the fraction of Byzantine nodes
and the probability that Byzantines flip local decisions) are unknown, we propose GLRTRS
and LMPTRS detectors with adaptive thresholds. Our simulation results indicate that both
GLRTRS and LMPTRS detectors are resilient to Byzantine attacks. They can achieve detec-
tion performance close to that of the benchmark likelihood ratios test (LRT) detector, which

has perfect knowledge of the sparsity degree and attack parameters.

* When the fraction of Byzantines in the networks is assumed to be known, we propose E-
GLRTRS and E-LMPTRS detectors, which further improve the detection performance of
the system by filtering out potential malicious sensors. Our simulation results show that the

proposed enhanced detectors outperform LMPTRS and GLRTRS detectors.

5.2 System model

Consider the binary hypothesis testing problem of detecting sparse signals where hypotheses
H, and H, indicate the presence and absence of the sparse signal, respectively. We consider
a distributed network consisting of one FC and N sensors that observe the signals that share
the joint sparsity pattern! as shown in Fig. 5.1. Let y; be the received observation at sensor
i€{1,2,..., N}. We assume that all the observations are independent and identically distributed

(i.i.d.) conditioned on the hypotheses. For sensor ¢, the observation y; is modeled as

n; under H,
Yi = (5.1)
hiTXi +n; under Hl,

where x; € RM*! is the sparse signal received by sensor i, h; € RM*! is the channel gain of

sensor ¢, which is modeled as a random vector to account for the variability and uncertainty in the

'Joint sparsity pattern indicates that non-zero elements of all the signals occur at the same locations, and the
sparsity pattern is the same across all signals. This assumption of joint sparsity pattern can be readily observed in the
field of compressed sensing, e.g., [17,40,73,77].
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Fig. 5.1: System model of distributed sensor network. The red sensors are malicious.

communication channel, and n; is Gaussian noise with zero mean and variance o2. Based on the
received compressed measurements {y; }2Y, from all the sensors, the FC makes a global decision
about the absence or presence of the sparse signals.

We adopt the BG distribution introduced in [32,53,55,68,86,100,101,116] to model the sparse
signals where the joint sparsity pattern is shared among all the signals observed by the sensors.
The locations of nonzero coefficients in z; are assumed to be the same across all the sensors. Let

s € M1 describe the joint sparsity pattern of {x;}¥ ,, where

Sm =1, for{z;m #0,i=1,2,...,N}
(5.2)

Sm =0, for{z;, =0,i=12,....N}

form=1,2,..., M. {s,,}M_, are assumed to be i.i.d. Bernoulli random variables with a common
parameter p (p — 07), where P(s,, = 1) = pand P(s,, = 0) = 1—p. In other words, p represents
the sparsity degree of the sparse signal x; for Vi € {1,2,..., N}. Moreover, each element of x; is
assumed to follow an i.i.d. Gaussian distribution N'(0, o%) [59]. Therefore, the BG distribution is

imposed on z; ,,, as

Tim ~ PN(0,02) + (1 — p)S(Tim), (5.3)
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where §(+) is the Dirac delta function. Due to the limited bandwidth, the sensors send their quan-
tized observations instead of raw observations {y;}¥, to the FC. We assume that a fraction a of
the total /V sensors, namely, a/N sensors, are compromised by the Byzantines. We also assume
that the compromised sensors are uniformly distributed in the network. In other words, a sensor
¢ can be honest (H) with probability 1 — a or Byzantine (B) with probability a. The Byzantines
may intentionally send falsified local decisions to the FC with an attack probability, i.e., the prob-
ability that Byzantines flip their decision. The fraction of Byzantines « and the probability that
Byzantines flip their decision, P4, are considered attack parameters. Note that the fusion rule is
assumed not to be altered by Byzantine nodes.?> Let z; denote the actual quantized observation at

sensori € {1,2,..., N}. The ¢-bit quantizer at the i'" sensor is defined as

Vi Tio <Y <Ti
Va2 Ti1t S Y < Tio

Z; = (5.4)

Vaa  Tioa—1 S Y < T,

\

where vy is the binary code word with vy, € {0,1}? that represents the quantized observation
and {7;;,0 = 0,1,2,...,27} are the quantization thresholds. For example, given ¢ = 2, we have
vy = 00, vo = 01, v3 = 10 and v4 = 11. Let u; be the binary vector sent to the FC, which
represents one of the possible quantizer observations {vy : k = 1,...27}. u; can also be interpreted
as a (soft) decision. If sensor 7 is honest, we have P(u; = z;|i = H) = 1, otherwise we have
P(u; # z;]i = B) = P,4. Here, the probability density function (PDF) of the local decision u; if i

is honest is given as

29
P(wli = H, M) =P(zili = H M) = [ [ P(zi = vjli = H, 1) ) (5.5)
j=1

2This assumption aligns with some related works such as [33, 66,109, 112].
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Fig. 5.2: Attack model for a Byzantine node . With a probability of P, /(27 — 1), each Byzantine
node decides to send a soft decision that differs from the one it believes to be correct. With
probability 1 — P,, the Byzantine nodes send the soft decision that they believe to be correct.

for h = 0, 1, where
P(Zi:Vj|i:H, Hh):P(TLj—l S Y § Ti7j|i = H, Hh) (56)

based on (5.4) and I(z;, v;) is an indicator function that returns 1 if z; is element-wise equal equal
to v; and returns O otherwise. In (5.5), we need to know the PDF of y;, for: = 1,2,... N.
According to [106], both y;|H, and y;|H; follow Gaussian distributions as shown in (5.7), where

2 =02, B} = o +po?||h|3 and b ~ f(b) means variable b asymptotically follows PDF f(b).

n

yilHo ~ N(0, 52) (5.7a)

yilH1 ~ N(0, 87), (5.7b)

The proof of (5.7b) is provided in [ [106], Appendix B], where the Lyapounov Central Limit
Theorem (CLT) is utilized to derive the results. Let A, ;; represent the probability that y; falls
within the range of [7; ;_1, 7; ;] when sensor ¢ is honest under hypothesis Hy,, i.e., P(7; j_1 < y; <
7,51t = H,H}). Then A, ; 5, is given by
T j

L) (5.8)

- o(Tazly
Az,],h Q( ) Q(Bi,h

5i,h

for h = 0, 1, where )(+) denotes the tail distribution function of the standard normal distribution.
If sensor 7 is Byzantine, u; does not have to be equal to z;. The attack model for Byzantine nodes is

illustrated in Fig. 5.2. According to the chain rule, the PDF of local decision u; is given as (5.11),
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where
1 j=k
P(uiIVj ui:zi,zi:vk,i:B,’Hh) = (59)
0 j#k,
0 =k
P(ui:Vj’U_i%Zi,Zi:Vk,i:B,Hh): (510)
1 J#k,
24
P(u;|i = B, Hy) zl_IP(ul = vj|i = B, M) ()
7j=1
29 24
:H[Z P(Zl - Vk’i - BaHh)P<u1 - Z1|Z1 = Vg, 1 = Baﬂh)
7=1 k=1

xX P u; = vj|ui 75 Zi,2; = Vk,i = B,Hh)]l(ui’vj) (511)

P(ui 7& Zi|Zi = Vk,i = B,Hh) = PA, P(ui = Zi‘Zi = Vk,’i = B,Hh) =1- PA and
P(z; = vi|i = B,H;) = Q(Tﬁ"—’hl) - Q(;’;) for h = 0,1. Note that (5.9) and (5.10) are
respectively. Hence, (5.11) can be rewritten as

1—1(i.k)
20—1 °

equivalent to 7 (i, k) and

P(ui|i:B7Hh)
24 24 ) )
_ Pa(1—1(i,k

= {ZAzkh[(l_PA)I(jvk) A(Qq_(l )):|}

j=1 (k=1

yo » I(uy,v;)
B Py . Py
f‘ {ZAZkhI:(l_PA_Qq 1)1(]7 )+2q_1:|}

=1 (k=1
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29 I(uj,vj)
Py J
=1 {Ai,j,h(l — Pa)+ (1 - Ai,j,h)Qq_l}
7=1
2q
=T P(u; = vili = B, Hy,) ). (5.12)
j=1
Due to the statistical independence of the local decisions {u1, us, ..., uy}, we have
N 24 I(uivvj)
P(U|Hh):HHLZP(ui:vj|i:X, ”Hh)P(z':X)] (5.13)
i=1j=1[x=BH

for h =0, 1.

5.3 GLRT and Quantized LMPT Detectors

In this section, we start with a brief review of the GLRT and the quantized LMPT detectors where
all the sensors are assumed to be honest so that they send uncorrupted decisions to the FC, i.e.,
u; = z;. Then, the performance of the GLRT and the quantized LMPT detectors under Byzantine
attacks is evaluated. The sparse signals here are characterized by the BG model. Under the BG
model, the problem of distributed detection of sparse stochastic signals can be formulated as a

problem of one-sided and close hypothesis testing which is given as

Ho: p=0
(5.14)

H, p—>0+.
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5.3.1 Fusion Rule for GLRT and Quantized LMPT Detectors with Hon-

est Sensors
GLRT Detector

The fusion rule of the GLRT detector is given by

max, P(U[H1;p) %,
N, 5.15
P(U[Hop = 0) = 6-15)

We can obtain the estimated sparsity degree p via maximum-likelihood estimation (MLE) which
is given as p = argmax, P(U|H;p). By replacing p by p in (5.15) and taking the logarithm of

both sides of (5.15), the fusion rule can be expressed as

N 24

Hi
Porrr = » Y Iz = )Gy, 2, (5.16)

o A A R Tij—1 — i Ao = A, -
where Gij = Aija = Asior Aija = QU7 = Qi) and Ao = Augo.

Quantized LMPT Detector
Since the sparsity degree p is positive and close to zero under H;, and p = 0 under H,, the

problem of distributed detection of sparse stochastic signals can be performed via locally most

powerful tests as shown in [100]. Firstly, the logarithm form of the LRT, which is given by

Ha
InP(U[Hy;p) — InP(U|Ho) 2 In(po/p1), (5.17)

Ho

is considered for decision-making at the FC, where P(U|H,) = [, P(w|Hy,i = H) and
P(Hy) = pp, for h = 0, 1. Due to the fact that the sparsity degree p is close to zero, the first-order

Taylor’s series expansion of inP(U|#; p) around zero is given as

InP(U s )= P (Ul p=0) 4 (F

aznP(U|H1;p)) . (5.18)
p=0
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By substituting (5.18) in (5.17), the test statistic of the quantized LMPT detector is given by

InP(U|Hy; "l
(an ( |’H1,p)> L Inlwo/p) _ (5.19)

op p=0Ho D

where

0lnP(U|Hy;p) Z OlnP(w;|Hq,t = H;p)
op n

=1

= Z > wiI (g =vy) (5.20)

2 112 .
and w; j = Ug%ﬁ,ﬂ'? Ti,j_l(I)(T’B’Z;l) Tij (TZ oL )] A;},. Here, ®(-) denotes the CDF of the standard

normal distribution. Hence, the decision rule is given as

Cinpr = Z Z I(w = vy)d;; 2 ; A2, (5.21)

=1 j5=1 0
where w; j = (wi7j)p:0. Next, we evaluate the detection performance of the GLRT and the quan-
tized LMPT detectors in the presence of Byzantines.

5.3.2 Performance Analysis of the GLRT and the Quantized LMPT De-

tectors in the Presence of Byzantines
Let L = Zf\il L; denote the global statistic for the fusion rule given in (5.16) or (5.21), where L; =
Z?; I(ui = vj)d;; and d; ; € {w;j,q:;}. According to the Lyapunov CLT, L approximately
follows a Gaussian distribution with mean E(3~  L,) and variance Var(3 Y, L;) when N is

sufficiently large. Under both hypotheses, F/(L) and Var(L) are given as

E(L|Hy) = Z E(L;i|Hy,) = Z E (Z I(u; = vj)di,j>
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N 29
=3 ") [P(ws = v;|Hp,i = H)(1 - o)+ P(a; = vj|Hy,i = B)ald;;  (5.22)

i=1 j=1

and

=

Var(L|Hy,) ZVarLWh =Y [E(L}Hn) = E(Li|Ha)]

i=1 i=1

=NF (ZI u = v;)d ) — E(L|Hp)?

=3 Pl = vy|Hy)d?, — E(L|H,)?

i=1 j=1
N 21

=33 [Pwi=v|Hy, i=H)(1—a)+Pw=vj|Hy,i=B)ald} ;— E(L|Hy)*

i=1j=1

(5.23)

respectively. Using the expression in (5.22) and (5.23), the probabilities of detection and false

alarm can be calculated as

A — E(L|H,)
P;=P(L >\ _— .
d (L>AHy) = Q( Var(L|H1)> (5.24)
and
_ _ A — E(L[Hy)
Pr = P(L > MNHoy) =@Q <—Var(L\’Ho)> , (5.25)

respectively, where A € {\1, A2}

Next, we investigate the optimal attack strategy that can be adopted by Byzantines. From
the attackers’ perspective, the optimal strategy is to render the system blind, aiming to achieve
a probability of detection equal to 1/2. To determine the optimal attack strategy, we utilize the
deflection coefficient, which provides a simple and yet effective measure of the global probability

of detection. The deflection coefficient is defined as Dy = (E(Ll‘%z(_ﬁ?(fl’g%))?. Thus, to blind the
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FC, Byzantines need to strategically design the attack parameters so that Dy = 0, i.e., E(L|H;) =

E(L|Hy). By utilizing (5.22), we can obtain

S S (A — A jo)ds
S [+ (1= ) (g — Aio)] i

aPy= (5.26)

When a P4 equals the right-hand side of (5.26), the attackers are able to blind the FC. From the
simulation results presented later in this chapter, both the GLRT and the quantized LMPT detectors
are very vulnerable to Byzantine attacks, even if the attack parameter P, is very small. A possible
explanation is that, since detectors make their decisions based on observations with the same mean
and slightly different variances under the two hypotheses, it is easy for them to make incorrect

decisions in the presence of Byzantines.

5.4 Resilient Detector under Byzantine Attack

In order to improve the resilience of the detector, we attempt to elicit some additional information
regarding the attack parameters from the local decisions of some sensors and incorporate it into the
design of the fusion rule. In general, a detector’s performance improves as additional information
is obtained, e.g., sparsity degree p, the fraction of Byzantines «, and attack probability P,. Intu-
itively, a GLRT detector can be designed, which takes both the unknown sparsity degree and the

unknown attack parameters into consideration, as shown in (5.27).

maxy p, .« P(U|H1;p) 7;1 V

maxp, o P(U[Ho;p = 0)

(5.27)

If we assume that the sparse signals are weak and the number of sensors is large, the MLE attains its
asymptotic PDF, and an appropriate threshold \” can be found based on the asymptotic detection
performance of the GLRT detectors (see Sec. 6.5 in [51]). However, sparse signals need not be
weak. In that case, it is not tractable to obtain an appropriate threshold value \”. Moreover, the

presence of nuisance parameters P4 and « results in a degradation of the detection performance of
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GLRT detectors.

To overcome these problems, as alluded to earlier, we randomly select a fraction of the sensors
as reference sensors from the set of all sensors and estimate unknown parameters (i.e., o, P4 and p)
in two steps. In the first step, nuisance attack parameters are estimated based on the local decisions
coming from the reference sensors. In the second step, the estimated attack parameters are utilized
to estimate the unknown sparsity degree p based on the local decisions from the remaining sensors.
The proposed GLRTRS detector is based on the above parameter estimates. As the LMPT-based
detector does not require the knowledge of the sparsity degree p, the only estimation occurs in the
first step, which is the estimation of the nuisance attack parameters. Later in this section, we will
provide details about the proposed GLRTRS and LMPTRS detectors.

Since we carry out the entire estimation process in two steps, we would like to minimize the
performance loss caused by partitioning the estimation process. Let us take the GLRT detector
presented in (5.27) as an example. Suppose we want to partition the entire estimation process into
two steps, as described above. In that case, we want to ensure that the performance degradation
caused by the unknown sparsity degree p is negligible while estimating the attack parameters. In
other words, the two pairs of estimated attack parameters we obtain, which are {ap,, Pa g, } =
arg max, p, P(U|H1,p, a, P4) and {ap,, Pa n,} = argmax, p, P(U[Ho,p = 0, o, Py), should
be very close to each other. To complete this task, we introduce reference sensors to assist us. We
randomly select a set of reference sensors from the set of all the sensors to estimate the unknown
nuisance attack parameters P, and a.® At the reference sensors, we employ different predefined

thresholds so that the decisions of the reference sensors satisfy Assumption 5.1 below.

Assumption 5.1. The probability Pr(z; = vad|Hy) (or Pr(z; = vi|H})) is approximately equal
to 1 forh =0,1.

Note that the condition in Assumption 5.1 can be attained when reference sensors send v9q (Or

vo1) With a probability that is close to 1, regardless of the underlying true hypothesis . To satisfy

3Since we have assumed that « fraction of Byzantine nodes are uniformly distributed in the network, there are o
fraction of Byzantine nodes within both the set of reference sensors and remaining sensors.
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Assumption 5.1, one of the simplest methods is to either set 7j9:_1 < 7;1 OF T;2¢ << T;1. This
is because the limit limz ,, | o Pr(zi = va|Hp) = 1 (or limz, oo Pr(zs = v1|Hp) = 1)
always holds.* It allows us to ensure that the performance degradation caused by the unknown
sparsity degree p is negligible while the attack parameters are being estimated.

In the following subsections, we consider two cases: (1) The sparsity degree p and the attack
parameters {«, P4} are all unknown; (ii) « is known, but sparsity degree p and attack probability

P, are unknown.

5.4.1 Networks with Unknown p, o and Py

Two detectors are proposed in this subsection: the GLRTRS detector that requires the estimation

of unknown parameter p, and the LMPTRS detector that does not require the estimation of p.

GLRTRS Detector

According to (5.13), we are able to obtain

N 24 1 Ai'h I(ui,vz)
P(U[Hy) HH[ ightT (q——fAi’j’h_zq—i&)] (5.28)

i=15=1

where © = aP4. For convenience, instead of considering the two attack parameters o and Py
separately, we consider a single attack parameter x. The problem of distributed detection of a

sparse stochastic signal can be formulated as

Ho: p=0,0<2x<1
(5.29)

Hi: p—>0T,0<z<1

“Based upon (5.7), the observation y; for i € {1,2,..., N} has zero mean and different variances that are related
to sparsity degree p given different hypotheses. Since a sparse signal is considered for which the sparsity degree
p tends to 0, it is possible to design reasonable quantizer thresholds for reference nodes. A reasonable quantizer
threshold refers to a quantizer threshold that is not excessively large or small. From experiments, it has been shown
that 7; 1 —7j,24—1 = 6 (or 7j,1 — 73,2« = 6) is sufficient to satisty Assumption 5.1 for the reference sensors. Therefore,
if Assumption 5.1 is satisfied, it is highly likely that the reference sensors will continue to send the same decision
regardless of the true underlying hypothesis.
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The fusion rule of the GLRTRS detector is given by

N ~
max Hz’: P(ul‘% » P, I) Ha
e SRShEA- DY (5.30)
[Tiin,. 1 P(ui|Ho,p = 0,2) #o

where V,.s is the number of reference sensors and they are labelled as 1,2,3 ..., N,.s. The esti-
mate of the unknown attack parameter z, i.e., £ is made via MLE based on the reference sensors

data. Here, the estimated attack parameter x is given as
ry, = argmax P(U,.f|Hp, p, ) (5.31)

for h = 0,1. P(U,c¢|Hn,p,z) in (5.31) is the joint pmf of local decisions coming from the

reference sensors and it is given as

Nv‘ef 29 [ I(ui,Vj)
P(Uref|Hh7p7 x):HH Zp(ui:leiZX, Hh)P(Z:X)]

i1 j=1|X=B,H

N’ref 29

1 1 ](ui:vJ-)
:HH Cz‘,j,h—Fx (—2q_1 —C@',j,h—mci,jyh>} (5.32)

i=1 j=1b

for h = 0,1, where C; ;= Q(%=2) — Q(F4).

Note that if Assumption 5.1 holds and is employed at any g-bit quantizer of reference sensors,
i.e., Pr(z; = va|H1) = Pr(zi = va|Ho) ~ 1 for any reference sensor i, the absolute value of
7;2a—1 Will be sufficiently large, and thus, the difference between the probabilities Pr(z; = vqq|H1)
and Pr(z; = vae|Ho) will be really small. Let E; = Pr(z; = vea|H1) — Pr(z; = veq|Ho) denote
the difference between the probabilities of local decisions under H; and H, for any reference
sensor i. According to Eq. (5.7), we have E; = Q(%) — Q(%) The values of F; as a

function of 7;9,_; are shown in Fig. 5.3. We can observe that for a sufficiently large (or small)

value of 7 2_1, for example, 7; 2.1 = —6, E becomes significantly small, with £ < 1076,
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Fig. 5.3: F versus Tjo¢_1 given p = 0.05, 02 =5, 02 = 5, ¢ = 1 and ||h;||2 = 1 for all 4.

Based on the above discussion, we can easily derive

29-1

P(ui‘Hhapv 1’) ~ (1 — x)l(“i:"m) H(

J=1

xz

) T (5.33)

for any reference sensor i. So the difference between the estimated x under different hypotheses
will be significantly small and can be assumed negligible, i.e., 2y, ~ xx,. This result is employed
in the following theorem stating that the estimator considered in (5.31) is an efficient MLE when

Assumption 5.1 is satisfied.

Theorem 5.1. The MLE of the unknown attack parameter x based on the data from the reference
sensors is unbiased, and it attains the Cramér—Rao lower bound (CRLB) of the problem, which
1—z)x

equals ( ~

ref

PROOF: Please see Appendix A.8. |

By replacing Z by x g, in P(w|#H1,p,xn,) and & by zy, in P(u;|H1,p = 0, zp,) in (5.30), the
fusion rule can be reformulated as
max,, Hi]iNref'i‘l P(ui|H17p7 mHl) M1

> (5.34)
Hi\;Nref-&-l P(ui|H0’p = OaxHo) 7§0

where P(u;|Hp, p, xp,) = H]2q=1 P(u; = vj|Hp, p, xp, ). Since xp, is approximately the same as
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T, 1., Ty, = Tm,, choosing xp, or xy, as the estimated = under both hypotheses, or choosing

the average of xpy, and xp, as the estimated x under both hypotheses are all acceptable options.

TH) TTHy

Here, we opt to replace both zy, and zy, in (5.34) with their averaged estimate xy = 5

The fusion rule then can be simplified as follows:
Hi]iNrefH P(w|Hi,p,2m)

2 K, (5.35)
Hi\iNref—i-l P(ui‘fHOvp = vaH) 7'70

where « is the threshold to be set in order to ensure the desired probability of false alarm PFA.

Next, we calculate the estimated sparsity degree p, which is given as

N
p=argmax [[ P(wlHip zn). (5.36)
p

i:Nref‘f‘l
Upon taking the logarithm of both sides of (5.35), the simplified fusion rule is given as

7'[1
U'cLrrrs = Z ZI u; = vj) F = 2 K, (5.37)
0

1= Nref+1 J 1

where ' = log(k), Fij = fija — fijos fijh = Aijn + 2 (ﬁ — Aijn— 2q—1,114i,j,h>, Aiji =
Tiv._l —Ti’v .. — .. J— 1 1
Q(m) —Q( \/J%i—pa%) and A; ;o = A; ;0. Assume that N — Ny, is sufficiently large, the

global statistic I'¢rrrs then follows a Gaussian distribution with mean

E(Tcrrrrs/Hn)= Z Z w; = vi|Hp, 251, p) (5.38)
i=Nypes+1j=1
and variance
Var(Lerrrrs|Hp) = Z Z P(u; = vj|Hp, x4, p)
1= Nr5f+1] 1
— E*(Tgrrrrs|Hp) (5.39)

for h = 0, 1. With (5.38) and (5.39), the probabilities of detection and false alarm are respectively



120

given as
P, = E(T¢rrrrs|Hi) (5.40)
\/VGT(FGLRTRS’Hl) ,
H,
P = E(T¢rrrrs|Ho) _ (5.41)
\/ Var(Tarrrrs|Ho)

For a given false alarm PF'A, we can obtain the suboptimal adaptive threshold used by the FC as

shown in (5.42).°

K =Q Y PFAWVar(Tarrrrs|Ho)+E (T arrrrs|Ho) (5.42)

LMPTRS Detector

Similarly, after we obtain the estimated attack parameter xpy, the test statistic of the proposed

LMPTRS detector can be expressed as

ap p=0 Ho p
where
OlnP(U|H,, p, zx) _i OlnP(w|Hy,p, vrr)
op — dp

. 2||h B (i =vy)

_ZZ 2 N ( 2 2 2>
i=1 j=1 po ||h ||2+J ) \/p0x||hl||2+an
_Tqu)( Tij ) 1— Ty — «THAi,j,l

Vpo2||hi|3+o2’| Aijatra(l—rr—xrAij)

N 24

=) 1w = vy)g;. (5.44)
i=1 j=1

3Since we obtain the adaptive threshold based on the estimated attack parameter, it is a suboptimal threshold that
approximately satisfies a desired false alarm.
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The fusion rule can be reformulated as

Hl
I'ryvprrs = Z Z I = VJ g’Lj < ’Y ) (5.45)

i=1 j=1

n(po /P1)

where 7' = and g; ; = (gi j)p—o- Like the one employed earlier, we can derive the threshold

~"in (5.45) for a given false alarm PF'A. We can obtain that

v =Q ' (PFA)\/Var(Cryprrs|Ho) + E(TLarprrs| Ho), (5.46)
where
E(T yprrs|Ho) = Z Z w; ;P (u; = vi|Ho, x, p = 0) (5.47)
1=Npep+1 j=1
and

N 2
Var(Couprns|Ho) = ) Y@, P(w = Vi|Ho, 2, p = 0) = E*(Crpras|Ho). (548)

Nf—l- =1

5.4.2 Networks with Known «, Unknown p and Unknown P,

When it is assumed that we know the fraction of Byzantine nodes « in the network, we can ob-
tain more accurate information and achieve better detection performance. In this subsection, the
GLRTRS and the LMPTRS detectors are further enhanced by introducing a local decision filter at
the FC, which allows us to select sensors that are more likely to be honest. The proposed enhanced
detectors are referred to as the E-GLRTRS and the E-LMPTRS detectors.

Upon receiving local decisions {U(1), ..., U(¢)} until time step ¢, where U(t) = {uy(¢),...,un(t)},
each sensor’s statistical behavior is used to filter local decisions. The local decision filter distin-

guishes malicious nodes from honest nodes at time ¢ by the following

2 bi () =1

i (
Zle_ﬁt(ui:VjH b(%) T7VZ.€ {NT6f+1>"'7N}7 (549)
j=1 i (1)=0
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where R; = min(P(u;=v;li=H, H,), Pai=v;|i=H, H,)) is a benchmark value to filter out the
potential malicious sensors® and b;(t) represents the behavioral identity of sensor i at time ¢. If
b;(t) = 1, the sensor i is regarded as an honest node; otherwise, it is regarded as a potential
Byzantine node. p;(u; = v;) is the empirical probability of u; = v; until time step ¢ according to
the history of local decisions and it is given as

Y1 L (uilg), v)

/ ; (5.50)

P =v;) =

where u;(g) is the u; at time step ¢. The left side of (5.49) measures the deviation of the empirical
probability of u; = vj from the benchmark value R;. Sensors are potential Byzantine nodes if
the deviation exceeds a predefined threshold 7. Based on the behavioral identity of all the sensors
{b;(t)}, at time step ¢, we can obtain the fusion rules of enhanced detectors. Note that both

GLRTRS and LMPTRS have the form

Ha
Y D Iw=vy)Wiy 2. (5.51)
0

i=Nyep+1 j=1

where (W, ;,n) € {(gi;,7), (Fij, ") }. Hence, the enhanced fusion rule at time step ¢ is given by

N 24 Hy
Te(t)= > Y b(O)I(w(t)=vy)Wi(t) 2 n(t). (5.52)
i:Nref+1j:1 HO

Let oy (t) and P4(t) denote the probability that a sensor is a Byzantine node and the probability
that a Byzantine node attacks at time step ¢, respectively, and let « be the initial value of o;. We
first obtain the estimated attack probability p4(0) = 2(0)/c at time ¢ = 0 as initial value of Py,
where zy(0) = w and z g, (0) is given in (5.31) for h = 0, 1. After filtering the possible

Byzantine nodes, the value of o at time step ¢ = 0 is updated according to {;(0)}¥ Nyos+1- The

®Note that based upon (5.7), the observation y;, Vi € {1,2,..., N} has zero mean and different variances that are
related to the sparsity degree p given different hypotheses. Regardless of the quantizer thresholds that have been cho-
sen, sensors tend to transmit the same decisions with slightly different probabilities based upon different hypotheses,
ie, P(u; = vj|i = H, M) and P(u; = v;|i = H,H,) are slightly different. The simplest method of choosing R; is
to take the minimum value between P(u; = v;j|i = H, H,) and P(u; = vj|i = H, Ho).
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Table 5.1: Summary of GLRT-based and LMPT-based detectors under different scenarios.
unknown { Py, a, p}:

N . Hi ,
GLRTRS: Y-.0y >0 [(wi = vj)F; 2 &

0

N 9a _ Ha ,
LMPTRS: 7.0, >0 I(w = v3)Gi; 2

0

known « and unknown { P4, p}:

E-GLRTRS: SN 527 b)) [(ws(t) =vy) Fyy (1) 2 #(1)

E-LMPTRS: 5510 S50 () (w(6)=v3)3is (1) 2 7'(1)

Ho

H
commonly used GLRT-based detector: S~ | ZJQ; I(w; = v;)G,; 21 A1
Ho

q . M
LMPT-based detector [100]: Y"1 37| T(u; = vj) iy = Ay
Ho

updating rule is given as

N
B Zz‘:Nref+1 bi<0)
N — Nref .

a(0) = « (5.53)

At the next time step, the updated «,(0) is employed as the new prior to estimate p4(2) and

~ 1 s

Pu(1) = M The value of ay is also updated at time step ¢ = 1 according to {b;(1)}} Nyos+1
N bi(1)

in the same manner as (5.53), i.e., a(1) = a(0) — % and becomes the new prior at

N
Zi:NTef+1 bi(tfl)
N_Nref

obtain Py (t) = % By replacing 2 and Fj ; with Xy (t) = Pa(t)oy(t — 1) and b;(t)W; ;,

is utilized to

the next time step. Thus, at time step ¢, a;(t — 1) = ay(t — 2) —

respectively, in (5.38) and (5.39), we can obtain E(I'g(t)|Hp,) and Var(I'g(t)|Hy). Similarly, for

a given false alarm PF A, we can obtain the threshold used by the FC at time step ¢, which is given

asn(t) = Q1 (PFA) /Var(Tp(t)|Ho) + E(T's(t)|Ho). To compare the detectors over all of the

scenarios we consider, we provide a summary table shown in Table 5.1.
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5.5 Simulation results and Discussion

In this section, we present the simulation results to evaluate the performance of the proposed de-
tectors in the presence of Byzantine attacks and compare them with the quantized LMPT-based
detector (proposed in [100]) and the commonly used GLRT-based detector. Via simulations, we
analyze the performance of the proposed schemes in terms of the probability of error in the sys-
tem. The channel gains {h;}Y, are all assumed to be sampled from normal distribution with a
homogeneous scenario so that ||h;||s = 1,V as described in [100]. Table 5.2 presents the pa-
rameter settings for reference. Unless otherwise noted, we assume the number of sensors NV to be
280. When reference sensors are employed, we employ N,.; = 80 out of 280 sensors as reference

sensors, except when we evaluate system performance as a function of V.

Table 5.2: Summary of parameter settings.

N | Ny | 02 | 02 | [[|hi]]2

n x

value | 280 80 1 5 1

a | PFA | m | P

value | 03 | 04 [ 05| 0 | 0.05

In Fig. 5.4, we demonstrate the error probabilities of the LRT detector with perfect knowledge
of { P4, a, p}, the GLRT detector, and the proposed GLRTRS detector. Two different quantizers
are employed, i.e., ¢ = 1 and ¢ = 2. The error probability of the LRT detector with perfect
knowledge of { P4, a, p} shown in Fig. 5.4 is used as the benchmark to assess the performance
of the proposed detectors. It can be observed that the GLRT detector is extremely vulnerable to
attacks for both one-bit quantization and multilevel quantization, and a small fraction of Byzantine
nodes o with a small attack parameter P4 are sufficient to break down the entire system. However,
the proposed GLRTRS detector can obtain an error probability close to that of the LRT detector
with perfect knowledge of {Pa,a,p}. We can observe from Fig. 5.4 that in the cases of ¢ =
1 and ¢ = 2, the GLRTRS detector outperforms the commonly used GLRT-based detector in

the presence of attacks, with a performance close to the benchmark LRT detector. Note that the
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Fig. 5.5: Pe versus P, when different values of ¢ and the different values of threshold 7 are
utilized for the E-GLRTRS detectors.

GLRTRS detector uses only 200 sensors for detection purposes and exhibits performance close
to the benchmark detector that uses 280 sensors for detection purposes. Hence, when no attacks
are present, the commonly used GLRT-based detector performs slightly better. The number of
quantization levels also affects the performance of the GLRTRS detector. As shown in Fig. 5.4,
with an increase in ¢, the error probability of the proposed GLRTRS detector further decreases
due to the reduction of performance losses caused by quantization. From Fig. 5.4, we can also
observe that the difference between the benchmark error probability and the error probability of
the proposed GLRTRS detector is larger when the value of ¢ increases. It is because the GLRTRS
detector is a sub-optimal detector, while the benchmark LRT detector is an optimal one.

If we assume that the fraction of Byzantine nodes « is known to the system, The error prob-
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Fig. 5.6: Pe versus the number of iterations when different values of N,.; are utilized for the
GLRTRS detector.

ability of the system can be further reduced by employing the E-GLRTRS detector. As shown in
Fig. 5.5, the error probability of the E-GLRTRS detector decreases with an appropriately designed
threshold 7 compared to the GLRTRS detector. We can filter out different numbers of potential
Byzantine nodes with different values of the threshold 7 in (5.49). A potential Byzantine node
can be either an actual Byzantine or a falsely identified one. It is obvious that a smaller threshold
results in greater false filtering, while a larger threshold results in greater miss filtering. False filter-
ing implies that honest nodes are falsely filtered out, whereas miss filtering implies that malicious
nodes remain unfiltered. Both false filtering and miss filtering result in degrading the system’s per-
formance. Therefore, the system will likely perform better if the threshold 7 is set appropriately.
As shown in Fig. 5.5, 7 = 0.5 is more appropriate than 7 = (.7. It can be observed that when
7=20.5,¢ =1and P4 > 0.3, the E-GLRTRS detector outperforms the LRT detector with perfect
knowledge of { P4, o, p}. This is because the E-GLRTRS detector filters out potential Byzantine
nodes and utilizes the rest of the sensors for detection. In contrast, the benchmark LRT detector
utilizes all the sensors for detection purposes. Although the E-GLRTRS detector is inferior to the
benchmark LRT detector when ¢ = 1 and P4 < 0.3, the difference in error probabilities is not too
significant.

In Fig. 5.6, the error probability and the convergence rate of the GLRTRS detector with differ-

ent number of reference nodes are presented. The number of sensors used for detection purposes
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detectors.

in the GLRTRS detectors with different values of V,. are equal to 200, i.e., N — N,.r = 200. It
can be observed that the convergence rate is faster, and the error probability is lower when more
reference nodes are used.

Fig. 5.7 shows the error probabilities of the LRT detector with perfect knowledge of { P4, o, p},
the quantized LMPT detector (proposed in [100]) and the proposed LMPTRS detector for ¢ = 1
and ¢ = 2, respectively. We can observe that the quantized LMPT detector proposed in [100] is
also extremely vulnerable to attacks for both one-bit and multilevel quantization when all the p, P4
and « are unknown. However, it can be observed that when ¢ = 1, the proposed LMPTRS detector
is capable of obtaining an error probability close to the benchmark error probability that is obtained

by employing the LRT detector with perfect knowledge of the attack parameters { P4, o, p}. Simi-
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Fig. 5.9: P, versus P4 for benchmark LRT, LMPT and LMPTRS detectors under Laplace dis-
tributed noise. The noise has a mean of y,, = 0 and a variance of o2 with probability of false alarm
(PFA = 0.4). The sparse signals are assumed to asymptotically follow Gaussian distribution with
mean 0 and variance po?||h||3.

lar to the conclusion we obtained from Fig. 5.4, the LMPTRS detector outperforms the quantized
LMPT detector proposed in [100] in the presence of attacks. The error probability of the proposed
LMPTRS detector decreases with increasing ¢, and a higher value of ¢ increases the difference
between the benchmark error probability and the proposed LMPTRS detector error probability. It
is also possible to further reduce the error probability of the system by assuming that the fraction of
Byzantine nodes « is known to the system. As shown in Fig. 5.8, the E-LMPTRS detector outper-
forms both the quantized LMPT detector and the benchmark LRT detector with perfect knowledge
of the attack parameters by filtering potential Byzantine nodes when ¢ = 1. When ¢ increases
(e.g., ¢ = 2), the E-ELMPTRS detector still outperforms the quantized LMPT detector. In Fig. 5.9,
we demonstrate the performance of our proposed detectors, which were originally designed for
the simple Gaussian case, in the presence of one realization of generalized Gaussian noise. The
noise here is assumed to follow the Laplace distribution, which is a special case of the generalized
Gaussian distribution with parameter # = 1. We also note that according to [100], all types of
generalized Gaussian distributed high-dimensional sparse signals asymptotically follow Gaussian
distributions. We can observe that our proposed detector exhibits a certain level of resilience to the

Byzantine attack when the tail of the distribution is not heavy.
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5.6 Summary

The distributed detection problem of sparse stochastic signals with quantized measurements in the
presence of Byzantine attacks was investigated. The sparse stochastic signals were characterized
by their sparsity degrees, and the BG distribution was utilized to model sparsity. We proposed
the LMPTRS and GLRTRS detectors with adaptive thresholds, given that the sparsity degree p
and the attack parameters, i.e., « and P4 are unknown. The simulation results showed that the
LMPTRS and GLRTRS detectors outperformed the LMPT detector under attack and achieved
detection performance close to the benchmark LRT detector with perfect knowledge of the attack
parameters and sparsity degree p. When the fraction of Byzantines « in the networks is assumed
to be known, the E-LMPTRS and E-GLRTRS detectors were proposed to further improve the
detection performance of the system by filtering out potential malicious sensors. Simulation results

showed that the proposed enhanced detectors outperform LMPTRS and GLRTRS detectors.
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CHAPTER 6

HUMAN-MACHINE HIERARCHICAL
NETWORKS FOR DECISION MAKING

UNDER BYZANTINE ATTACKS

In this chapter, we consider the human-machine collaborative decision-making networks in the
present of Byzantine attacks. A belief-updating algorithm is proposed based on a hierarchical
framework where local decisions from physical sensors act as reference decisions to improve the
quality of human sensor decisions. The proposed algorithm effectively defends against Byzantine
attacks, even when most physical sensors are malicious, significantly enhancing the performance of
the human-machine collaborative system. The effect of available side information on the decision

quality of individual human is also investigated.

6.1 Introduction

In high stake scenarios where human lives and assets are at risk, automatic physical sensor-only
decision-making may not be sufficient [79, 87, 107]. Further, in some circumstances, such as

remote sensing and emergency access systems, humans may possess additional side information
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in addition to the common observations available from both physical sensors and humans. Thus, it
may be necessary to incorporate humans in decision-making, intelligence gathering, and decision
control. The emerging human-machine inference networks aim to combine humans’ cognitive
strength and sensors’ sensing capabilities to improve system performance and enhance situational
awareness.

Unlike physical sensors that can be programmed to operate with fixed parameters, human be-
havior and decisions are governed by psychological processes which are quite complex and un-
certain. Hence, traditional signal processing and fusion schemes can not be adopted directly for
integrating sensor measurements with human inputs. It is imperative to construct a framework to
capture attributes associated with human-based sources of information so that they can be fused

with data from physical sensors.

6.1.1 Related Work

There have been studies that employ statistical signal processing to address human-related factors
in human-machine collaborative decision making. For instance, the authors of [104] studied de-
cision fusion performance when the individual human agents use different thresholds modeled as
random variables to make local decisions regarding a given phenomenon of interest (Pol). The au-
thors in [79] proposed a hybrid system that consists of multiple human sub-populations, with the
thresholds of each sub-population characterized by non-identically distributed random variables
and a limited number of machines (physical sensors) whose exact values of thresholds are known.
For such a hybrid system, they derived the asymptotic performance at the fusion center in terms
of Chernoff information. The authors in [87, 107] showed that adding human inputs may or may
not improve the overall performance of human-sensor networks, and they derived the conditions
under which performance is improved. Furthermore, collaborative decision-making in multi-agent
systems was investigated when the rationality of participating humans is modeled using prospect
theory [28,29]. To a large extent, the literature on human-machine collaborative networks has

not considered the distributed nature and the openness of wireless networks in which the physical
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sensors deployed in the network are low-cost, insecure, and vulnerable to various attacks, e.g.,
jamming, wiretap, spoofing [14,26,39] and Byzantine attacks [54,119]. Here, we are interested in
Byzantine attacks, where physical sensors in the network might be compromised and send falsified

data to the FC.

6.1.2 Major Contributions

In contrast to most existing work, we aim to construct robust human-machine collaborative decision-
making systems. We consider the general scenario where some sensors in the network are com-
promised by adversaries (Byzantines) so that they send falsified data to human agents. A belief
updating and reputation-based scheme, where human agents and physical sensors interact with
each other in decision-making, is proposed to mitigate the effect of Byzantine attacks. The pro-
posed scheme consists of three parts: belief updating at human agents, decision-making at the
FC, and reputation updating at the FC. In the belief updating part, the human agents make their
local decisions based on their observations regarding the Pol and the decisions received from the
physical sensors over a short time window. Within this short window, the human agents update
their beliefs of the physical sensors’ behavioral identities and further update their likelihood ratios
(LRs) about the Pol. The belief updating phase involves collecting information from human agents
and physical sensors to contribute to the decision-making at the FC. However, the belief-updating
processes at the human agents based on short-term information, i.e., local decisions made by the
sensors, may only reflect sensors’ behavior over a short period. Consequently, the reputations of
physical sensors are also updated over time at the FC to assist in the identification of Byzantine
sensors and in mitigating their impact during the decision-making process. Moreover, we study un-
der which conditions human agents can improve the quality of their decisions by using their side
information if available. Our simulation results show that the proposed scheme can effectively

defend against Byzantine attacks and enhance the quality of human agents’ decisions.
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6.2 System model

In this section, we consider a network model consisting of one FC, M human agents (human
sensors), and /N physical sensors, all of which make threshold-based binary decisions based on
independent observations regarding the Pol. Unlike physical sensors, which employ deterministic
thresholds, human sensors are assumed to use random thresholds to make decisions, which account
for humans’ cognitive biases. We also assume that the human agents have a similar background,
e.g., culture, education level, and experience. ' To account for the similar background they are
assumed to have, it is reasonable to assume that a known probability distribution characterizes
the random thresholds used by human sensors in this work. The thresholds used by the physical
sensors are assumed to be the same and deterministic, which are 7 = [r1, ..., 7x|7. The thresholds
used by the human sensors are denoted by & = [&;, ..., &y]? and they are independent identically
distributed (i.i.d.) random variables where &; follows a probability density function (pdf) f(&) for
1 =1,..., M. In this work, we assume that all the human sensors are honest and put in their best
effort to make decisions. We also assume that a fraction « of the /V physical sensors are Byzantine
nodes and the FC is unaware of the identity of Byzantine nodes in the network. Hence, each
sensor has the probability of a being a Byzantine node. As a result of the cognitive biases present
in human sensors, some of them might perform worse than others when detecting the Pol. We
utilize all useful information from the decisions coming from all the sensors (including physical
and human sensors) in the network by employing a human-machine network that is constructed

hierarchically, and a belief updating scheme is proposed.

1According to studies on human behavior [36,41,79, 108, 108], different backgrounds have profound effect on a
person’s decision-making process, the quality of decisions, as well as the ability to make decisions. To account for
the diversity of human populations, we can assume that humans with different backgrounds use random thresholds to
follow different distributions. In contrast, random thresholds used by humans with the same background follow the
same distribution.
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6.2.1 Belief-updating Scheme

The system model is shown in Fig. 6.1, where a hierarchical framework is established. All human
agents are connected to a small set of physical sensors. Each human agent makes local decisions
based on its raw observations and then updates its belief regarding the behavioral identity of the
connected physical sensors and its LR based on the local decisions coming from the connected

physical sensors’ during the time interval (nT, (n + 1)T] forn =0,1,....

i
'

" Reference dedisions : !
Ak AL Ak

‘ Final local decisions d; .,

Fig. 6.1: System model

Remark 6.1. Note that the behavioral identity and the LR are updated at nT' + 1, n'T' + 2,. .. until
(n + 1)T. The human sensor uses this updated information to make a decision at time (n + 1)T.
In general, the human sensors collect information from the connected reference physical sensors
to update the LR during (nT, (n + 1)T|. We assume that T is not large so that the true underlying
hypothesis does not change during (nT, (n + 1)T|. At each time stept = T,2T, 3T, ..., the final
decisions made by the FC regarding the presence of the Pol are based on the decisions received

from the humans.

Let y! and 2! denote the observation of sensor ¢ and human m at time ¢, respectively.? The

LR of physical sensor ¢ € {1,..., N} and human agent m € {1,..., M} at time ¢ are given as

fzm[H1)
f(z5Ho)”

_ fiHH)
Ly, :

= T respectively, where hypothesis 7 indicates the presence of

t —
and Ly, =

2The observations of both human and physical sensors are assumed to be of the same type and are i.i.d..
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the Pol and hypothesis H, indicates the absence of the Pol. Thus, the decision rule of the physical
sensor ¢ at time step ¢ is given by

1 Lt i Z Ti
ot = 5 (6.1)

0  otherwise
Here, we assume that identical physical sensors are deployed, and identical thresholds are utilized
at the sensors. Therefore, we have Py; = Pyand Py; = Ppfore=1,2,..., N. Let ufm denote the
local decision sent by physical sensor ¢ to the connected human agent m at time ¢, where m € M,,,.
If sensor ¢ is malicious, i.e., 2 = B, we assume that ufm =1- vf; if it 1s honest, i.e., 2 = H, we
assume uf,, = vf. The decision rule of the human agent m based on its raw observation at time

step ¢ is given by

1 I}-I,m Z Sm

0 otherwise

b= (6.2)

Some key notations used in this chapter are listed in Table 6.1 for the convenience of readers.
The belief-updating and decision-making process at each human sensor during any time interval

1

5 g o e e

(nT, (n + 1)T] proceeds as follows for n = 0

Belief-updating

1. Attime ¢t € (nT, (n + 1)T7, gm+ and r,, ; ; are updated, respectively, as

Am,it = PT(Uf,m =1|ix-1 = H) =m1mi—1Dig + Tomi—1Fim (6.3)

and

t .
Tmjit = Pr(u;,, = 1ii1 = B) =m1mi-1Dip + Tom—1Fi B, (6.4)



136

Table 6.1: List of Notations Used

dt

Th,m,t

/\m,t

Wit

t
Wit (ui,m - )
5m,i,t

6m,i,t (ui,m = h)
Tm,i,t
Qm.it

Di,H (OI' Di,B)

F,-’H(or F@B)

number of physical sensors

number of human sensors

set that consists of physical sensors connected

to human sensor m

set that consists of human sensors connected

to physical sensor 7

fraction of Byzantines in the network

the actual local decision made by sensor 7 at time ¢
the local decision sent by physical sensor ¢ to
human agent m at time ¢

the local decision made by human sensor m at time
t which is only based on its raw observations

the local decision made by human sensor m at time
t when both the local decisions coming from
connected physical sensors and !, are utilized
probability that H,, is true at time ¢ for human m
LR at time ¢ at human sensor m

belief that physical sensor 7 is honest at human
sensor m at time ¢

belief that physical sensor i is honest given uj,, =h
at human sensor m at time ¢

LR based on decision coming from physical sensor %
at human sensor m at time ¢

LR given u;,, = h at human sensor m at time ¢
probability of ufm = 1 given sensor ¢ is malicious
probability of ufm = 1 given sensor 7 is honest
probability of ufm = 1 given physical sensor 7 is
honest (or malicious) and H; is true

probability of ufm = 1 given physical sensor 7 is
honest (or malicious) and H is true




137

fori € M,,, where D; x = Pr(uf,, = 1|Hi,i = X) = [~ Pr(yi|H,,i = X)dy} and
Fx = Pr(ul,, = 1Ho,i = X) = [ Pr(y!|Ho,i = X)dy! for X = H or B. Based on
(6.3) and (6.4), the belief that physical sensor ¢ is honest is updated as

Pr(it,1 = H|uim = 1)
Pr(i;—y = Bluj,,, = 1)
(

wm,i,t(uz,m - 1) -

Zwm,z‘,t—lM (6.5)

givenu!, =1and

Pr(i;_, = H|u§’m
Pr(i;—y = Bluj,,

) 1- qmit—1

0
0) = Wmit—1 (66)

wm%t(uf,m - O) =

1— Tm,it—1

given uf,, = 0 fori € M,,, where Pr(i,_; = B(or H)) denotes the probability of sensor i

being malicious (or honest) at time step ¢. Note that Pr(i,r.1 = B) = a and Pr(i,r. 1 =

H) =1—aforn = 0,1,2.... Hence, the initial belief is wy,; nr+1 = (1 — a)/a for
i=0,1,...,N. Given uj ,,, the belief that sensor 7 is honest at time # is wy, ;s = % =

wm7i’t(u§’m = 1)uimwm,i,t<u§,m = 0>1iu§,m.

. For physical sensor i at time ¢, 6, ; ¢ (uj ,, = h) is given by

D; g+ D; gwp, ;i1
Ot (W = 1) == i v
it (U ) Fi p+F; gwpm i o0

forh=1and

1—=D; )+ (1 — Di g)Wmit
Omait(ul,, =0 :( ’ 7 - 08
, ,t(uz,m ) (1—F,5)+(1—F; g)W i @

t

= O)I_Ui’m m,i‘i(“?,m =

for h = 0. Hence, given u!, , the LR at time ¢ is Omit = 5m7i7t(u§

i,m> m
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3. Decision-making at human sensor m at time t = n’l' + 1:

™ ﬁb"T“ (1 o Bm) 1—bpI+ dI;T;lzl ,
prTH (1 )14)HT+1 Til K, (6.9)

)\m nT+1—
0 ,-)/

where 3, = [ f e f(zl i)z, ym = [ F e [ (z1,|Ho)dz;, are the probabilities of detection

and false alarm for human agent m.

Decision-making at human sensor m at time t € [nT + 2, (n + 1)T1:

L t
ﬂgim 1- m =om dinzl
)\m,t — )\m,t—l bt El /6 §1~bt H 5m7j7t 2 K;/ (6 10)
Ym' (L =Ym ™ ieMm df,=0

Decision-making at FC

At the time ¢ = (n + 1)T, the fusion rule at the FC is given as

M Hy
> ditT > g, 6.11)

m=1 Ho

where « is the threshold used by the FC.

Reputation-updating at FC

Attime t = T,2T' ..., the reputation of sensor i is given as r = rt T AE_T, where

ci,
AT — Awf Cip > Cig/2
=T —

\
—A(1 - ‘(Xg‘ ) otherwise.

(6.12)

|\V;| is the cardinality of V;, ¢; ;=) , [ (Wi 1) where

1 Wit > 1
(W) = (6.13)

-1 otherwise
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and A is the step size to update the reputation of each physical sensor. According to (6.12), a
sensor’s reputation increases if most human agents believe it is honest, and vice versa. The more
human agents vote in favor of the same decision, the greater the increment in the reputation of
sensors. When rf is smaller than a threshold 7, sensor 7 is identified as Byzantine and initial

reputationis ) = 1 fori =0,1,..., N.

6.2.2 Human Sensors with Side Information

Thus far, we have assumed that human and physical sensors only receive i.i.d. observations. In
this subsection, we assume that human sensors may also possess side information® about the Pol
other than the common features, which both physical and human sensors can observe. Assume
that the human sensor m possesses the side information w/, related to the Pol in addition to the
common attribute 2!, for m = 1,2,..., M. To emulate the actions humans take to incorporate
the data gathered from side information and observations into their decision-making process, two

operations are employed in this work which are OR operation and AND operation [79].

OR Operation

The decision rule when using the OR operation to include side information is given by

1 b,=1 or w =1

el = (6.14)
0 otherwise

where w! is the side information indicating whether H; is present or not and is assumed to be
binary for human sensor m. The accuracy of side information is denoted as Pr(w!, = 1|H;) =
Bn.sides and Pr(wt = 1|Hg) = Yom.side- We assume that the side information {w! }*_, is inde-

pendent among different human sensors. Given the side information, the likelihoods of ef, given

3The side information refers to the additional information owned by human sensors which could come from previ-
ous professional experience or other sources.
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‘H1 and H, are shown, respectively, as [79]

f(ein ’HI) = ﬁm,sideefn_F (1 _ﬁm,side) (Befn (1 _B) 1{%) (6 15)

t

f(efn |H0) = f)/m,sideeﬁn + (1 _’ym,sidE) (’_Yefn (1 _f_Y)l{m )7 (616)

where § = ffooo fOPr(" = 1|H1,£)dE and 7 = ffooo F(E)Pr(bt = 1|Hop,&)dE are the av-
eraged probabilities of detection and false alarm for all human agents, respectively. Based on
(6.15) and (6.16), we can derive the probability of detection P{% and probability of false

d,m,side
alarm Pﬁﬁside for human sensor m that adopts OR operation, which are given, respectively, by
PO ie = Bmside + (1 — Bmsige) 3 and PPE de = Ymside + (1 = Ym.side)7- Thus, the overall
probability of error for human sensor m using OR operation becomes

POR ide = ToPPE ge +m(1— POR o) (6.17)

e,m,side d,m,side

AND Operation
The decision rule when employing the AND operation to include the human observation and side
information is expressed as

1 b =1land w! =1
el = (6.18)

0 otherwise

Given the side information, the likelihoods of e!, given H; and H, are expressed, respectively,
as [79]
FlemlH1) = BunsiaeB (1= B)' = + (1 = B siae) (1 = €,) (6.19)

F(e 1 Ho) = YmsiaeT™ (1 — 7)1 + (1 = Yynsige) (1 — ) (6.20)

Based on (6.19) and (6.20), we can derive the probability of detection PNP  and the prob-

d,m,side

ability of false alarm Pﬁﬁzde for human sensor m that adopts AND operation, which are given,
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respectively, by PAND = 3 4.8 and PAND =+, 4.7. Thus, the overall error probability

d,m,side fym,side

for human sensor m using AND operation becomes

AND _ AND AND
Pe,m,side - ﬂ-OPf,m,side + ﬂ-l(]' - d,m,side) (621)

Comparison between OR and AND Operation

As a result of the above analysis, the performance of each human sensor in terms of error proba-

POR

bility is obtained when using the OR operation and when using the AND operation, i.e., P74

and PAND Tt is also easy to obtain the averaged error probability of each human sensor without

e,m,side*

obtaining any side information. It is given by
P =myi+m(1 - B), ©22)

where 7, denotes the probability that H}, is true for A = 0, 1. Based on (6.22), (6.21) and (6.17),
we can derive the conditions under which the quality of human sensors’ decisions is improved
by utilizing different operations to utilize side information. The derived conditions are stated in

Theorem 6.1.

Theorem 6.1. When the following conditions are satisfied, the side information could help indi-
vidual human sensors make better decisions. For a specific human sensor m € {1,..., M}, we

have

=21

* the quality of decisions is improved by utilizing AND operation when = < %
WO(]-*:Y) Bm,side
Ul (175) S Ym,side !

* the quality of decisions is improved by utilizing OR operation when

* OR operation performs better than AND operation when 7o (1-27) Yo, side—T1 (1-283) By side <

TP — 7oY.
PROOF: The above conditions can be derived by comparing the value of P})'D, and P., the
value of POR .. and P, and the value of P20, and POR . . |
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6.3 Simulation results and Discussion

Some numerical results are presented in this section. Assume y!|H; ~ N (p,07) and 2! |Hp, ~
N (pn,02) for b = 0,1, where iy = 4, pip = 0 and 07 = 02 = 2. The human thresholds are
assumed to follow the Gaussian distribution with parameters (i, o,), where p, = 2 and o, = 2.
Weset N =60, M =20, 7T =10,A=0.03,x" =1,k =M/2,n=02,7, =2fori=1,...,N
and 7r’fT+1 = 7r6‘T+1 = 0.5 forn = 0,1,.... Note that the term ’iterations’ used in the following
figures refers to iterations during the belief updating phase.

In Table 6.2, we show the comparison of the error probabilities of the systems that adopt CV
(Chair-Varshney rule), MR (Majority rule), and MRH (Majority rule with human sensors) when
« is known. MRH only utilizes the decisions from human sensors, while MR and CV utilize
both human and physical sensors. The MR system uses decisions from all the sensors (including
physical and human sensors) by performing a simple majority vote to make a final decision. In
contrast, our proposed scheme employs a hierarchical framework to construct the human-machine
collaborative network. As seen in Table 6.2, MR breaks down when most sensors participating
in the decision-making process are malicious. However, our proposed scheme can still achieve
comparable performance to the optimal CV rule. We can see in Fig. 6.2 that the fraction of
humans making correct decisions increases significantly within a small number of iterations in our

proposed scheme, which indicates a rapid improvement in the quality of humans’ decisions.

Table 6.2: System error probability as a function of «
a=01|a=05|a=09
Cv 2.3e-7 | 3.le-7 4e-7
MR Te-5 0.07 0.996
MRH 2.5e-3 | 2.5e-3 | 2.5e-3
Proposed | 2.7e-7 | 3.7e-7 | 4.3e-7

Although the proposed scheme requires the knowledge of o when each human sensor updates
the belief regarding the behavioral identity of the corresponding physical sensors, this knowledge
is not necessarily needed to guarantee a good performance. Choosing an appropriate predefined

« can alleviate the performance degradation caused by the absence of knowledge of «. In Fig.
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—+—without belief updating
—4—proposed:a=0.1
—&—proposed:a=0.5
—>—proposed:a=0.9 i

091

08F

Fraction of number of human make correct decisions

iterations

Fig. 6.2: Fraction of number of humans that make correct decisions versus the number of iterations
when the system is aware of «

6.3 and Table 6.3, we compare the performance of the different systems when « is replaced with
a predefined value o, in (6.5) and (6.6). Fig. 6.3 shows the fraction of the number of humans
that make correct decisions given different values of a.. We can observe that the system with
a = 0.9 performs worse when o, = 0.3 and the system with « = 0.1 performs worse when
a. = 0.7. However, a. = 0.5 works well for the system with any fraction of Byzantine nodes.
This is because when a, > « (or o, < @), a, significantly overestimates (or underestimates) «
which results in performance degradation. Thus, a, = 0.5 is a good choice when we do not know
«. Table 6.3 show that the system that adopts the proposed scheme can outperform the systems
that adopt CV, MR, and MRH when « is unknown. Although there is a performance degradation
compared to the systems that are aware of «, i.e., the performance shown in Fig. 6.2 and Table
6.2, the performance degradation is negligible for the proposed scheme. Thus, whether we know
the actual « or not, the proposed scheme can always achieve a good performance. In Fig. 6.4, we
show that the proposed scheme performs well in identifying Byzantine nodes in both cases, i.e.,

the system is aware/unaware of a.

Table 6.3: System error probability as a function of o given a, = 0.5
a=01|a=05]a=09
CvV 8e-4 3.1e-7 | 1.8e-3
MR Te-5 0.07 0.996
MRH 2.5e-3 | 2.5e-3 | 2.5e-3
Proposed | 1.7e-5 | 4.le-7 | 3.3e-5
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Fig. 6.3: Fraction of the number of humans that make correct decisions versus the number of
iterations when the system does not know a.

—D- Known a
%" —+—Unknown o

Number of identified Byzantine nodes / N

Fig. 6.4: The ratio of identified Byzantine nodes to the total number of sensors versus « for the
proposed scheme when « is known and unknown. If « is unknown, we set o, = 0.5.

The impact of different operations while incorporating the individual performance of a human
is illustrated in Fig. 6.5. The relationships among the error probability, the detection probability of
the side information f3,;4., and the false alarm probability of the side information ;4. are shown. It
can be observed that given certain values of 74, the error probability of a human sensor decreases
as fside increases for both OR and AND operations. Given certain parameters ([Sside, Vside)>» We
can make a better choice among OR operation, AND operation, and no operation (i.e., no side
information is utilized). For example, no operation is a better choice given [44. < 0.81 and
vVsidze = 0.1 and AND operation is a better choice given (4. > 0.9 and 7,4 = 0.3. Our results

shown in Fig. 6.5 are also consistent with Theorem 6.1 we obtained earlier.
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Fig. 6.5: The average probability of error versus Sg;q4. given different values of vy;4. for any
human sensor m without side information, as well as for any human sensor m that uses OR or
AND operations.

6.4 Summary

In this chapter, we have proposed a belief-updating scheme in a human-machine hierarchical net-
work. The local decisions from physical sensors served as reference decisions to improve the
quality of human sensor decisions. At the same time, the belief that each physical sensor is ma-
licious was updated during the decision-making process. The impact of side information from an
individual human sensor and comparing different operations used to incorporate the side informa-
tion were also analyzed. Simulation results showed that the quality of human sensors’ decisions
could be improved by employing the proposed scheme even when most physical sensors in the
system are malicious. Moreover, our proposed scheme did not require the knowledge of the ac-
tual fraction of malicious physical sensors to guarantee the performance of our proposed scheme.
Hence, the proposed scheme can successfully defend against Byzantine attacks and improve the

quality of human sensors’ decisions.
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CHAPTER 7

CONCLUSION AND FUTURE DIRECTIONS

In this dissertation, we aimed to enhance the resilience of various energy-efficient WSNs for the
inference task under Byzantine attacks. In Chapters 2 and 3, we conducted in-depth exploration,
analysis, and enhancements to the audit bit-based mechanism. In Chapter 2, we evaluated the
performance of the traditional audit bit-based mechanism under a more general and practical at-
tack strategy. The results we obtained indicated that the attacker could blind the FC by adopting
a very simple attack strategy. To overcome this problem, we proposed an enhanced audit bit-
based mechanism, which relaxes the hard constraints on the attack strategies it can withstand. Our
results showed that the proposed enhanced audit bit-based scheme outperforms traditional audit
bit-based scheme. Building upon the enhanced audit bit framework, we proposed an advanced
audit bit-based scheme that not only enhances system robustness but also significantly reduces the
redundancy associated with audit bits.

In Chapter 3, we extended the work in Chapter 2 to tackle challenges in scenarios where prior
knowledge of the attack strategies is unavailable. We proposed two algorithms to defend against
Byzantine attacks in WSNs when the FC is not aware of the attacking strategy. The history of
local decisions and idea of audit bit-based mechanism was utilized to update the reputation of
sensors and help the system accurately identify Byzantine nodes. Our simulation results showed

that we are able to achieve superior detection performance and the enhanced ability of identifying
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Byzantine nodes by employing anchor nodes even when the Byzantines exceed half of the total
number of sensors in the network.

In Chapter 4, we investigated the impact of Byzantine attacks on the performance of both the
conventional OT-based system and the CEOT-based system. We derived the error probability and
the number of saved transmissions for OT-based systems under different Byzantine attack scenar-
ios. Additionally, we derived upper and lower bounds on the number of transmissions saved for
OT-based systems under various Byzantine attack strategies. The simulation results revealed that
Byzantine nodes, when employing optimal attack strategies, could both maximize the probability
of error and significantly increase the number of transmissions required to reach a final decision.
We also conducted a comparison of the robustness of CEOT-based and conventional OT-based sys-
tems, shedding light on how to implement OT-based frameworks in environments susceptible to
attacks. Some possible countermeasures to mitigate the impact of Byzantines on OT-based systems
were also discussed.

In Chapter 5, we investigated the distributed detection problem of sparse stochastic signals
with quantized measurements in the presence of Byzantine attacks. We proposed two robust de-
tectors based on traditional GLRT and LMPT detectors with adaptive thresholds, given that the
sparsity degree and the attack strategy are unknown. The simulation results showed that the pro-
posed detectors outperformed both LMPT and GLRT detectors under attack and achieved detection
performance close to the benchmark LRT detector with perfect knowledge of the attack strategy
and sparsity degree. When the fraction of Byzantines in the networks is assumed to be known,
two enhanced detectors building on the previous proposed robust detectors were proposed to fur-
ther improve the detection performance of the system by filtering out potential malicious sensors.
Simulation results showed a good resilience of our proposed detectors.

In Chapter 6, we proposed a belief-updating scheme in a human-machine hierarchical network.
The local decisions from physical sensors served as reference decisions to improve the quality of
human sensor decisions. At the same time, the belief that each physical sensor is malicious was

updated during the decision-making process. The simulation results showed that the proposed
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scheme could enhance the performance of the system, even in scenarios where a majority of the
physical sensors in the system are malicious, and where there is a lack of knowledge regarding the
actual fraction of malicious physical sensors. Moreover, the impact of side information from an in-
dividual human sensor and comparing different operations used to incorporate the side information
were also analyzed.

Next, we discuss some promising future directions of the work presented in this dissertation.

7.1 Suggestions for Future Research

Next we discuss some potential work and the future directions that should be pursued. The future
works mainly focus on the design of resilient human-machine collaborative networks and resilient

decentralized networks with quantized decisions.

7.1.1 Resilient Decentralized Networks with Quantized Decisions

In decentralized networks, there is no central server responsible for fusing data from each sensor.
Instead, sensors transmit their measurements only to neighboring sensors, and a final decision
for a detection problem is reached once a consensus is achieved. Decentralized networks find
applications in various fields, including blockchain technology, 10T (Internet of Things) systems,
distributed computing, and mesh networks. Previous studies, such as [44, 62, 69], have introduced
consensus-based algorithms for addressing detection problems in decentralized networks, where
raw observations are broadcasted.

Inspired by the works mentioned in [1,49], we plan to design resilient decentralized networks
where only binary decisions need to be broadcasted among sensors. We will evaluate such sys-
tem’s performance under a fixed network topology. Additionally, we aim to extend our research
to address scenarios where sensors transmit M-ary decisions to their neighboring sensors. Further-
more, we will explore the design of resilient decentralized networks that can adapt to dynamically

changing network topologies.
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7.1.2 Resilient Human-machine Collaborative Networks

Building upon our previous work, which involved modeling human decision-making and decision
fusion using random thresholds and Bayesian hierarchical models in Chapter 6, we now aim to

expand our research in the following directions:

Human Decision’s Uncertainty and Reliability in Human-machine Collaborative Net-

works

In the previous work, which was discussed in Chapter 6, we focused exclusively on scenarios where
human agents were assumed to be honest while the physical sensors were considered potentially
malicious. However, our future work will aim to expand this research to encompass situations
where both human agents and physical sensors may be unreliable. The unreliable human agents
refer to some lazy humans who are greedy and seek to gain monetary rewards without exerting any
effort on their part. This type of behavior in humans is referred to as "no-effort attack" here, in
which they earn money by making random guesses as part of their decision-making process. We
will propose resilient algorithms for this kind of scenario. Our future work will focus on designing
resilient algorithms to mitigate and adapt to these complex scenarios. Moreover, we plan to extend

our previous work (6), which is a binary detection problem, to an M-ary detection problem.

Human limited Memory and Behavior Uncertainty

One characteristic of human agents is their limited processing capability due to their limited mem-
ory. When making decisions, these individuals perceive a quantized version of observations or
provide a quantized evaluation of the information they process. We intend to explore the perfor-
mance of such human-machine collaborative networks, taking into account this inherent feature of
humans.

Furthermore, drawing inspiration from [93] which employed quantized priors to address bounded

rationality among different human sub-populations in the decision-making process, we aim to
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construct human-machine collaborative networks that involve human agents from various sub-

populations by incorporating the concept of quantized priors.

7.1.3 Resilient Energy-efficient Networks

Another future work will involve an extension of our prior work. In the previous work, which
was discussed in Chapter 4, our primary emphasis was on evaluating the performance of OT-based
systems. However, there remains a need for resilient OT-based schemes. We are planning to design
some resilient OT-based schemes. Furthermore, the OT-based framework discussed in Chapter 4
focused on the detection problem. The main idea is that only informative sensors are required to
transmit their data to the FC. We are planning to leverage the idea of this framework to address

estimation problems in energy-efficient WSNs.
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APPENDIX A

APPENDIX: PROOFS OF VARIOUS RESULTS

A.1 Proof of Theorem 2.1, Chapter 2

Instead of directly analyzing the property of P! in terms of p,, we utilize Bhattacharyya dis-

e

tance BD as a surrogate to asymptotically characterize the detection performance of the system

for simplicity. The relationship between Bhattacharyya distance and the probability of error P is

limy o0 % < BD. For discrete probability distribution, BD = Y _,, —In+\/P(u|H1)P(u|H,),
where Y = {uy, uy, ..., uyn} is the set of all the possible realizations of vector u = [uy, us, . . ., uy].
Let fi(ui € S) = P(uj|Hi,i € S)P(u|Ho,i € S) and fi(us)i € S) = P(w|Hi,i €

S)P(ui|Ho,i € S). Due to the fact that sensors independently send their local decisions, BD
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is given as

ueld €S ieS
N
— Z —In H]:z(uz)
ueld =1
_ (A.1)
— Z —In H <Z -Fi(ui|di)P(di)>
ueld i=1 \d;€Q
N
= Z—ln HEdl{-Fz(uAdl)}
ueld =1

where Q = {0,1}, d = [dl,dg, c. ,dN} and dl € Q ]—"Z(uz|d,) = (ﬁqﬁ(l — ﬁll)liuile%(l —
T10) 4 )d (r ) (1 — myq) e (1 — my) )%, d; = 1 indicates that the sensor i is placed in

Set S, otherwise, it is placed in Set S. For sensor i, Eq, { F (u;|d;)} is given as

Ea {F (wildi)}

= Z Fuild; = q)P(d; = q)
9=0,1 (A.2)

= (1 —70)" 7w (1 — 7o) P(d; = 1)

+ (1= @) T (1 — @) T P(ds = 0).

We now have following two cases:

u; = 1 In this case, By {F(w|d;)} = TumoP(d; = 1) + mym,0P(d; = 0). We know that

P(d; =1)+ P(d; = 0) = 1 and o < oy < @’. Let h(t) = w1170 where ¢t = ap; is the random

variable here. We can obtain 82thg(t) =2(1—-2P;)(1—2P;) < 0. Hence, h(t) is a concave function

and has the property as following.

P(d; = 1)h(t1) + P(d; = 0)h(ty) < h(P(d; = 1)t; + P(d; = 0)ts) = h(to) (A.3)
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where tl = @Ipl, t2 = ijl and to = QppP1.

U; = 0 In this case, Edz{]:(uz|dz)} = (]_ - fll)(l —ﬁlo)P(dZ = 1) + (]. — Ell)(l _Elo)P(dz =
0). Let g(t) = (1 — m1)(1 — my9) Where ¢ = ap; is the random variable here. We can obtain

2g(t) _ . . .
5~ = 2(1 —2F;)(1 — 2P;) < 0. Hence, g(t) is also a concave function and follows the similar

property as (A.3).

Note that we have 7, = 711 = 73 and m; = 719 = 710 When py = 0 according to Lemma 2.1.
We can conclude that Ey {F (u;|d;)} < F°(u;), where FO(u;) = w15 (1 — ) 7 4imyg (1 —mp0) ' 4.
We call the grouping in TAS with p, = 0 as non-effective grouping which is the same as the direct
scheme, i.e., a! = ay = @, and the grouping in TAS with p, # 0 as effective grouping. According
to (A.3), We show that the Bhattacharyya distance of the effective grouping is always larger than
that of the non-effective grouping. According to the analysis above, the detection error PP can
achieve the maximum value when p, = 0 given specific g, P, Py and p;. The probability of error

for the system with direct scheme is

PP = 1@ (17) +mQ (1) (A4)

where W}D) and %(nD) are expressed, respectively, as

log(%2)/V' N + VN Dy(w, p)
(D) _ m
7 =4 ( V0l — m0) W2 ) (A2
log(7%)/VN + VNDi(ao,p)
(D) — s , A.5b
m Q ( \/’/T11<1 - 7T11)Wd2 > ( )

and, Dy (g, p) = mig 10%(:—1(1))+<1—7T10) log(ljri)), Di(ag,p) = 11 10g(%)+(1—7ﬁ1) 10g(ﬂ)

1-m 1—mi0

and Wy = log(m). Thus, for the non-effective grouping, according to (A.5), Do(c, p) =

m10(1—711)

0 can make the system be totally blind when N is large enough. We can easily obtain that

Do(av, p) = 0 when agp = 3.
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A.2 Proof of Lemma 3.1, Chapter 3

We have the following four cases when we consider the MMS results of the sensors in the same

group in Chapter 2. Let ¢ and j represent the sensors in the same group.

e If u; = z; and u; = z;, ¢ is a Byzantine node with probability

aq :P(Z = B|UZ = Zi,Uj = Zj)

A6
024 + a1 — ao) £ (A.6)

Q2 fub + ao(l —ao)(fifh + fom) + (1 — ao)fin

where £{,), = [2p1p2(1—p1)+(1=2p1+2p3) (1= p2)]%, firh = Fioir = (1—p2) (1—2p1 +2p3)

and fHH = 1.

e If u; # z; and u; = 2, 7 is a Byzantine node with probability

[6%) :P(’l = B’Uz §£ Ziy Uj = Zj)

Q2 fiy 4 ag(l — ao) fn A7

a2y + ao(l — ao)(firn + Fam) + (1 — ao)2fiy

where f{% = [2pipa(1 — p1) + (1 = 2p1 + 2p3) (1 — p2)][1 — 2papa(1 — p1) — (1 — 2p1 +

2p3)(1 = p2)), fith = po(1 = 2p1 + 2p3). i = 2p1(1 = pa) (1 — py) and f7); = 0.
* If u; = z; and u; # 2, 7 is a Byzantine node with probability
a3 :P(’L = B|UZ = Zi,Uj 7& Zj)

- %f +ap(1 — ap) /¢ (3) (A.8)
O‘%fgj)s + ag(1 - aO)(fHB + fBH) + (1 - a0)2f§’}{7

where fi; = [2p1p2(1 — p1) + (1 = 2p1 + 2p3)(1 — p2)][1 — 2mpa(1 — p1) — (1 — 2p1 +

202)(1 = pa)], [l = 201(1 — p2) (1 = p1).fiy = pa(1 = 2py + 2p?) and fL3); =
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» If u; # z; and u; # 2, i is a Byzantine node with probability

ay =P(i = Blu; # 2z, u; # z;)

— aOfBB +ao(1 — ) fp (4) (A.9)
Q2 4+ ao(l — ao)(firn + fym) + <1 — )2 fith

where f5% = [2p1(1 = p2) (1 — p1) + pap?)% figh = [k = 201pa(1 — py) and fi); = 0.

According to the above results, we have

a=P(i=BlieT) =

(A.10a)
a=Pli=Bli €T)=aaP(u; # z,u; = 2;) + azP(u; = z;,u; # 2;)
+ g P(u; # 2, uj # z4) (A.10b)
The derivative of o with respect to p; is given by (note that f l(qu)g =f ](31}1)
da _ gpTe— G
= 5 (A.11)
1 F3

where F; = aof + ap(l — Oéo)fj(glgp Fo=

1 1 1 1
Q2fi) + ao(1 = ao)(fih + foi) + (1 — a)> i,
8.7:1 28f

ofs) 8.7-‘ 20f%) oL 20fy)

om o 8p1 + Oéo(l — ao) 85H and %2 = Oy aBB + 2&0(1 — @0)% + (1 — Cko) ﬁ Let
g_g = 0, we have

p1

(1) (1) (1)
2 fBB 1) fBB 28 BH afBH
1-— 1-— A.12
0 apl BH + ( Q ) apl + ( Oéo) apl O ap f ( )
af)
due to the fact that # = 0, where
Of s 2
3—])1 :8p1(2p2 - 1) (1 - 2171)(1 - pl) + 4]71(2292 - 1)(1 - 2291)(1 - p2) (A.13)
Of S

P1
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We can easily obtain that p; = % makes the equation (A.12) always hold for any specific p; € [0, 1].
In other words, we can obtain that p; = % could minimize or maximize « given a specify ps.
Correspondingly, p; = 0 or 1 could also maximize or minimize . Table A.1 shows all the possible

maximum or minimum values of « given a specific p,. According to Table A.1, we have

Table A.1: Possible maximum or minimum values of « given a specific ps.

(1) €] (1)

BB BH HH
p1=0 | (1—po)* 1 —po 1
p1:1/2 1/4 (l—pg)/Q 1
p=1 [(A—=p)°] 1-po 1

a2/4+ ag(1 — ap)(1 —pg)/2
CY(2)/4+O{0<1 — Ofo)(l —pg) + (1 — OZ())2

(A.15)

g:

for p; = % and
ag(1 —p2)® + (1 — ao)(1 — p)
a2(1 —p2)? 4+ 20p(1 — ) (1 — p2) + (1 — av)?

(A.16)

Q =
for p; = 0 or p; = 1. Let h = a — o represent the difference between « and oy, and it is given by

ap(l —ap)(bayg — 4+ 2(1 — 2a0) (1 — pa))

h = (A.17
03(1 = p2)? + 200(1 — ag)(1 - pa) + (1 — ag)?) :

for p; = %, and it is given by
h,: Oéo(l-Oéo)(Oéo—l—i—(1—20{0)(1—]92)) (A18)

a2 /4 + ap(1 — ap)(1 —pa) + (1 — ap)?

for p; = 0 or p; = 1. Because we only care about the sign of & and the numerator is always

positive. Let h, denote the numerator of 4. We have

ao(1—ap)(2a0—1) . 1
ah QolZ—x0)\sx0— ) ,lfp — =
4 _ 2 b (A.19)

ap2 —Oéo(l — Oéo)(l — 2050) ,ifpl =0 or p; = 1

Q

" > 0 for ap > 1 given Vp; € {0,3,1}.

We can easily obtained that g—;; < 0 for oy < % and o

Q
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0.2

-0.2
-0.4

-0.6

Fig. A.1: h versus p; and p- given oy = 0.8.

According to (A.19), We can prove that hy; < 0 always holds for Vp; € {0,1}. When p; = %
h < 0 also holds for Vo € [0, 5.

When o > % and p; = %, the value of p, that guarantees i < 0 should be smaller than pJ***.
p5'** can be obtained from letting g—p’; = 0 and it is given by

. g — 2
hor = —, 1 A.20
Dy mln{2(1 ~2ag)’ } (A.20)

for oy > % and p; = % Note that pi*** = 1 implies 2(?3—;20) > 1 such that ap < 0.8. Hence, if the
fraction of Byzantine nodes in the network is smaller than 0.8, i.e., ap < 0.8, a is always smaller
than ay. In other words, we always have a lower probability of existence of Byzantine nodes in set

7 when o < 0.8. Fig. A.1 corroborates the results in (A.20).

Since P(i € T)a + P(i € T)a = g, we have

P(iGI)a0+P(i€7)§2ao

Pli e Tha > ao(l — P(i € T) (A21)

]
v

(&%)

when p, € [0, p5**], ag € [5,1] and p; € [0,1]. According to the above analysis, (A.21) also holds

when ag € [0, 3], p1 € [0,1] and p, € [0, 1].
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A.3 Proof of Lemma 4.1, Chapter 4

According to the fusion rule given in (4.3), we can infer that when inequality Zle Ly — (N —
k)| L) > A holds, the FC can decide H, based on the first & received transmissions. Similarly,
when inequality Zle Ly + (N — k)|Lgg| < A holds, the FC can decide #, based on the first &
received transmissions. The minimum value of k that satisfies either of the inequalities in (4.3),

i.e., the minimum number of transmissions required to make a decision, is denoted as

kf;  when the FC decides Hg

Knin = (A.22)
k7  when the FC decides H;,
where
k
k{; = arg min {Z Ly + (N = k)|Ly| < )\} (A.23)
1<k<N
and
k] = argmin {Z Ly — (N = k)|Ly| > )\} (A.24)
1<k<N

denote the minimum number of transmissions required to decide H, and H,, respectively.! Under

Ho (Kmin = ki), we have

mzn N
Zy = Z L + (N = Emin) | Ligy 1] > Z = (A.25)
and under H; (k.. = k7 ), we have
mzn N
7y, = Z Ly — Fmin)| Lipon)| < Liy = Z. (A.26)

'Please note that if there is no k € {1,2,..., N} that satisfies the condition Zf 1L + (N = k)| L] < A(or
if there isno k € {1,2,..., N} that satisfies Zle Lip — (N = k)| Lyl > A), we define kj; = argmin{) = 0 (or
k3 = argmin() = 0).
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This is because of the fact that | Lyy)| > [Ljg| > - -+ > |Ln|). Note that k,,;, = kj; is equivalent to
Zy < A, and k,;, = kj is equivalent to Z;, > A. Based on (A.25) and (A.26), we can easily infer
that Pr(Z < M| Zy < X\) = land Pr(Z > A Z, > \) = 1, respectively. On the other hand, since

7>\ @Z L+ Z Ly (A.27a)
i=k+1
:>Z Ly >\ — ZL >A—(N—k)|Ly| (A.27b)
i=k+1
:>Z Lm >\ — (N — k’)|L[k]| (A.27¢)

i=1

holds Vk, from the definition of £;;, it becomes evident that the FC is unable to make a decision
H, for any value of k. So if Z > A, we have Pr(k, = kj;) = 0 and Pr(k,.., = k}) = 1, i.e.,
Pr(Zy < X\) = 0and Pr(Z;, > A\) = 1. It can be concluded that Pr(Z;, > A\|Z > X\, H,;) =
Following a similar procedure, we can also obtain Pr(Zy < A\|Z < X\, H;) =1

Based on the above analysis, we can calculate Pr(Z;, > A|H;) according to Bayesian rule

given as

Pr(Z,>MNZ >\ H;)Pr(Z> \H,;)
Pr(Z > NZp > N\, H;)

P?“(ZL > )\‘,H]) =

— Pr(Z > AH,). (A.28)

Similarly, we obtain Pr(Zy < AH;) = Pr(Z < A|H;). Hence, the probability of error of the

OT-based system is given as

POT) =, Pr(Z, > ANHo)+m Pr(Zy < A[Hy)

=m0 Pr(Z > \NHo)+m Pr(Z < \H,) =P, (A.29)

where P ) is the error probability of the unordered system.
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A.4 Proof of Theorem 4.1, Chapter 4

Let N, denote the average number of transmissions in the network. IV, is given as

N N
N, =E(k*) =Y kPr(k* =k) =Y Pr(k* > k) (A.30a)
k=1 k=1
N
= ZPT(/{?* Z k?|HQ)7T() + P’l“(k’* Z k‘|H1)7T17 (A30b)
k=1

where Pr(k* > k) is the probability that at least k transmissions in the network are needed to make
the final decision. Note that £* is the minimum number of observations/transmissions required
to make a decision. k can be considered as the number of observations that have already been
received by the FC. The global statistic at the FC is given by Zle Ly;, where Zle Ly; represents
the accumulated LLRs up to the & transmission at the FC. Next Lemma helps us to obtain the

probability of the event that at least & transmissions are required to make the final decision.

Lemma A.1. The FC can not decide H1 or Hq until the FC has received at least k transmissions if

SV Ly satisfies both Y5 Liyg < AM-(N—k4-1)| Ly yg| and 357 Ly > A—(N—k+1)| L),

7=

PROOF: When the FC received the first (k — 1) LLRs, i.e, [Lp, Ly, - - ., Lg—1], we discuss the
cases that the FC can not decide H; and the FC can not decide H,.

Recall that |Lyy| > |Lg|--- > |L), we have Z < SF " Ly + (N — k + D)Ly | = 10
Obviously, the FC is not able to decide H, when 1y > A. Moreover, (A.31) shows that if the FC
doesn’t decide H, after receiving the first (k — 1) LLRs, it can’t decide H, after receiving the first
(k — 2) observations.

k—1
nu =Y Ly + (N —k+ 1)| Ly (A.31a)
i=1
k—2
:ZLM + (N =k+2)|Ljp—g| +(N—-k+1)

i=1

X (| Lpe—1)] = 1Lpe—21 ) + (Lpg—1) = | L=y ])- (A.31b)
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As [Ljp—yj| < |Ljg—] and Ly < [Lg—yy| < [Ljp—g|, we have [Ly—y)| — |Ljp—z| < 0 and
Liz—1) — |Ljg—9| < 01in (A.31b). Hence, we can obtain that (A.31b)> )\ implies Zf;f Ly +
(N — k4 2)|Ly—9| > A. Following the similar procedure as shown in (A.31), we are able to
conclude that if the FC can’t decide H,, after receiving the first (k — 1) LLRs, it can’t decide H,
after receiving O or 1 or .. ., or (k — 2) observations.

we can obtain that 7, = 1~} Ly — (N — k + 1)|Lj—y)| < Z after the FC has received the
first (k — 1) LLRs. Obviously, the FC can not decide H; when 7, < A. Following the similar
procedure as shown in (A.31), we can prove that if the FC can’t decide H; after receiving the first
(k — 1) largest LLRs, it can’t decide 7, after receiving O or 1 or .. ., or (k — 2) observations. The

proof for this is similar as above and is skipped. |
To evaluate Pr(k* > k|H},), we have

Pr(k* Z k|Hh) = / fL[k—l] (l[l]; R ,l[k_l}‘f]'[h)dll Ce dlk,h (A32)

ly_1€J

where fL[k_l](l[l}a -y lp—1|Hp) is the joint pdf of Ijyy, [y, . . ., [—1) given Hy, for h = 0, 1. Ac-

cording to [18], the joint pdf of I3}, lj2, . . ., {[jx—1) given H,, is given as

fL[kfl] (l[1]7 ey l[k)*l] ’Hh)

N! -

)] N—k+1

[z (T [ M Ly (A.33)

where J = LU () D is the intersection of hyperplanes £, U and D, and Fj., |(lx|Hp) is the cdf
of |Ly| for h = 0,1. By substituting (A.33) in (A.32) and utilizing the law of total expectation,
(A.32) can be rewritten as

N! _
i [Pl lm)] ™ 14 (A.34)

PT(]{;* Z k}|7‘[h) = ELk—l m

for h = 0,1, where Fj (lk—1|Hp)) is given in (4.12). Note that the Byzantines affect the average



number of transmissions by affecting attack parameters (v, D) in Fip(Lg_1|Hy).2

A.5 Proof of Theorem 4.2, Chapter 4

Let N, denote the average number of transmissions saved in the network given as

N, = i(z\f — k)Pr(k* =k) = Nz_lpr(k* < k)

=z
L

PT’(]{Z* S k|H0)7T0 + PT(/{Z* S k|7’[1)ﬂ'1.

1

i

Next, we use the following lemma from [18, Chapter 5] to prove Theorem 4.2.

Lemma A.2. According to Cauchy-Schwarz inequality, we have

S

1> clly = L) < [ (e — (N = 1))
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(A.35a)

(A.35b)

(A.36)

in terms of empirical mean L and empirical variance v for any constants {c;}Y.,. If c; is non-

increasing when 1 increases, the bound is sharp.

From Lemma A.2, we have | >F Ly — kL| < [Y(c; — 0)*(N — 1)v]2 if we let ¢ = ¢ =

-~ =¢ =1land cgy 1 = --- = ¢y = 0. Hence, the LB and the UB of Ele Ly; are given by g7, <

S¥ | Ly < gy, where g, = —[3(¢;—&)?(N —1)v]2 + kL and gy = [3(¢;—&)*(N —1)v]2 + kL.

LB of N,
When the FC decides #, in at most k transmissions given hypothesis H;, we have
k

Pr(k* < kIHh):PT(ZL[k] > A+(N—FK)| L | [Hn)-

i=1

2D affects ny and g in F|r|(Lg—1|Hp).

(A.37)
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for h = 0, 1. Tt is easy to show that g;, > A + (N — k)| Ly | implies S | Ly > A+ (N — k)| L)

Hence, from (A.37), we get
Pr(k* < k[Hy) = Pr(ge > A+ (N — k)| Ly |[H2) (A.38)
Similarly, when the FC decides H in at most & transmissions given hypothesis H;,, we get
Pr(k™ < k|Hy) > Pr(gy < A — (N — k)| Lyg|[Hn) (A.39)

The inequality in (A.39) is true due to the fact that gy < A — (N — k)|Ly| implies Zle Ly <
A — (N — k)|Ly|. Substituting Pr(k* < k|Ho) and Pr(k* < k|H;) in (A.35) with their LBs
Pr(gr > A+ (N — k)|Ly||Hr) and Pr(gy < A — (N — k)|Lyy||Hr), respectively, we get

N-11

N, Zzzﬂh [Pr(g.>Anur| Lyl |Hr) + Pr(gy < A\—nur|Lyg||H)) (A.40)

k=1h=0

where nyr = N — k. A Monte Carlo approach can be utilized to evaluate Pr(g;, > A\ + (N —
k)| Lyl |Hn) and Pr(gy > A—=(N—Fk)|Ly||Hr). We generate M, realizations of Ly, Ly, . . ., Ly
so that the empirical mean L and the empirical variance v can be calculated. When M, is suffi-
ciently large, L approaches the population mean. The population mean and the population variance

under H, are, respectively, expressed as
On=E[Li|Hp]=0my+(L—a)un, Ci=E[L]|Ha]—0, (A41)

where E[L?|Hy) = aFE[L?|Hp,i = Bl + (1 — a)E[L?|Hp,i = H] = 8+ an + (1 — a)u; for
h = 0, 1. Substituting the parameters (L, v) in (A.40) with parameters (0, x5 ¢?) under H,, for

h = 0,1 yields

o oN-L Y -
N ZZZM [PTQL[M <ﬁ|7‘lh> +Pr (|L[k]| < v _g(]]{:) ’Hhﬂ ; (A.42)

k=1h=0
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where Pr (|Lyy| <r|Hp) = Jof iz (lpg | M)l for v € {(9]\?—:2), (AN_’%,C)} It is given in closed form

as [18]

N -1

Fua ) = 0l 0) ()~ 1 ) Fulli 100 = Pl ). (A

Hence, the pdf of fir,,|(Ij|Hn) is given by

dPr(|Ligy| <1 T Ul He) = fro (=g |He) if iy >0
i (g ) = 270 d[lk” w) _ | “ (A.44)
%] 0 if gy < 0

Substituting (A.44) in (A.42), we are able to obtain the lower bound of the number of trans-

missions saved.

UB of N,

It is easy to show that Zle Lyg > A+ (N — k)| Lyy| implies g > A+ (N — k)| Ly |. Hence, from
(A.37), we get
Pr(gy > A+ (N — k)|L||Hr) = Pr(k™ < k|Hs) (A.45)

Similarly, due to the fact that Y% | Ly < A= (N —k)|Ly| implies g, < A — (N — k)| Ly,

we can also get

Pr(gn < A= (N = k)|Ly||Hn) = Pr(k™ < k[Hp). (A.46)
Hence, we have
. N-11
NSSZZPT (gU > /\—i-nUT]L[k]\ or gr, < )\—nUT]L[k] | |7-[h)7rh, (A47)

k=1h=0
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where nyr = N — k and

Pr(gu > A+ nUT|L[k]| orgr < A — TLUT|L[]€}H’H]1)
=Pr(gu> A +nur|Lil|He) +Pr(g<A—nur| Lyl Hn)
— PT‘(gU >)\+nUT|L[k]’ and gy, <)\_nUT|L[k]HHh) (A.48)

A —
=Pr <|L[kz]’ < |Hh> + Pr <|L[k]| < |Hh>
. (gu—X A—ygL
— Pr <|L[k]| §m1n<N_k, N—k‘> \’Hh>.

Following the similar procedure when we obtain the LB of N,, we can get the UB of N,. Then,

we can obtain the UB and the LB in Theorem 4.2.

A.6 Proof of Theorem 4.4, Chapter 4

According to Equation (4.46), Ns,c poT 18 given as

=N Pr(k* <KL <T)Pr(L <T)+ Pr(k* <KL >T)Pr(T >T).  (A49)

LB of N, cror

Recall that & and £} denote the minimum number of transmissions needed to make a final decision
for descending and ascending ordered local decisions, respectively. It is easy to show that £} < k

implies £* < k givenI' > T and k£ < k implies £* < k given I' < T'. Hence, we have

Pr(k* <kl >T) > Pr(k} < kT > T), (A.50)

Pr(k* <kl <T) > Pr(ki < kT <T). (A51)
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Substituting Pr(k* < k|I' < T') and Pr(k* < k|I' > T') in (A.49) with their LBs Pr(kj < k|I" <

T) and Pr(ki < k|I' > T), respectively, we get

1 N-1
Nocpor>Y > P (ki <k[D>T,H,)P(T>T|Hy)m,
h=0 k=1
N-1
+3 P (ky <KD <T,Hy,) P(D<T|Hy)m, (A.52)
k=1
Since z(;) and zp;; for Vi € {1,2,..., N} are non-negative, we have 0 < Ef;l 2@ < ki and

0< Zfil 2[ < kg. For the fusion rule of equivalent worst case given I' > T", which is given as

ki
24 =T decides H;, (A.53)

i=1

where k] > T is needed to make a decision H;.

For the fusion rule of equivalent worst case given ' < 7" given as
ko
D 4y <T—(N—kj) decides Ho, (A.54)
i=1

where £ > N —T'is needed to make a decision H,. Hence, it is obvious that the FC can not make
decision H, given I' < 7" when £j < N — T and the FC can not make decision H; given I' > T’

when k£ < T'. Hence, we have

T-1 N-T
> P (ki <KD >T,Hy)=Y P(kj < klD<T,H,;)=0. (A.55)
k=1 k=1

As shown in (4.48), the magnitude of local decisions are ordered in an ascending order, i.e., |Z(1)| <
|22)],---» < |z|, when we consider the equivalent worst case given I' > T'. It is apparent
that I' > 7" implies that the distributed system without ordering would make a decision of ;.
According to Lemma 4.2, the detection performance of the CEOT-based system is the same as

that of the distributed system without ordering. We can easily conclude that £* < kj is always
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satisfied, which indicates that the minimum number of transmissions required to make a decision
for equivalent worst case given [' > T’ is always greater than or equal to the actual minimum
number of transmissions required. Since at most min(N — T,k — T') Os are required when ' > T
for the unordered distributed system, we have

min(N—-T,k—T)

N . )
P(ki <KD >THy)= Y. (@ )ﬂ67hwﬁhl, (A.56)

1=0

when k > T.

Similarly, as shown in (4.47), the magnitude of local decisions are ordered in a descending
order, i.e., 2z > 2p,...,> 2n], When we consider the equivalent worst case given I' < T
Here, I' < T implies that the distributed system without ordering would make a decision of H,.
According to Lemma 4.2, we can also easily conclude that £* < kj is always satisfied, which
means that the minimum number of transmissions required to make a decision for equivalent worst
case given [' < T'is always greater than or equal to the true minimum number of transmissions
required. Since at most min(7'—1,k— (N —T+1)) Is are required when I" < T for the unordered
distributed system, we have

min(T—1,k—(N—-T+1))

N\ |
Pky <KD <T, M) = ( )w;hwggz (A.57)

-.
Il
=)

iftk>N-T.

UB of Ny cror

By substituting k] in (A.53) with kj, we can obtain the fusion rule of equivalent best case given
I' > T where k; > T is needed to make a decision H;. Similarly, by substituting kj in (A.54)
with k7, we can obtain the fusion rule of equivalent best case given I' < T" where £} > N — T'is

needed to make a decision H,. It is easy to show that £* < £ implies k7 < k given I' < T" and



168

kE* < k implies kj < k given I' > T". Hence, we get

Pr(ki < kL <T)> Pr(k* <kl <T), (A.58)

Pr(ki < kL >T) > Pr(k* < kT >T). (A.59)

Substituting Pr(k* < k|I' < T) and Pr(k* < k|T' > T') in (A.49) with their UBs Pr(kj < k|’ <
T) and Pr(ki < k|I' > T), respectively, we get
1 N-1
Naocpor<y > P (ki <k[T <T,H,)P(T<T|Hy)m,

h=0 k=1
N-1

+Y P (ky < kD >T,H,)P(T > T[Hy)m,. (A.60)

k=1
Following the similar procedure, we have

N-T T—1
> P (ki <kT<T,Hp)=> P (k<kl >T,H,)=0. (A.61)
k=1 k=1

According to Lemma 4.2, it is apparent that &7 < k* is always satisfied if I" > 7, i.e., the minimum
number of transmissions required to make a decision for equivalent best case given I' > T'is always
less than or equal to the actual minimum number of transmissions required. Similarly, we can also
conclude that k; < E* is always satisfied if [' < 7T". Following a similar procedure to derive the

LB, we obtain

T—1
N\ | ,

Pk <KD <T Hp) =) ( . )ﬂ Rt (A.62)

=0 v 7 ’
when k£ > N — T and

N-T N

P(k; <kl >T,Hy,) = (Z >7rg,h7r{Y,;i, (A.63)
=0

when k£ > T'. Then, we obtain the UB, which is given by substituting (A.61), (A.62) and (A.63)
in (A.60), and the LB, which is given by substituting (A.55), (A.56) and (A.57) in (A.52), in
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Theorem 4.4.

A.7 Proof of Lemma 4.2, Chapter 4

Recall that kj; and &k} are the minimum number of transmissions required to decide H, and H;,

respectively. These are given as follows.
k
ki = min {Z upy < T — (N — k)} (A.64)

k
ki = min {X;um > T} . (A.65)
It is obvious that k7; and k7 can not exist at the same time. If k7; is valid, the FC decides hypotheses
‘Ho, and if k7 is valid, the FC decides hypotheses H;. Since only one of the two hypotheses H;
and H, can occur at any given time, only one of k} or kj; is valid at any given time. Let Zy;, Z;,
denote the upper bound and lower bound of Z = sz\il uy;), respectively, if k7, or k7 is valid. Due

to the fact that uy;) € {0,1} for Vi € {1,2,..., N}, we have

ki N
Zy =Y ug+(N=kj) =) uy=2 (A.66)
i=1 =1
if k77 is valid and
k7, N
Zy=>Y uy <Y uy=2 (A.67)
i=1 i=1

if k7 is valid. According to the fusion rule given in (4.20), the FC decides hypothesis H if Zyy < T,
and hypothesis #, if Z; > T Since only one of k;; and kj is valid, we have Pr(kj; is valid) +
Pr(k; is valid) = 1, which is equivalent to Pr(Zy < T) + Pr(Z, >T) = 1.

If the FC decides H; for an unordered system, we have

k N
Z>T" 2N g+ Y g > T (A.682)
i=1 i=k+1
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k N
=Y uy>T— > wy>T—(N-k) (A.68b)
i=1 i=k+1
k
= uy >T— (N —k) (A.68c)

i=1
for Vk. We could observe from (A.64) that £;; is not valid when Z > T'. So if Z > T, we have
Pr(Zy <T)=0and Pr(Z, > T) = 1. Hence, we can conclude that Pr(Z, > T|Z > T, H;) =
1. Upon following a similar analysis, we obtain Pr(Z > T'|Z;, > T,H;) = 1. This allows us to
calculate Pr(Z;, > T|H;) according to Bayes’ rule which is given as

Pr(Z,>T|Z>T,H;)Pr(Z >T|H;)
Pr(Z>T|Z, >T,H,)

PT’(ZL Z T|HJ) =
— Pr(Z > T|H,). (A.69)

Similarly, we obtain Pr(Zy < T|H;) = Pr(Z < T|H;). Hence, the probability of error of the

CEOT-based system is given as

POT) = 1oPr(Zy > T|Ho) + m Pr(Zy < T|Hy)

= moPr(Z > T|Ho) + m Pr(Z < T|H,) = PPV, (A.70)

where P{”"") is the probability of error of the unordered system.

A.8 Proof of Theorem 5.1, Chapter 5

We first consider the scenario where sensors send binary decisions to the FC, i.e., ¢ = 1. After
that, we consider the system where sensors send g-bit decisions to the FC (¢ > 2). Here, we only
consider the assumption that 7, < ;1. Nevertheless, we can reach similar conclusions if we

assume 7; 90 <K Tj1.
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When Sensors Send Binary Decisions (q=1)

The joint pmf of local decisions coming from the reference sensors under hypothesis H,;, is given
as P(U,cf|Hp,p,z) = Hf.vzrff(l — z)Wz! % for h = 0, 1. Take the logarithm of both sides, we

have

Nref

log P(U,.cr|Hp, p, x)zz [u;log(1l — z) + (1 — u;) log 7]

=1

=Y log(1—x)+(Nyer—Y) log z, (A.71)

N : . .
where Y = >, 71 u;. Let W = 0, we are able to obtain the estimated attack parameter

&, under hypothesis H;, which maximizes log P(U,..s|H, p, x) and the estimated attack parameter

Y
Nref ’

Tpis givenas rp, = 1 —

In order to evaluate the estimator performance, it should be noted that it is unbiased since

1 1
EY]=1-
N, Y]

Elip] =1— Ew] = (A.72)

The variance of the estimator is given as

Ei,) =FE[3}] — E?[3,] = F —x
2 1
=1 -2 - E[Y E[Y?

=1 -2 —2(1—2)+ N%,f(v@r[y] + E*[Y))

1
=1 — .T2 — 2(1 — ZL’) + N—Qf[Nrefl’(l — l’) + Nfef(l — l’)z}
(1—a)x
7 A7
Nref ( 3)

1
E[azp(Uref‘H}upvx)/QIQ] '
82P(Uref‘Hh7pax) —

Ox2 o

To evaluate the performance of the estimator, the CRLB can be calculated which is —

Taking the second derivative of P(U,.¢|H,p, x) with respect to x, we have
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ng{‘f — (13;)2 — 1;2“1} . Subsequently, taking the expectation of the above equation, we have

B |:82P( T‘Bf’%}ﬁp? :| fE |:8 P ul‘Hh7p7 ):|

Ox? O0x?
'ref
1
_Z l—x 1_x)_?x
Nref
= —ref A4
(1—x)z (A74)

Therefore, the CRLB is % which is the same as (A.73). This indicates that the proposed
estimator attains the CRLB; that is, it is an efficient estimator when sensors in the network send
binary decisions.

When Sensors Send q-bit Decisions (q > 2)

The joint pmf of local decisions coming from the reference sensors under hypothesis H,;, is given

as P(U,of|Hp, p, x) = [ (1— ) (0=vae) Hf:ll( 2 _)I(wi=v) for h = 0, 1. Take the logarithm

29—1

of both sides, we have

1Og P(Uref|Hh7p7 ZE)

ref 29—1
x
= Z N log(l —x) + ; I(u; = v;) log(zq — 1), (A.75)

Taking the first derivative of P(U,.s|Hy, p, x) with respect to , we have

Nref 29—1

8P(Uref|7-lh,p, ZZJ) -1
or - Zi:l = +Z 0 =v;)

Y, Y

=1 42 (A.76)
11—z =«
Y, N,,-Y,

SRt SR M (A.77)
1—x x

where V; = S0 T(u; = vy) and Yy = So0re! jq:_ll I(u; = v;j). In going from (A.76) to
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(A.77), the fact that Y, + Y5 = N,y is utilized. Let OP(UreslHnp) _ 0, we are able to obtain

ox

the estimated attack parameter & which maximizes log P(U,.f|H, p, x). The estimated attack

N . . . A 1. 1
parameter Z;, under hypothesis H;, is given as zj, = 1 N

In order to evaluate the estimator performance, it should be noted that it is unbiased since

1

Blin] =1 - 5 —

Bl =«

Similarly, the variance of the estimator is given as

Eliy] =E[&;] — E*[an] = E

Y, 2
(%)
Nref

1
2 2
=1—a2— NrefE[}/l] @E[}q]
(I—2)z
Nref

To evaluate the performance of the estimator, the CRLB can be calculated which is —

Taking the second derivative of P(U,.¢|H, p, ) with respect to p, we have

PP (Uyes[Hn,pw) = 1(wi=29) I(u;=v;)
) Ve e D e

[(w=29) 1-I(u=27)
(1 —x)? x?

Subsequently, taking the expectation of the above equation, we have

82P( Tef|Hh7p7 sy 8Pu1|%hap7 )
) = ZE[ 927 ]

(A.78)

(A.79)

1

E[62P(Uref‘Hh:pam)/am2] |

(A.80)

(A.81)
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Therefore, the CRLB is % which is the same as (A.79). This indicates that the proposed estima-

tor attains the CRLB; that is, it is an efficient estimator when sensors in the network send g-bits de-

cisions. This completes our proof.
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