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Abstract

This research conducted a static forensic analysis of “Orange Safe”, the safety application developed by Syracuse University, and confirmed its safety as currently used.

The objective of the research was to analyze how much personal data was collected, how the data was utilized, and to evaluate whether it was used appropriately. The results
indicated that “Orange Safe” collected only the minimal amount of personal data, gathered information only with user permission, and removed it immediately after use.
Therefore, the research supported that this application ensured user privacy and safety, making it a reliable safety “application” for the Syracuse university community.

INTRODUCTION e Location information permissions

Permission List Desription
Uni Syracuse University’s safety application "Orange Safe" provides quick ACCESS BACKGROUND LOCATION Permission to collect of location information.
E— . access to emergency services, safety resources, and real-time ACCESS COARSE LOCATION
P notifications. To provide these services, the app requests access to ACCESS_FINE_LOCATION

student ID, device ID, real-time location data, log data, IP address,

s Syracuse University Access to location information is
required when using “SafeWalk”.

media access, and the camera.

4 >
Because this app requests a substantial amount of
(0] Camptxts Safe Walk Report a Tip ) ]
i personal data, a forensic analysis of both the app
and the data collected is warranted.
Social Escape Support Emergency
Resources Plans
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Safety Toolbox Getting LIj\round

— Shuttle Schedules & Tracker

Fig. 1. Orange Safe Main Screen

£ start safe Walk A message requesting location

Send an email or SMS to a friend asking to watch

you for the duration of this walk. Click below to find permissions appears When the Safe

your friend.

Send your location in real-time to a friend so they 1 1ic init+i

can watch you as you walk to your destination! ﬁ Share with a Friend Wa I k service is in ItlatEd .
They'll watch you and can trigger a call to

emergency services if necessary.

Here's how it works:

ORANGE
SAFE

If location sharing is allowed, the user

- Tap the button below and pick a contact
to send your location. . I .

- Your friend will receive the message with can se | ect a frle N d S éemal I or S M S to
a link. When they click it, they'll be taken
to a map with your location and you'll be
connected to them. If you want to cancel

tH

About /
Preferences

send their real-time location while

Click to accept my walk request: https://friend

your request, simply return to the -walk.com/oSuHHW Please pay attention while y...

main menu. . " ”
- Pick your destination and start moving. usi ng Safewa I k .
- If you're in a panic, hit the button to Copy
notify your friend and start an
emergency call.
- If you or your friend disconnects, it will
end the walk and give you the option

to make an emergency call (just in case!).
- When you reach your destination, finish your
METHODOLOGY
9 Safe Walk

This research conducted a static forensic analysis to evaluate the data collection and utilization Fig. 2. Safe Walk Screen
" " : L. o o ublic void didUnregister() {
of the "Orange Safe" app. The investigation focused on the permissions the app requests and ) o | | = stopLocationUpdates();
identified the services using these permissions. Once “SafeWalk™ is finished, location sharing stopForegroundService();
and real-time location collection stop, and there this.mlask = null;
. . ) ) this.mPendinglntent = null;
o Analysis Procedure is no further use of the location information. this.mlocationRequest - null;
this.mlLocationClient = null;
}
: DL Data . . . . .
Device Apphcatmn Acauisition & Report Fig. 3. Location sharing and collection stop code section
Preparation Decompilation 1 . P o Internet permissions
nalysis
1) P he device i ded f cati , Permission List Desription
) Prepare the device intended for application execution. ACCESS WIFI STATE Permission to access network information,
2) Extract and decompile the application. ACCESS NETWORK STATE | network connections, WiF1 MAC address, and WiF1 name.

3) Collect and analyze data regrading the permissions requested and the services using INTERNET

those permissions. CHECK_LICENSE

4) Report the results of the analysis.
P The app uses the internet for services such as app login, Safe Map display, and Report. Also,

. i i the app requests permissions for facilitate these functions. The network access is also
Test Environment and Device Preparation

required for content updates within the app and app updates.

- Galaxy A90 5G with Android 12

- USB cable e Camera and Recording Permissions

- Workstation with Windows 11, Intel i5, 64bit

-Android Dex decompiler JADX with version 1.5.0 Permission List Desription

-Orange Safe application with version 1.3 CAMERA Permission to take photos and videos, as well as to save

READ _EXTERNAL STORAGE and access the captured content on the device.

WRITE EXTERNAL STORAGE
<uses-permission androlid:name="android.permission.READ EXTERNAL STORAGE"™/>
d

] o {uses-permission android:name="android.permission.WRITE EXTERMAL STORAGE"/>»
System and device permissions <uses-permission android:name="android.permission.CAMERA" />
Permission List Desription The camera permission is used only for taking photos and videos for the “Report Suspicious
WRITE_SETTINGS Permission to read or write system settings. Activity” or “Send a Photo to Security” features. The app does not access files in other
SYSTEM ALERT WINDOW Permission to send alarms and vibrations from the system. situations.
VIBRATE
READ APP BADGE
USE_BIOMETRIC Permissions to use biometric information during login.
USE FINGERPRINT _ _ _ )
GET _ACCOUNTS Permission to access account ID and service information In conclusion, this research conflrmed that.th.e Orange
, , , , , Safe" app requests only the essential permissions to
registered on the Android device, used during login.

provide its services. In addition, all personal information

The app requests minimal information needed to provide services, such as device ID, account is used only with the user's explicit consent.

ID registered on the Android device, biometric information, system alarms, and vibrations.
Therefore, the app can be trusted and relied upon as a

dedicated service for campus safety at present.

9 Call and message permissions

o o . . . Fig.4. Percentage by Permission Type
Permission List Desription & ge by yp

READ PHONE NUMBERS Permissions to access the phone number list REFERENCES
READ SMS

and message contents.

CONTACT ME!

READ PHONE STATE [®)ii#5 i (@) [8) iz (@) | 'fyou are interested in my research or me,
s e Pl by, e S| visit my personal website. You can check my CV,
MODIFY AUDIO SETTINGS * Lrdde et | previous projects, things | have done before.
RECORD_AUDIO SR
E] E] Email: yujinlee@purdue.edu
The app requires these permissions to make emergency calls to security. PR RS ) Scan this for references SR ETER | Web: wwwyujinlee.me
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