Table of Contents

I. CHAPTER - INTRODUCTION ..ottt sttt 1
1. Introduction and Cohesion OF WOIKS.........ccooiiiiiiriiee e e 1
2. Law Enforcement and Emergency Response CONEXL...........ccevverieiieiieiiesieieesiesie e 2
KT o (0] o] L= o SRRSO 7
4. RESEAICH QUESTION ....ueeiiieiieiiesieee ettt ettt e et este et ene e beenteaneesreeneeenee e 12
ST - 0101211V 4 <SSP 16

[1. CHAPTER - LITERATURE REVIEW ......ccciiiiiiiiiiiiiieee s 20
ISR 101 o T L1 T [ o SR 20
FZ B 1< ] 0114 o] ST 20

2.1 INTOMMELION L..viiiiiiee bbbt sae b b beene e 20
2.2 Intelligence INTOrMAtION..........ciiiiiieeee e 21
PG 0] 1 1o To] = U1 o] o PSSR 22
2.4 FOIMANZALION ...ttt bbbttt e b b e ne e 25
2.5 INfOrmation SHATING .......ccooiiiii e 26
3. Research on Information Sharing ..o 27
4. Selected Theories and CONCEPLS ....cveivveiiiiiecieee et 30
4.1 General SYStEMS TREOIY .....ocuiiiiieee e 30
4.2 SOCI0-techniCal SYSEMS TNEOIY .......oiuiiiiiiicieee e 32
] r= 1] 0] [0 (=T I g T=To] o SRS 35
4.4 KNOWIEAGE NEIWOTKS. ....cuiiiiiiieiieie ittt 37
4.5 Cross Boundary Information Sharing ... 38
4.6 Interorganizational NEtWOIKS..........cooiiiiiiiieiie e 40
T o Tor - LI - T (0] £ SRR 42
T8 R I (1 OO SO OP R TPRT 42
5.1.1 TruSt DESCIIDEA ...ttt ee e 46
TN I {151 a0 R 1 0 SR 48
5.1.3 TrUSE AN CONTEXL.....ccuveiteeiieiesieesieeieseese e e e e e e este e e sseesreeeesreesseenseaseesseenseeneens 50


















46

information; and (C) availability, which means ensuring timely and reliable

access to and use of information. "

Trust is a significant factor in regards to information sharing and collaboration. It has
been introduced here as an identified problem area. The range of factors that affect trust and the

various forms of trust are examined in greater detail in the literature section.

5.1.1 Trust Described

Trust is a key influencer of sharing behavior. Trust, in various forms, is well recognized
in academic and professional literature as a major component to building and sustaining sharing
relationships among agencies (Gil-Garcia, Guler, Pardo, & Burke, 2010; Akbulut et al., 2009;
Canestraro et al., 2009; Dyer & Chu, 2003). Trust at the personal and agency levels was
identified as one of the most significant factors related to successful collaboration by public
safety partners (Treglia, 2012). In this dissertation, trust refers to the degree in which a person
with information is willing to share this directly or indirectly with another. This
conceptualization includes transfer both within the agency and outward to another. Indirect
sharing would involve such things as making data available through a system that is accessible to
others.

Trust has been identified as an area of concern in much of the information systems and

management research.’ Trust works that were made part of this research include those

® A list of trust works considered in this research include: Gao, 2005; Humenn, Chin, Kosiyatrakul, Older &
Northrup, 2004; Ostrom & Walker, 2005; Jing & Pengzhu, 2007; Koufaris & Hampton-Sosa, 2004; Lee, 2006; Lee,
Huynh & Hirschheim, 2008; Xiong & Liu, 2004; McKnight, Choudhury & Kacmar, 2002; Niu, 2007; Razavi &
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focusing on user-level issues, organizational considerations as well as models for technology
adoption such as Task Technology Fit (TFF) and theory on Individualism and Collectivism
(Gao 2005; Goodhue 1995; Koufaris & Hampton-Sosa 2004; Lee 2006; Niu 2007; Pardo et
al., 2006; Sass 2006; Vaughn, Henning, & Siraj, 2003; Xiong 2005; Zhang 2005). Terms of
interest in these works included trust, individual, user, fit, initial trust, and individual
relationships. The works cited include those from the fields of social science, social
psychology, public administration, policy studies, management information systems (MIS)
and computer science. They investigate and report on aspects of trust.

Recent work that addresses different aspects of trust in business and government
interactions points to trust as having a greater influence than was previously typically accepted
(Booth & Wheeler, 2007; Colquitt et al., 2007; Gerdes, 2010; Morris, Tanner, & D’ Alessandro,
2010; Staples & Webster, 2008; Venezia, 2010). In these publications, trust is identified as a
factor that is considered in the process of sharing information. Trust is also identified as a critical
element for collaborative work, especially in information technology development projects,
where it was determined to depend on the rate of knowledge sharing among those involved
(Luna-Reyes et al., 2008).

Trust is conceptualized in many ways. The definition is problematic due to the wide
variety of approaches to the concept. Risk is but one construct in the conceptualization of trust
(Boon & Holmes, 1991). The concept of interdependence is also at the functional core of
understanding trust. Interdependence is described as “the extent to which a person’s outcomes in

an interaction are contingent on or determined by another’s actions” (Boon & Holmes, 1991, p.

Iverson, 2006; Ruppel, Underwood-Queen & Harrington, 2003; Schoorman, Mayer & Davis, 2007; Zhang, 2005;
Rocco, 1998; ISAC, 2004; Li et al., 2008; Ray & Chakraborty, 2004; Chakraborty & Ray, 2006; Park, Suresh, An &
Giordano, 2006; Park, An & Chandra, 2007.
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191). It is the degree of interdependence between parties that impacts the relevance of trust for
the encounter such that the greater the interdependence the more critical is the need for and
impact of faith in the expected outcome. This is to say that when the interests of the parties
involved are in harmony the level of trust is less of an issue than where each has different

preferences or expectations for the outcome.

5.1.2 Risk and Trust

A risk-based method to considering trust is finding increased acceptance among theorists.
Trust includes accepting the attendant risk and vulnerability inherent in participating in an
information sharing system, personal, or interorganizational exchange, which is not your own
(Luna-Reyes, Black, Cresswell, & Pardo, 2008; Zaheer et al., 1998). Trust is differentiated from
other risk because it involves beliefs regarding the motivations of others.

In the public safety arena, multiple agencies are separately responsible for their
information and physical resources. Agencies do not have direct control over what happens to
their assets or information after it is transferred or accessed by others and this can be a source of
distrust. Having external forces such as a third-party enforcement capability can improve
perceived trustworthiness among businesses (Raiser, 2008). Such an arrangement may be useful
to consider in the public safety case.

Trust has predicted risk taking and counterproductive behaviors in organizational settings
(Colquitt, Scott, & LePine, 2007). It remains unclear whether the risk is “antecedent to trust, is
trust, or is an outcome of trust” (Mayer, Davis, & Schoorman, 1995, p.711). Trust itself is
imperfect and generally necessary for cooperation to occur. Cooperation as used in this
dissertation involves agents, to include individuals, firms and government entities, agreeing on

rules, which are then observed across their interaction (Binmore & Dasgupta, 1986). Gambetta
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asserts that “Trust uncovers dormant preferences for cooperation tucked under the seemingly
safer blankets of defensive-aggressive revealed preferences” and that being wrong about a
particular choice is always a possibility (Gambetta, 2000). Progress depends on taking these
chances in some cases.

Trust also involves issues of agency. Reliance on others or turning over control regarding
an action or decision involves risks. The principal-agent problem, also known as agency
problem or principal-agency problem, is a concern in economics, business, political science, and
public safety. It relates to the conflict that arises where agents (people or an entity) responsible
for looking after the interests of principals (others) use their power for their own interests ahead
of the interests of the principals (Gailmard, 2010; Miller, 2005). The focus of positivist
researchers has been on governance, identifying situations where a principal and agent may have
conflicting goals and describing oversight or control mechanisms that mitigate the self-interested
actions (Eisenhardt, 1989). This principal-agent role conflict can be a source of tension over
information sharing and shared management of resources in public safety. In public safety
especially, command personnel must depend on agents who may or may not directly report to
them to complete tasks. There is risk that responders will act autonomously where there is
limited contact or control with the supervisors, where there is conflicting information such as the
stated condition at a scene versus the firsthand observations, and where individual interests may
conflict with those of the command personnel (Rauchhaus, 2009). Agencies use measures such
as monitoring technologies, providing incentives for good behavior, punishing non-compliant
behavior, promoting their goals and objectives clearly to regulate employee action. Providing for
effective accountability and control mechanisms remain issues to be addressed in the law

enforcement and emergency response context.
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5.1.3 Trust and Context

The meaning of trust varies by situation or context. According to Ross and LaCroix, trust
may be considered according to one of three orientations: cooperative motivation, patterns of
predictive behavior, or having a problem-solving focus. They also identify that individual
predisposition to trust or not trust influenced behavior. In negotiation, those with higher trust
were more likely to give the benefit of the doubt to the other party absent clear evidence of
untrustworthiness (Ross & LaCroix, 1996). In the legal community, internalized notions of
trustworthiness, versus external market forces, are found to be important in corporate sharing
relationships (Blair & Stout, 2001). Predisposition and context are important to considering trust
behavior (Sales, 2010; Winkler, 2008). In the public safety realm, it is typical for the first
reaction to be towards trust in another agency, absent evidence that it should be otherwise.

Jeffries observed that perception of others’ behavior has significant influence on trust
following a time of interaction between participants (Jeffries, 2002). The role of attributions in
shaping employees' trust in their supervisors was also investigated. Findings include that when
employees make sense of negative events, they consider whether the supervisor's behavior was
appropriate based on the context in which it occurred (Krosgaard, Brodt, & Whitener, 2002).
This has implications as to actions that seem harsh but are necessary at the time. In emergency
response, and law enforcement especially, there are times when direct action is necessary and

little time is available for introduction or explanation by those in charge.

5.1.4 Trust Level
Trust occurs at the individual and organizational level. It includes other law enforcement

officers and extends to the other staff or persons who may gain access to information, were it
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made available to them and assumes that there is a means for sharing this information (Scott,
2006). Individual agencies may handle information security differently. One agency may require
a higher standard than another and not share information based on that. It is also a fact that
corruption in a given agency may occur and at any level (Ivkovic & Shelley, 2005). The person
responsible for sharing intelligence information may have personal knowledge of individual
employees who they do not trust or a general impression or bias, correct or not, of the security
within the agency in general terms. Personal impression does influence their decision to share
information on the unified system or not. Trust may weigh heavily on the decision to provide
information as well (Niu, 2007; Pardo, Cresswell, Thompson, & Zhang, 2006). In the case of a
very trusting person, he or she is more likely to freely provide information to the system than
someone who is more apprehensive or who has some specific concerns as above.

Trust was identified as a contributing factor to user adoption of new technology
systems in a study by van de Wijngaert and Bouwman (2009). In their study of potential
adoption of new wireless grids, communications technology, willingness to share, and potential
use of the technology, was found to be related to trust. Authors were referring to trust in the
partner, trust of the social context, and trust in the technology itself. This same study provided
some of the initial support used in the creation of the information sharing framework. It
identified here that in emergency situations people are more willing to share information (van de
Wijngaert & Bouwman 2009).

Trust as it relates to information sharing was investigated as well by Young-Ybarra and
Wiersema (1999). The authors were able to model the weight of the influence of trust in
interactions across organizations. They suggested that in accordance with social exchange

theory communication, attachment, and having shared values had a significant influence on trust.
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5.1.5 Trust and Sharing

Trust and a reason to share are required for information sharing to occur. An obvious
comment comes up regarding the need for a channel or means for sharing if, in fact, the decision
IS made to share information. This is addressed in the framework as a hygiene factor, the
capability to share, as well as time to do so, are important factors, but not controlling ones,
regarding the decision to share or not to share.

In the process of information sharing, the actor is posited to follow an order of operation
in thought that considers trust of the other party involved and the criticality or significance of the
information and its potential result, either good or bad, on the actor or another party or group, in
determining whether or not to share the information. Without this preceding process to actually
share the information, issues of time sensitivity or ability to share, or channel, are not relevant.
If an actor has chosen not to share information, there is no meaningful consideration for channel
availability or time constraint. Time and channel impact the actions, but do not play the

prominent role in the decision itself.

5.1.6 Determinants of Trust

Three determinants of trust— having clear roles and responsibility, knowledge of the
other organization, and the way in which authority is exercised— were identified as important
determinants of trust relative to cross-boundary information sharing (CBI) initiatives in
government. The study involved one county and two state-level criminal justice as well as five
state and local public health agency initiatives (Gil-Garcia, Guler, Pardo, & Burke, 2010).
Having clear roles and responsibilities speaks to limiting what authority or scope of action one

may be giving over by trusting in a transaction. That is consistent with the understanding and
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context of how trust is expressed in this dissertation. Personal factors that include the way in
which authority is exercised are observed in the CNYICC case study and in the literature. This

further supports the assertion that observed actions and behaviors influence trust.

5.1.7 Legitimacy and Trust

Legitimacy building in business networks, which is much related to trust studies, is the
focus of a study by Human and Provan (2000). Legitimacy is described as referring to “the
status and credibility of the network and network activities as perceived both by member firms
and outside constituents like funders and customers” (Human & Provan, 2000, p.328). In that
study, three dimensions of legitimacy formation are identified: network as form, as entity, and
as interaction. These dimensions of legitimacy are reported to be related to future success or
failure of a cooperative business network, operationalized as achieving sustainment or demise.
That study reported that “achieving success and sustainment depends on a long process of
building legitimacy across three conceptually distinct dimensions and being able to overcome
significant challenges based on critical legitimacy deficiencies” (Human & Provan, 2000,
p.361). Agencies networking in the public safety community build legitimacy over time and
may not automatically endow each other with complete trust. That being said, there are also
many times in the public safety context where the urgency of a situation demands blind faith in
another officer or agency. Officers or responders who do not know each other do help each
other in life-and-death situations unquestioningly when necessary. The notion of a
“brotherhood,” in this way, among law enforcement and firefighters is real and necessary in
situations where urgency and teamwork are essential. There are times where “blind faith” is

needed to get a job done.
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Interorganizational networks include interaction in dyads. Dyads, defined here as a
group of two, are also considered networks. They involve exchange of information or
resources between two or more participants (Arino & Reuer, 2006). The need for legitimacy

establishment in larger networks applies to these more intimate interactions as well.

5.1.8 Reciprocity and Trust

It is common in public safety for personnel to extend favors in the form of information,
services, or use of resources as professional courtesy. According to Ostrom and Walker “all
reciprocity norms share the common ingredients that individuals tend to react to the positive
actions of others with positive responses and to the negative actions of others with negative
responses” (2005, p.42). This type of exchange may be part of doing one’s job or outside the
standard operating procedure or protocol. This may not always occur without expectation of a
return of some value or reciprocity. Oakerson explains that, “in a reciprocal relationship, each
individual contributes to the welfare of the other with an expectation that others will do
likewise, but without a fully contingent quid pro quo” (Oakerson, 1993, p. 143). An example
may involve a person from a state agency providing information on a subject’s address without
having the requestor complete the formal written request protocol. These exchanges, which
typically do not involve a pre-identified favor in the future, occur based the notion that there is
an unstated but understood reciprocal treatment return favor in the future.

Different agencies typically have related activities and investigations at times. This type
of reciprocity of trust is a social exchange process without necessarily an identified future
return (Ostrom & Walker, 2005, p. 232). This type of social capital is defined as “shared
knowledge, understandings, norms, rules, and expectations about patterns of interactions that

groups of individuals bring to a recurrent activity” (Dasgupta & Serageldin, 2000, p.177). This
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understanding is prevalent in the public safety community (although there remains distrust
across some agencies and individuals as well). In the public safety community, this is a shared
norm. Ostrom notes that a group with more evolved generalized reciprocity, that without a
specific quid pro quo relationship, can achieve more than when such developed social capital is
not present (Ostrom, 2009). Information sharing and collaboration in public safety is therefore

improved where these relationships are fostered.

5.1.9 Trust and Assurance

Consistent with the use of information assurance in this dissertation, assured information
sharing is defined by Thuraisingham (2008) as information that is shared between organizations
while enforcing security and integrity policies. Research on emergency services reported that
technical environments, such as other agencies’ information assurance level and having technical
standards, seemed to encourage information sharing systems use (Lee & Rao, 2007). This is
consistent with findings in the CNYICC case study; agency personnel are more comfortable with
information that is known to be “vetted” through an established technical or policy system.
Having established standards for systems was said to make them more acceptable and trusted.

The first essay addresses additional categories that relate to information systems assurance.

5.1.10 Trust and Technology

Trust has been identified as an area of concern in much of the information systems and
management research as it relates to the technical systems as well as in the personnel, cultural, or
social aspects of interaction and exchange (Dawson, Reid, Salim, & Burdon, 2010; Gil-Garcia,
Chun, & Janssen, 2009; Headayetullah & Pradhan, 2009; Levin & Cross, 2004; Zaheer,

McEvily, & Perrone, 1998). On the technical side, information systems must be adequately
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trustworthy and available to the agencies that wish to collaborate (Zargar, Weiss, Caicedo, &
Joshi, 2009). As used here, trustworthy refers to physical or structural characteristics of the
system such that it is considered accurate, available as needed, free from intrusion or alteration
of data, and that access is restricted to appropriate entities. There is related work from the field of
organization science that identified the importance of access and safety as features impacting on
sharing information. Access is related to availability and safety to concerns over the security of
the system (Cross, Parker, Prusak, & Borgatti, 2001). Trustworthiness is said to reduce

transaction costs in information exchange (Dyer & Chu, 2003).

5.2 Culture

In this study culture is used to describe the accumulated experience, knowledge, values,
beliefs, attitudes, meanings, structures and concepts acquired by an identifiable group of people
and expressed through their actions. While there is no universally accepted definition of culture
there are elements that are commonly accepted. Culture is socially constructed, holistic,
historically determined and difficult to change (Hofstede, Neuijen, Ohayv, & Sanders, 1990).
Public safety personnel, such as law enforcement and fire fighters, have a history of being
strongly socialized. Culture in this distinctive area of public safety has been studied at various

bureaucratic and operational levels (Paoline, 2003, Farkas & Manning, 1997).

5.2.1 Social Factors

Socially, the culture within a particular organization will influence the degree of
information sharing that occurs. Presently, distrust and lack of knowledge of the other parties
involved may hinder information sharing (Glomseth, Gottschalk, & Solli-Saether, 2007). This

involves agency culture and even personal ties or connections with other involved agencies,
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which includes informal or shadow networking ties outside the workplace to include family and
friends or other associations that involve one member having some other contact or relationship
with someone associated with another agency. A ready example is family, friends, or
participation in clubs or activities that involve others apart from the work environment. External
contacts can have a positive influence on the likelihood of information sharing. Shared training
and joint operations such as the U.S. Marshals fugitive roundup with local agencies in Florida

can have positive effects on sharing (Clark, 2008).

5.2.2 Cultural Factors

Research has been conducted on cultural influences on information sharing behaviors in
the public sector (Dawes et al., 2009; Treglia & Park, 2009; Wilson, 2010). Agency culture will
impact whether or not a person working within a particular agency shares information or not
(Drake, Steckler, & Koch, 2004). Apart from the policy of the agency, each agency has a
recognizable organizational culture (Pardo, Cresswell, Thompson, & Zhang, 2006). There are
unwritten rules for behavior in organizations, and they may restrict or encourage the sharing of
information across agencies. A study by Dawes identified three subcultures within the public
sector (scientist, politician, and bureaucrat) as a framework to examine benefits and barriers
associated with interagency information sharing. Additionally, four types of systems (social,
constituency, technical, and organizational) that influence information-sharing processes within
and across agencies have been identified (Drake et al., 2004). Making changes to organizational
culture is difficult as elements that cause the formation of culture occur over time and emerge
from a variety of sources within, and outside, the agency (Doney, Cannon, & Mullen, 1998).

A culture fearful of information technology may be overly cautious or avoid innovation

that could improve communication (Kaarst-Brown & Robey, 1999). Research done in 2003
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using the Rocheleau Data Sharing Model on North Carolina Law Enforcement agencies found
that respondents shared data with those organizations having shared goals and common interests,
which supported their core functions. Rocheleau (1996) developed nine hypotheses about public
sector information sharing from management literature on both the private and public sectors.
The hypotheses are organized into three main categories: facilitating forces, internal facilitators,
and inhibiting forces with 13 independent and two dependent variables developed from the
hypotheses (Rocheleau, 1996; Vann, 2005). The study by Vann (2005) used an instrument
developed to measure correlations between variables (Vann, 2005). Six independent variables
were found to have significant correlation with computerized data sharing in the law
enforcement agencies here: "common goals, core functions, organizational survival, top
management, Internet applications, and organizational autonomy (Vann, 2005)." A further
finding from this work was that although top management support is important to sharing, it was
influence by top managers within law enforcement that mattered to a greater degree than
management or political leadership outside the agency. These findings are especially significant
in relating this work to the information sharing factors model of the first essay and the case study
of the CNYICC, both in this dissertation. Facilitators and detractors as applied to information
sharing and collaboration are discussed in the first essay. Inthe CNYICC case study, factors
such as common goals, autonomy, and top management influence were found to be important to
establishing cooperation in emergency communications projects.

Examples of studies done on information sharing in agencies outside the United States
include those by Glomseth et al., 2007 and Jing and Pengzhu, 2007. Glomseth found knowledge
sharing relative to police investigations, which is a form of information sharing, was affected by

the extent of team culture in an agency. Team culture was described as a dimension of
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occupational culture. In a team culture, members share a group orientation over individualism
and tend to cooperate with each other. This study, however, was conducted in Norway. The law
enforcement culture in Norway is not necessarily consistent with agencies in the United States.

Jing and Pengzhu studied information sharing behaviors of eight agencies in China that
had responsibility for identifying unlawful business activity such as false accounts, forged trade
documents, money laundering, and tax evasion. Findings include that inconsistency of policy
hindered government-to-government information sharing in China. They note that the
government in China is more vertical, with more clearly defined leadership, whereas the U.S. is
observed to have a more horizontal structure without common executive leadership. In the
Chinese cases, organizational compatibility was found to be more of an issue negatively
affecting information sharing than were technical factors. The government environment and
culture are not the same as the U.S.; however, the finding that culture and policy factors matter
more than technical factors are consistent with the propositions and findings of this dissertation:
that social and policy factors matter more than technical factors in information sharing
relationships. Such studies may not generalize to the U.S. environment in many respects as
culture and policy differ significantly.

There is work done in the U.S. on social and cultural influences of information sharing
behaviors in the public sector (Luna-Reyes, Andersen, Richardson, Pardo, & Cresswell, 2007). A
dynamic theory of the socio-technical processes involved in defining problems in integrating
information was created. The study involved a Criminal Justice Information Technology group at
the state level. The created model shows the importance of social accumulations such as trust,
understanding, commitment, and engagement in managing information-sharing projects. This

process is in line with the approach taken in this dissertation. Social factors, which include trust
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issues, are important to understanding information sharing behaviors in law enforcement and
emergency response (Treglia, 2012).

Police agencies were the subject of a study on patterns of informal communication ties
between agencies and the influence of the network contacts on adoption of innovations and
change in agency practices (Roberts & Roberts, 2006). Findings there included that agencies
tended to choose agencies larger than themselves and agencies of the same type for contact and
guidance (Roberts & Roberts, 2006). The preferred networking in that study occurred at or above
the level (relative size) of the initiating agency. Larger agencies, according to the study,

generally do not communicate as readily with those considered smaller.

5.2.3 Interorganizational Networks

Literature in the area of interorganizational networks includes findings relevant to the
interest here in information sharing problems, especially as they pertain to risk and trust in
information sharing exchanges. Most conceptualizations of interorganizational networks refer to
themes of social interaction, relationships, connections, collaboration, trust, collective and
cooperative action (Provan, Fish, & Sydow, 2007). The significance and role of trust is discussed
in (Ekbia & Kling, 2005; Uzzi, 1997). Podolny and Page (1998) include varying forms of
cooperation, strategic alliances, collaboration, joint ventures, and consortia within their definition

(Provan, Fish, & Sydow, 2007).

5.2.4 Informal Networks

Informal networks (also referred to here as shadow networks) involve the situation where
a personal or agency connection, in or outside of the workplace, creates a conflict of interest and

the organization or individual may not act in a non-biased, objective manner. This may involve
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personal friendships, affiliations or family ties and connections through other activities or
interests outside the workplace. This can have positive and negative effects for organizations
(Ingram & Lifschitz, 2006). Information that may negatively impact an agency or key
individuals or associates may be withheld and not shared by the organization involved. This is
where conflicts of interest are at play. The stigma or interpersonal links behind the scenes plays a
role in interaction and sharing decisions (Kulik, Bainbridge, & Cregan, 2008).

Observers must account for these interpersonal connections that may exist in the law
enforcement environment; there are times where sensitive information comes too close to home
for those involved to remain non-biased (Huijboom, 2007). A law enforcement officer is not
going to give his or her own mother a ticket, and similarly agencies and officers may have
personal and other ties that influence or bias their information-sharing behavior. Threats to the
security and assurance of information sharing systems that are driven by even adversarial or
other ulterior motives must be anticipated and understood. Edward Norris, who served as New
York City Deputy Police Commissioner, Superintendent of the Maryland State Police and
Baltimore Police Commissioner, was indicted for corruption in 1993, which included allegations
of thefts of money from secret funds (Levitt, 1993). The fact that humans are imperfect is not in
question; the concern is that systems must be in place that account for such a condition and

which can still be effective in this environment.

5.3 Criticality

Criticality relates to the potential harmful impact of the information and its urgency. It
can also include a potential scarcity of a resource such as something key to an activity or
operation (Yound-Ybarra & Wiersema, 1999). Information that, if not acted upon, may cause

specific harm, plays a critical role in the likelihood that it will be shared. Studies show that
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officers are more likely to share information where there is a clear and present danger to life or
property (Lee & Rao, 2007).

The criticality of the information itself, and its potentially harmful impact if not
disclosed, is a key influencer of action in sharing information. The rules and expectations seem
to be different where exigent circumstances come into play. On a day-to-day basis, the
information and collaborations must be effective and rehearsed so that when the emergency does
occur and the various agencies must come together and collaborate, there are channels, systems,
data, and other resources readily available for this, which cannot happen effectively without prior
preparation.

In a direct way, there is no sharing of information without a channel or technological
means to do so. If there is no possible way to share information then there is no constructive
value to considering whether or not to share the information; it is a moot point. If the actor
knows in advance that there is no way to share information, the activity of making the sharing
determination is not necessary. The two events are separate; the decision as to share or not share
information itself, and the other, whether or not this is possible or not, due to physical capability
and time.

The matter of time playing into the decision process is more complex. Criticality may
involve the pressure of time playing into the decision of whether or not to share information. An
actor may have information to share regarding an incident, but hold off and, as a deadline
approaches, feel pressured to act because the situation did not change or no other person stepped
in to provide the information. In this case, it appears that time played a role in the decision to
share or not share. A more fine-grained analysis reveals this scenario not to be accurate. Time is

forcing the decision process but is not directly involved in the equation of trust and criticality as
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those elements have been described. Criticality is separate from but related to the issue of time.
Criticality involves consideration of things such as importance or danger to others as well as
potential benefits that may come from the sharing of the information, among other things
previously reported on. In this instance, a person holding off a decision, hoping for some other
intervention, is only delaying making the decision. The decision itself of whether to share or not
share information remains based fundamentally on trust and criticality. The decision described is
based on the possibility of another solution becoming available or not; time affects the dynamic

as a deadline for making the decision but not as an element of the decision.

5.4 Quality as Assessed by User

The quality of information is also determined by the user's perspective and role.
Information that is of high quality for one user's purpose may be considered of low quality to
another (Singh, Park, Lee, & Rao, 2009). Information needs for law enforcement at a terror-
related explosion may be different than for the responding ambulance crews; both will be
concerned with aid to victims and the law enforcement may further have interest in identity and
affiliation of victims who may also be participants. It is standard practice for police to investigate
all "hostages" that are released or rescued to determine both well-being and affiliation. By its
nature, the dimensions of quality information are difficult at times to observe, capture or measure

(Singh, Park, Lee, & Rao, 2009).

6. Technical Factors

The Technical domain consists of factors such as interoperability, availability, and

control. These are further identified in the following sections.
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6.1 Interoperability

Interoperability is a critical issue facing public sector entities that must access
information from multiple information systems and sources. Establishing semantic
interoperability among heterogeneous and distributed information sources remains a critical issue
in research and practice (Park & Ram, 2004). There are many disparate information systems
currently being used by law enforcement agencies for data management and communication,
such as COPLINK, OneDOQOJ, N-DEX, ALECS and others (Bulman, 2008; Chen, Zeng,
Atabakhsh, Wyzga, & Schroeder, 2003). This lack of standardization creates obstacles for
resource sharing and innovation adoption. Having uniform standards in hardware and software
would allow for greater innovation and product development (NIST, 2005). Even at the data
collection point, problems arise. A 1921 quote from a text on American Police Administration
(Graper, 1921), which was written prior to the technology boom, but informative even today,

illustrates this issue:

"Unless the facts upon which information is desired are definitely outlined
there will be great variety in the methods of reporting and in the
information given. Formerly it was customary for members of the force to

make reports much as they pleased.” (Graper, 1921, p.287)

This is further complicated by the fact that, as time goes on, agencies become engaged
with and invested in different technologies and procedures. This is a technology and process
legacy issue. As such, more will be at stake in the future when these agencies are asked to make

a change to more universal or standardized method of operation, and the transition costs may be
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too high (Powner, 2008; Scott, 2006). There are technological solutions emerging that address
this need in different ways. Improved security and networking technologies may address some

of the current barriers identified.

6.1.1 Wireless Grids and Edgeware

There are alternate means for improved networking. Wireless grids as a new sharing
technology and innovation has application potential in the area of law enforcement and
emergency response (Treglia, et. al., 2011). Wireless grids are defined as providing “flexible,
secure, and coordinated resource sharing among dynamic collections of individuals, institutions,
and resources” (McKnight, Howison, & Bradner, 2004, p.26). This includes electronic enabled
sharing of voice and data. Resources shared in this context include technological devices and
services that are accessible through wired or wireless communication channels. Institutions and
individuals that have or use these devices are the users. The public safety arena involves a
variety of devices for communication and data access including radios, cell phones, PDA’s,
alarms, sensors, WiFi networks, and other wired and wireless networks. Services include things
such as internet access, databases, public and private networks, and other information resources.

A new class of open standards software that facilitates activity across wireless grids,
called edgeware, enables ad hoc connection of people, services, software and services in a
personal cloud, is becoming available (Treglia, Ramnarine-Rieks, & McKnight, 2010). Many
aspects of the technical barriers to information sharing can be largely set aside in an environment
such as that provided through wireless grids edgeware, allowing us to concentrate on other
important issues.

This is different from the traditional conception of a shared computational processing

resource grid for parallel computing or combining high-end processing resources for computing
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large tasks. The form of grid computing described here offers a solution to the challenge of
"flexible, secure, and coordinated resource sharing among dynamic collections of individuals,
institutions and resources"(Foster, Kesselman, & Tuecke, 2001). The grid here allows for the
cooperation and coordination of varied devices and platforms that may be wired or wireless. The
ultimate vision of the grid is as an adaptive network providing secure, inexpensive, and
coordinated real-time access to dynamic, heterogeneous resources (services, application,
information, and computational power), that can traverse geographic, political, and cultural
boundaries and still maintain the desired characteristics of simple distributed systems, to include
stability, transparency, scalability, interoperability, and flexibility while maintaining security and
integrity.

Wireless grid applications may be considered in three categories of applications, those

that:

(1) Collect or aggregate data;
(2) Take advantage of their location or where they can move to and,;

(3) Take advantage of cooperation among a mesh of mobile devices.

Some authors suggest that this emerging infrastructure for a wireless grid will
fundamentally change the way society thinks about and uses computing (McKnight & Kuehn,
2011). A broader understanding regarding the nature of the capabilities and options grid
computing allows for, as well as the technology necessary to realize the new opportunities, is
required (Fichman & Kemerer, 1997). The grid-computing concept provides for the creation of

virtual workspaces as configurable execution environments that are created and managed by
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describing client requirements (Fichman & Kemerer, 1997; Lyytinen & Rose, 2003). Recent
work regarding wireless grids includes research on: user and socio-technical perspectives and
challenges (Dillinger & Buljore, 2003; McKnight, Katz, & Vaaler, 2001); coordination of user
and device behaviors (McKnight, Lehr, & Howison, 2007; van de Wijngaert & Blondia, 2004);
future internet applications and bridging communicative channels (Jin, 2002; McKnight &
Kuehn, 2011; Rogers, 1995). Wireless grids and edgeware may benefit law enforcement
agencies and emergency responders by providing an alternate means to bridge different devices
and communication resources.

In the field of radio, wireless distributed computing networks (WDCNSs), as wireless grid
networks, can transform a group of resource constrained low-cost nodes into a high-performance
computing/platform. This area has application to connecting detection equipment and sensors to
first responders and investigators in the field. Within each WDCN, the resource requesting node
distributes its computing workload to service nodes through a wireless link (Chen, Newman,
Datla, Bose, & Reed, 2009). These service nodes compute the allocated workload and send it
back to the requesting node. Virginia Tech leads the effort to develop gridlets that structure
WDCNs over common wireless devices improving efficiency and stability. Areas of application
for this work are related to military scenarios, emergency and disaster response, and mobile

gaming.

6.2 Availability

Availability means that the systems must respond in a timely manner and have a
sufficient quality for user interface that the users in a given situation will accept them. These
systems must have a high degree of survivability and function in mission-critical environments

where parts of the network may be compromised but accurate service must be continued
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(Schooley, 2007). Network availability impacts acceptance and use of systems (Chan & Teo,
2007; Koroma, Li, & Kazakos, 2003). Information must be kept up to date and in accordance
with the users’ changing interests and needs. System performance and reliability become taxed
as these systems attempt to integrate with the variety of new technologies and protocols that are
being used. Systems become more prone to delays or failures as they must incorporate legacy
and other protocols into their core programming and functions. Increases in the sophistication of
security and authentication processes add to the workload and potential for system delay or
failure. Systems that are considered slow or non-responsive according to the expectations of the

users will have a hard time being adopted (Chan & Teo, 2007).

6.3 Control

Control over access, use and manipulation of the system and the data as perceived by
users is most important for information sharing and systems adoption. Losing control over the
information or data, or allowing it to be altered, after it is transferred to another party is a
concern for those providing their data. In addition to actual control over resources, it is expected
that their perception of having such control is important. Systems must be capable of monitoring
and managing all usage and dissemination of information, as well as provenance. This
accountability is for tracking purposes and a feeling of assurance, which is required for trust
(Powner, 2008). There is no one accepted formula to produce a sense of control. There is no
broadly accepted set of minimum security and access control standards and protocols for
information systems that have been uniformly adopted for use across federal, tribal, state, and
local agencies (Cresswell, Pardo, & Hassan, 2007). Distributed workflow control tasks in these

integrated and grid environments become complex and may require both local and remote



69

executions (da Cruz, Chirigati, Dahis, Campos, & Mattoso, 2008). Provenance and user control
tasks and capabilities must be suitable to these varied environs.

Acceptance is based on the terms of the individual users and agency culture. Each agency
may have different perspectives or requirements for what is considered acceptable (44 U.S.C. §
3542). Issues of broad-based system trust involve identifying and communicating minimum
standards for reliability, network security, and program security that can be accepted by all
members of the law enforcement community at all levels. There is a range and diversity of
confidence needs here from low to high. The problem mimics the initial development of the
National Criminal Intelligence Center (NCIC), which began in 1967, and the National Law
Enforcement Telecommunications System (Nlets), which links state and many federal agencies
for exchange of criminal justice information (Dempsey, 2000). The problem entailed finding a
way to meet the needs of multiple and diverse interests in an environment characterized as one of
control over resources. Much work was done to identify a minimum set of security protocols,
which would be understood and accepted by the greatest number of participants.

There have been a number of agencies looking to address information sharing standards,
none of which have garnered universal consensus and some of which are no longer operating.
Standards are proposed from agencies such as the Department of Homeland Security and the
United States Department of Justice as well as through groups such as the Law Enforcement
Information Technology Standards Council (LEITSC, 2009, 2012). LEITSC was comprised of
the International Association of Chiefs of Police, the National Organization of Black Law
Enforcement Executives, the National Sheriffs’ Association, and the Police Executive Research
Forum, but has been discontinued. The Global Justice XML Data Model (GJXDM) is part of the

Global Justice Information Sharing Initiative's (Global) Infrastructure and Standards Working
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Group (ISWG). The ISWG looks to standardize the data sharing of justice organizations through
standards specification. Other organizations like the National Center for State Courts Joint
Technology Committee, American Probation and Parole Association (APPA), and the
Corrections Technology Association (CTA) are also working on shared universal standards
(Hicks, 2004). There is still no communitywide consensus.

The most widely known of the United States’ information sharing initiatives is the
National Information Exchange Model (NIEM). This is an effort to standardize content (data
exchange standards), provide tools, and manage sharing processes across entities. The exchange
development methodology supports a common semantic understanding across participating
organizations striving for data to be formatted in a semantically consistent way. NIEM was
created through a partnership of the U.S. Department of Justice, the U.S. Department of
Homeland Security, and the U.S. Department of Health and Human Services to develop,
disseminate, and support enterprise-wide information exchange standards and processes to better
share critical information in emergency situations and in day-to-day operations (NIEM, 2011).

Examples of NIEMS implementations include:

"Colorado Integrated Criminal Justice Information System (CICJIS) - The CICJIS
program facilitates the sharing of critical criminal justice data among five state-level
agencies at key decision points in the criminal justice process. It created the first
technical enterprise sharing architecture in the state and is driven by the business
information needs and business process requirements of Colorado's state criminal justice
agencies. CICJIS moved forward criminal justice data sharing using the Justice Reference

Architecture (JRA) and NIEM" (NIEM, 2011a).
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"Emergency Operation Center--Interconnectivity (EOC-I1) - The EOC-interconnectivity
(EOC-I) project defined a set of data exchanges for requesting and responding to incident
and resource information enacted and acquired during the incident. The NIEM-
conformant exchange and prototype system is based on emerging Internet technologies
and designed to improve information sharing, situational awareness, and collaboration by
regional EOCs during multijurisdictional emergencies to maximize the situational
awareness for first responders. The EOC-I project was developed through interactions
with state, regional, local, and tribal first responders in the Seattle and Cincinnati regions
as well as in coordination with FEMA and NIMS multiple working groups” (NIEM,

2011a).

Recent crises and scenarios such as those referenced above demonstrate that immediate,
secure, enterprise-wide information sharing and interoperable communications are required to
facilitate tightly coordinated response across multiple agencies, domains, and jurisdictions, and
agencies cannot oftentimes securely share critical information in "real time" (NIEM, 2007,
NIEM 2011). The NIEM process is designed to create efficient and effective sharing of
information using robust information exchange standards (NIEM, 2007; NIEM, 2011).

Technological solutions for improving information sharing between criminal justice
agencies have been investigated extensively. The effects of data quality and privacy on limiting
information sharing between criminal justice agencies was studied through use of a technological
software solution, Entity Analytics Software (EAS). The two cases studied showed that use of

technology improved identification of duplicated data across their records systems, thus
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improving information quality. The study proposes that having better data quality leads to
information being more readily shared between criminal justice agencies (Plecas, McCormick,
Levine, Neal, & Cohen, 2010). This dissertation posits that agencies are more willing to share
information that they trust to be accurate. In another study addressing technology improving
information utility, Yang used partial information from shared resources of separate criminal
justice agencies to conduct terrorist or criminal social network analysis. A finding here was that
even where incomplete information was provided due to security concerns, social network
analysis was improved where additional agency information was provided for the system (Yang,
2008). Technological solutions such as described here can enhance available information and
improve the sharing of information.

Research conducted at major universities investigated issues of cooperation, information
sharing and tools for law enforcement, and emergency response. Roundcount at Saint Louis
University demonstrated that county sheriffs and school superintendents found value in use of
information sharing through Geographical Information Systems (GIS) in crisis response
(Roundcount, 2010). Supporting that conclusion, yet separate from that study, was a 2011
incident in upstate New York involving a shooter near an elementary school. Having GIS
information could have been useful to responders there in assessing the situation for containment
and evacuation.

In 2009, the White House established the Information Sharing and Access Interagency
Policy Committee (ISA IPC) of the predecessor interagency body (the Information Sharing
Council) established by IRTPA. It is section 1016 of the Intelligence Reform and Terrorism
Prevention Act of 2004 (IRTPA), P.L. 108-485, § 1016, 118 Stat. 3638, 3664 (2004), as

amended, that directs the Information Sharing Environment (ISE) to improve the sharing of
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Terrorism and Homeland Security Information (ISE, 2011). The IRTPA definition of “terrorism
information” includes any terrorism-related information “whether collected, produced, or
distributed by intelligence, law enforcement, military, homeland security, or other activities,”
and amended in 2007 to include Weapons of Mass Destruction Information (ISE 2011). Partners
include: Critical Infrastructure and Key Resources, Department of Justice - Office of the Director
of National Intelligence, Department of Defense, Department of State, state, local, territorial and
tribal governments, Department of Homeland Security, and the National Maritime Intelligence
Center. The current ISE is to combine policies, procedures, and technologies linking resources
(people, systems, databases, and information) at all levels, tribal entities and the private sector;
the primary focus is "... any mission process, anywhere, which has a material impact on
detecting, preventing, disrupting, responding to, or mitigating terrorist activity” (ISE, 2011). In
2010, the Department of Justice created the "National Suspicious Activity and Reporting (SAR)
Initiative™ (NSI - National SAR Initiative) to assist participants at all levels in sharing and
compatibility. Today information sharing involves more than terrorism-related threats and issues,
but encompasses sharing information to improve the national security of the United States and
safety of the American people more broadly.

There are initiatives sponsored by the federal government that directly impact
information sharing efforts at all levels (ISE, 2011). These issues involve federated or delegated
control over assets and resources. Detailed information on these entities and activity is provided
in Appendix A (Federal Initiatives on Information Sharing).

It is important to have accepted technical standards for information sharing and exchange
if there is to be an environment of resource sharing, albeit difficult with so many competing

standards and entities involved.
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6.4 Technical Quality of Information

The quality of information remains an important consideration in law enforcement and
critical incident response. "Information quality” can be generally defined as the degree to which
the information meets the needs of the user, “fitness for use,” in both individual and
communal/societal uses (Stvilia, Gasser, Twidale, & Smith, 2007). Quality is a technical factor
in relation to the framework of Figure 2 (Treglia & Park, 2009). There has been limited work
specifically addressing this area as it relates to emergency response. The relationship between
information quality dimensions and challenges of coordination in information management
activities for interagency crisis response was investigated through a framework by Gonzalez and
Bharosa (2009). Other models have been proposed and there is guidance to U.S. agencies from
the federal level.

From the knowledge management field, Kulkarni, Ravindran and Freeze (2007) argue
that Information Quality measures semantic success, System quality measures technical success,
and User Satisfaction measures effectiveness success. Further, the authors see Information
Quality and System Quality as independent variables. The information quality measure of the 1S
success model is focused on relevance of information and precision while information quality
itself is comprised of multiple attributes. According to the authors, a more comprehensive
approach in this same area assesses quality based on the ability for information to be presented,
visually, auditorily, through text or graphics, and in the way most useful to those in need of the
information, as it pertains to their specific situation. Value determination is more related to
usefulness in the field or tactically.

Quiality information is crucial to law enforcement and emergency responders as decision

quality can be linked directly to availability of crucial information. Quality information has been
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identified as having the following characteristics: timeliness, accuracy, completeness,
consistency, relevance and fitness for the needed use, format, compatibility, security, and
appropriate amount (Kulkarni, Ravindran, & Freeze, 2007). This accounting speaks to the need
for the information to be understood by the user, a significant point that must be addressed in
cross-boundary and inter-cultural environments. Availability is an important consideration where
too much information may be coming in to digest or where communication bottlenecks may

occur, hindering the flow of the most needed information.

7. Policy Factors

7.1 Regulation and Legal Factors

The laws and policies governing information security, dissemination and use vary across
local, state, tribal, and federal agencies. Where agencies do not have clear guidance on whether
or not information may be shared, they may choose to take the safer path of not sharing to
protect them from potential liability.

Policy, Regulation and legal factors surrounding information sharing are complex
(McKay, 2008). This presents a problem for those wishing to share as much information as they
can (Carter, 2005). The concerns over privacy and violation of individual rights of citizens must
be addressed (German & Stanley, 2008). There is no clear standard or ready guideline for
agencies that addresses information sharing issues at the federal and local levels in a readily
usable way (Swire, 2006). Civil liberties issues must be addressed (Martin, 2004). If agencies
had this resource, they would be in a better position to actively share information and address the

concerns over privacy and sharing (Carter & United States, 2004). The notion of these barriers to
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information sharing acting as a “wall” has been proffered for some time yet arguments can be
made that it is lack of knowledge about current statutes and policy and not the statutes

themselves that are hindering agencies from sharing (Martin, 2004).

7.2 Governance

The governance systems regarding law enforcement collaboration may be a source of the
sharing and collaboration problem. Historically, there has been a top down approach to
implementing information sharing mandates. Law enforcement agencies in the United States,
however, share overlapping responsibilities and jurisdiction with no one unitary command,; this
creates problems over control and authority in investigations and information sharing and access.
Edwin Meese 111, 75th Attorney General of the United States and Ronald Reagan fellow for the

Heritage Foundation wrote:

"Federalizing crime undermines the idea that the states should be free to experiment with
their own systems, to be in effect laboratories of government effectiveness. Furthermore,
it shifts accountability, and as | mentioned, certainly confuses the citizens as to who is in

charge" (Meese, 1998).

Agencies independently act in the interests of their constituencies as well as for the broader
collective good. Agencies may participate by providing their data in a shared information system
or not based on which agency owns or operates the system. The governance structure itself plays
a role in how agencies choose to participate in jointly operated or controlled systems or activity.

Walker and Ostrom write that “institutions and context play a key role in creating assurance”,
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building trust (2007, p.33). Having appropriate governance structures can foster better
cooperation (Ostrom, 2009; Ostrom, 1994). This is to say that there is a fit between the
controlling structure and the individual environment and circumstances that it is operated in.
Effective Structures and governance systems for the public safety realm are likely to be different
than in education, for example. Governance is sensitive to context.

The Law Enforcement-Private Security Consortium conducts research on and supports
development of effective law enforcement-private security collaborations in the U.S. A finding
of this consortium is that cooperation between private security and law enforcement is hindered
by a lack of an accepted coordinating entity (LEPSC, 2009). Additional factors related to
governance include findings that governance structures influence cross-boundary information
sharing in criminal justice agencies at the state and local levels. Determinants of effective
governance structures supportive of cross-boundary information sharing include having the
following: knowledge of information needs, knowledge of the environment, a diversity of
participating organizations and their goals, knowledge of participating organizations, enabling

legislation, and executive involvement (Pardo, Gil-Garcia, & Burke, 2008).

7.3 Levels

There is research that focuses on interagency information-sharing issues in the law
enforcement sector that was done in the United States that involved looking at agencies sharing
information at the same levels (Pardo, Gil-Garcia, & Burke, 2008), and sharing information
generally (Akbulut, 2003; Fedorowicz et al., 2010; Randol, 2009). Other studies were not
conducted with law enforcement agencies and do not differentiate intelligence information from

other information gathered and shared (Pardo et al., 2006).
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A case study through Rutgers University explored perceived efficacy of fusion centers
(formal collaborations between multiple agencies within a state for information sharing), and
found the fusion centers continue to struggle with many process, analysis, and other challenges
(Graphia, 2010). The study at Georgetown University addressed homeland security collaboration
issues among state-level players, using survey data from the Council of State Governments
(Rabbit, 2009). They found that having state-level participation in terrorism-related
investigations with federal agencies enhanced state-federal collaboration. Research conducted by
Thatcher at the University of Arizona investigated individual and organizational antecedent
factors to use of knowledge-sharing technologies. In particular, their study highlights that
information sharing is affected by organizational context. A finding included that "given the
characteristics of a police organization, an increase in the use of the knowledge sharing
technology to communicate with external groups results in decreased productivity and job
perceptions” (Hauck, 2005). Officers must take time out from other activity to input information
into knowledge-sharing systems. Officers in many cases are rewarded or recognized more for
individual achievement and passing on information that others could use for their own gain (such
as closing a case by arrest) can be seen as counterproductive by individuals. The study supports
the notion that law enforcement and other entities must be aware of context and possible
unintentional effects of using knowledge-sharing technology.

At the federal level in the United States, the Secret Service (USSS) is one example of an
agency, which deals with information sharing policy across all federal, tribal, state, and local
agencies and which looks to engage with non-government entities and citizen groups. One of
their roles is to participate in "the planning, coordination and implementation of security

operations at special events of national significance” (USSS, 2011). Where an event is
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designated by the Secretary of Homeland Security a "National Special Security Event (NSSE)",
the Secret Service takes on a mandated role as lead agency for design and implementation of the
operational security plan (the Presidential Protection Act of 2000 became law in 2000 and
included in the bill an amendment to Title 18, USC 8§ 3056, which codified Presidential Decision
Directive PDD-62 regarding combating terrorism). In this role, the USSS has established policy
and procedure for engaging with established and created partnerships between law enforcement
and public safety officials as well as other entities to provide a safe environment for all
participants and the general public. This entails enormous coordination and contact with formal
and informal stakeholders as noted and published in the After Action Report of the National
Capital Region (NCR) Project Team "2009 Presidential Inauguration Regional After-Action
Report (AAR) Summary" (NCR, 2009). Lessons learned from this and similar experiences
provide valuable information on communication and cooperation in mixed environments. Due to
the nature of action and agencies involved, much of this is not for public disclosure or outside
dissemination. This is an area where is should be noted that not all resources and data that may

be available can be shared even across law enforcement entities or other emergency responders.

7.4 Jurisdiction and Overlap

Additional concerns are raised regarding factors of control, governance, and
responsibility over information and incidents. As identified previously, the governance structure
of law enforcement and emergency response agencies in the United States is primarily
decentralized, not operating under a unitary command and control structure.

The problem of shared responsibility and overlapping jurisdiction affects the ability of
law enforcement entities to cooperate effectively. At the federal level, there are crimes that are

clearly violations of specified Federal statutes, yet they may have State, Tribal, or local
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equivalents. This makes jurisdiction unclear in many cases. Across federal agencies such as the
FBI, DEA or others, they too may have overlapping jurisdiction and/or responsibility for a crime
or the accompanying co-occurring incidents or offenses.

Crimes surrounding acts involving illegal drug (or controlled substances) possession,
creation, and smuggling by an organized gang is a fair example of crime that may cross several
federal and local agencies authority. Local law enforcement has clear authority in this regard
where the incident, or part of it, occurs in their designated geographical jurisdiction, but they are
not alone. By way of example, if this incident took place on the railroad track of a town within a
county in a state, the town police, railroad police, county and state police may all have similar
authority to investigate it. There are other agencies such as the DEA and/or FBI who could also

be involved. The Federal Drug Enforcement Administration (DEA) mission is to:

"...enforce the controlled substances laws and regulations of the United States and bring
to the criminal and civil justice system of the United States, or any other competent
jurisdiction, those organizations and principal members of organizations, involved in the
growing, manufacture, or distribution of controlled substances appearing in or destined
for illicit traffic in the United States; and to recommend and support non-enforcement
programs aimed at reducing the availability of illicit controlled substances on the

domestic and international markets" (USDEA, 2011).

The FBI mission is to "to protect and defend the United States against terrorist and foreign
intelligence threats and to enforce the criminal laws of the United States" (FBI, 2011). The FBI

priority areas include: organized crime, violent crime, and major thefts. There would need to be
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a discussion as to whose resources and responsibility would ultimately be used. Other examples
include crimes having specific federal statutes that apply, but these, too, may have local level
legislation in place that can be applied. Larceny is defined generally as stealing property or
service, which has broad application, including things such as cash, drugs, animals, plants, and
phone service.

One observes that state and local government entities and other law enforcement
agencies have clearly defined borders and jurisdiction, albeit overlapping. The overlap refers to
both geographical jurisdiction and authority to act regarding a particular event. Such is the case
where village, town, county, and state police share authority for investigation and arrest where
the incident occurs in a location such as a village. Agencies do have defined geographical
boundaries that they may be responsible for, such as the city limits, fire protection district, or a
school district (which may cross village, town, and county boundaries) with legally defined
boundaries. The model provided below shows states having jurisdiction and responsibility that
overlaps with lower-level units of government. This is in regard to their geographical jurisdiction
and authority to investigate incidents. It impacts their ability to intervene in crisis situations and
make arrests among other tasks. The cities are separate from towns or villages although they are
located within a county and state. The figure is broadly representative. Not every state has all of
these layers or contains this specific structure. The Figure below useful to understanding the
relationships and environment that law enforcement, emergency response, and other
governmental officials operate in. It is organized to depict in a visual way the responsibility and
interest various entities have in responding to an incident or event.

The dynamics involved in this environment of shared responsibility are complex.

Creating a better understanding of the forces and motivations of the various entities involved will
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help practitioners and policy makers better understand the forces and influences involved in
achieving cooperation and service provision in multi-agency emergency response events.
Identifying policy and practice insights and recommendations that can be effective in this

environment are important goals in this research.

Federal

State

K3

Figure 5: Overlapping Responsibility and Jurisdiction in United States

(Treglia, 2010)

Law and policy may be enacted at each of these levels by various governing bodies.
Other issues such as “home rule” states, “Dillon’s Rule,” and the “Cooley Doctrine” grant or

propose varying powers to the local governments (Barron, 2003). A town ordinance may prohibit
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something, such as smoking in public, and the village within the township may not a have law
for or against this. In this case, as the village is within the town, the town's prohibition applies in
the village as well. A fire-protective district may include sections of several town or village

boundaries. Other levels interact in a similar fashion.

7.5 Financial Factors

Agencies at the federal-to-local levels are political entities and must justify their budgets
to their constituencies and oversight entities. Many of these agencies are directed by elected
officials such as Sheriffs or other municipal leaders. This makes them accountable to their
constituents. As such, they have interests that are localized and perhaps not congruent with
interests of other jurisdictions or the broader, higher interest or needs elsewhere. To hold their
positions, they must be responsive to their own constituents and higher ups. Others in authority
may be hired or appointed to positions of leadership. In any case, these persons become
responsible to the agency they work for and whose mission and purpose they are to represent.
They all must report on their activities and demonstrate that they are doing the job effectively.

These agencies also compete for limited financial resources and, again, must respond to
the interests of their individual constituencies (Drake, Steckler, & Koch, 2004; United States,
2007). There is limited funding for programs and support for disaster preparation, response and
recovery —and agencies compete with each other for access to these resources. As competitors,
there is reason for them to consider not sharing such things as information on programs, services,
and how to apply for grants or resources, because that might reduce the chance that their own
agency will get the award. By way of a state-level example, a request for proposals went out in
New York State to provide funding for implementing tele-conferencing for county agencies.

There are 62 counties in New York State and it was announced that there would be funding for
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up to 10 of these projects. In this case, counties directly compete with each other. The incentive
to not help the competition, or to look for ways to show your application, is the most worthy of
support is high. Agencies were to include quantitative figures and qualitative arguments to justify
their projects in terms of return on investment (ROI) and need (Cresswell, 2004). This created an
environment where each agency must show that they were the one doing the most work. The
implication here is that there is a risk to the competitive advantage of an individual agency if
they fully share information with their counterparts. This may result in an agency choosing to
not make their processes and data available to others or to agencies making competing claims
over activity figures such as arrests stemming from joint or shared investigations or response to
incidents. A federal report from the U.S. Government Accounting Office acknowledges that

these figures are considered by funding agencies when making award decisions:

“In general, agencies use investigation and arrest statistics as indicators of agency
work and as output measures in performance plans, budget justifications, and
testimonies. In some cases, these data are considered in making promotion, bonus,
and award determinations. However, investigation and arrest statistics are not
emphasized in any of these activities, but are one of many factors that are

considered.”

“All of the agencies GAO reviewed counted the same investigations and arrests
when more than one of them participated in the investigative and arresting
activities. This practice seems appropriate because many investigations and

arrests would not have occurred without the involvement and cooperation of all
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the agencies that participated. If agencies were not allowed to count investigations
and arrests in which they participated, agencies would be less likely to work
together, cases would be much smaller, and the desired disruption of high-level
criminal organizations would be hampered.”

(United States, 2004)

Under the present policy structure, many law enforcement agencies are put in a position
of being in competition for statistics and resources with other agencies. As described above,
“statistics” such as arrest figures can lead to greater funding and agencies seek to claim
ownership of arrests and incidents that make them score higher in some state and federal
formula-based funding programs. The Department of Justice alone distributed $2.396 billion
dollars of assistance to law enforcement and other agencies based on formula and competitive

grant requests and other programs (USDQOJ, 2008).

7.6 Uniform Crime Reporting (UCR)

Most law enforcement agencies report on selected incidents and arrests to the Department
of Justice through the Uniform Crime Reporting (UCR) Program. This program began in 1927
and has now grown to include about 17,000 agencies voluntarily participating. The Local Law
Enforcement Block Grants, of the Department of Justice, provide formula-based funding to
agencies as determined by crime rate voluntarily reported through the UCR system (USDOJ,
2008). The Edward Byrne Memorial Justice Assistance Grant, or "JAG" program, merged the
Edward Byrne Memorial Grant Program with the formula-based Local Law Enforcement Block

Grant (LLEBG), follows a formula for funding eligibility and distribution (USDOJ, 2011). BJS
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calculates the JAG award amounts based on a formula calculating allocations for states and
territories based on violent crime as reported in the UCR and their census reported population.

Not all agencies report to the UCR. The information reported through the UCR, although
instructions provide much detailed guidance, have room for discrepancies in local interpretation
of the status of the crime and for matters such as who is able to report ownership of a statistic
where multiple agencies or jurisdictions are involved. In this environment, reportable Part | UCR
crimes, called "index crimes," and include: murder and non-negligent manslaughter, forcible
rape, robbery, aggravated assault, burglary, larceny-theft, motor vehicle theft, and arson have
value as agency statistics. One example of potential subjectivity or ambiguity in reporting is
shown in the case of a motor vehicle theft, which may be recorded as a stolen vehicle (UCR Part
| crime), not entered at all by the agency, or entered as Unauthorized Use of a Motor Vehicle
(not a UCR Part | crime).

Where joint or overlapping investigations into crimes occur, there is not clear guidance as
to who gets to report the statistics as their own (who gets the credit for the work). Optimally, the
agency that solves the crime gets the statistics, which leads to competition. Anecdotally, state,
county, and local agencies have raced each other to the scene of a robbery in part because
robbery is a high visibility crime, UCR Part I, and usually has a high solvability rate; in short, a
good "stat™ or statistic to report as ones responsibility and activity. These statistics are a valuable
commaodity for a given agency in competing for these funds. Final amounts are distributed
through individual state governments split as 60% to the state and 40% to the local agencies
within the state; about $.5 billion dollars were set aside for this in 2010. This is a source for
conflict over who takes the credit for incidents and arrests.

Sharing of information on things such as how to complete forms and the use of created
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templates or research into an area that can be used as justification in a grant proposal may not be
readily shared across public safety agencies under this system of financial incentives. By helping
others who do not have experience or information, they are decreasing their own chances of
being selected. There is at least an incentive to keep this explicit and tacit knowledge closely
held to maintain advantage for those the agency is most accountable to. A finding in the case
study of the CNYICC, included in this dissertation, is that members in the consortium state that
they would share all of their information with their members more readily than with those not in
the consortium. Being part of a consortium encouraged members to act with a greater sense of
trust and willingness to cooperate with each other. This finding was shown through that case

study.

7.7 Organizational Capability

Research has emerged on organizational capability assessment for information systems
development, which involved criminal justice agencies. This research identified 16 dimensions;
Business Model & Architecture Readiness, Collaboration Readiness, Data Assets &
Requirements, Provisions for Governance, Information Policies, Leaders & Champions,
Organizational Compatibility, Performance Evaluation, Project management, Resources
Management, Secure Environment, Stakeholder Identification & Engagement, Strategic
Planning, Technology Acceptance, Technology Compatibility, and Technology Knowledge with
associated indicators that essentially describe the readiness or success potential for information
systems development in a given agency (Cresswell, Pardo, & Hassan, 2007). The dimensions
identified may be further categorized as social, technical, and policy factors, in accord with the

information-sharing framework described in this dissertation (see Figure 2).
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8. Summary of Literature Review

This chapter provided an overview of the relevant theoretical and empirical literature,
concepts and research that is pertinent to the study and understanding of information-sharing and
collaboration in the public safety area. Eight major sections: introduction, definitions, research
on information sharing, selected theories and concepts, social factors, technical factors, policy
factors, and this summary were included. Definitions were specified for information,
intelligence information, collaboration, formalization and information sharing in this context.
Theories and concepts applicable to the three essays in the dissertation included: General
Systems Theory, Socio-technical Systems Theory, Stakeholder Theory, Public Choice Theory,
Institutional Analysis, Knowledge Management, Knowledge Networks, Cross- Boundary
Information Sharing, Interorganizational Networks and included specifically Public Safety
Networks. Within Social Factors, Trust, Culture, Criticality, and Quality Issues were discussed.
Trust included areas of: Risk and Trust, Context, Levels, Sharing, Determinants of Trust,
Legitimacy, Reciprocity, Assurance, Technology and Interorganizational Networks and Trust.
Cultural factors examined included: Social Issues, Cultural Issues and Informal Networks. The
last major factor section, Technical Factors, included discussion of: Interoperability (which
included an example of new sharing technology options and their potential application),
Availability, Control, and Technical Quality issues.

Research into understanding these factors and dynamics will lead to identification of the
actionable barriers to law enforcement information sharing across the federal, tribal, state and
local levels and ultimately potential solutions to the problem.

An outcome of this review and examination is the awareness of the need for further

research into the factors surrounding information sharing and collaboration in public safety.



Research has been done, and is being done, that seeks to organize the problems and factors as
well as create models for understanding the problem. Different aspects of the research and

findings that has been done in this area are incorporated into essays of this dissertation.

89
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1. CHAPTER - RESEARCH METHODOLOGY

1. Introduction

This exploratory dissertation collectively examines factors related to information sharing
and collaboration in the law enforcement and emergency response community. This is done
through the presentation of three separately prepared essays. Multiple research methodologies
are used across the essays. The methodologies are described both in this section and individually
in the essays themselves. This section includes discussion of grounded theory, soft systems
methodology, policy analysis, interviews, Delphi technique, case studies, threats to validity, and
ethical considerations. This dissertation uses multiple methods and a mixed methods approach
because the focus area of this study involves law enforcement and emergency response agencies
at a variety of levels and the issues and problems are complex.

The first essay involves the creation of a framework for examination and study of
information sharing derived from the literature and field experience. It is exploratory and utilized
to describe and frame the problem and as a means for proposing solutions to the problems
identified. The second research article includes a descriptive essay examining implications for
information and device sharing in the realm of emergency services where technology is
controlled for such as through the use of wireless grids edgeware (or middleware). This work
looks beyond the current limitations on connectivity and security so that other issues, such as
social and policy factors, can be investigated absent current technological constraints. The last
essay involves an exploratory case study investigating interagency collaboration and cooperation
in the emergency services area involving the emergence and activities of a public safety radio

consortium, the Central New York Interoperable Communications Consortium (CNYICC)
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Network, a five-county collaboration involving law enforcement, public safety, government, and

non-government participants. The methodology and application across the essays is shown in the

figure below.

Essay 1:

A Framework for
Conceptualizing
Barriers to Intelligence
Information Sharing in
Law Enforcement: An

Essay 2:

Towards More Rapid
and Effective
Communication
between Responders
to Emergency

Essay 3:

Identifying Factors that
Support Collaboration in
a Multi-jurisdiction
Environment: A Case
Study of the Central

Insider Perspective Situations New York Interoperable

Communications
Consortium

Soft Systems Method v v

(Checkland)

Grounded Theory v v v

(Glaser & Strauss )

Literature Review v v v

Case Study v

Document Analysis v v v

Policy Analysis v v v

Field Observation v v v

Interview v v v

Figure 6: Summary of Research Methodology

The research includes activity conducted from an insider perspective. The data collected

is from both public and non-public sources. Researchers’ accounts here may be considered emic,

including accounts from insiders and being observed by an insider. Idiographic research looks to

understand a phenomenon in its own context (Franz & Robey, 1984). Idiographic and emic

approaches can lead to the development of category systems by investigating a particular context

(Headland, Pike, & Harris, 1990). The case study of the CNYICC has a focus on reporting the
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interpretation and considerations from those within the public safety culture. The factor model of
the first essay and various issues identified in the second essay were derived inductively and in
part from an insider perspective. The intent is not to limit findings strictly to the public safety
context, but to also identify factors and recommendations that have broader impact such as to

public and private entities more generally.

2. Multi-Method

To investigate the factors surrounding sharing of information within and across these
sensitive organizations a multi-method approach using a research design including literature
review, empirical investigation, case studies, interviews, surveys, and mixed-method studies is
used. Mingers and others suggest that “research results will be richer and more reliable if
different research methods, preferably from different (existing) paradigms, are routinely
combined together” (Mingers, 2001, p.240; Cresswell & Plano Clark, 2007; Green, 2008). To
understand information sharing and collaborative behavior in this environment, which is
impacted by many variables and influences, a multi-method approach is appropriate. Using this
methodology, the researcher is able to concentrate on the unique effects of the identified
variables in otherwise complex causal environments. The result will provide support for and
explain the analytical framework and fundamental concepts proposed within this area.

As previously indicated, this dissertation uses multiple methods for research. These
include grounded theory, soft systems methodology, policy analysis, interview, Delphi
technique, case study, and interview. Qualitative and quantitative research approaches are
undertaken in the conceptualization, data collection and analysis phases. This approach is

suggested by several mixed methodology researchers (Tashakkori & Teddlie, 1998; Creswell,
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1994; Greene, Caracelli, & Graham,1989). The application of the methods used are summarized

Figure 6. Methodologies used are described in greater detail in the sections following.

3. Grounded Theory

A grounded theory approach is undertaken in this dissertation to explore factors and
themes surrounding information sharing in the law enforcement and emergency response
community. Using this approach, data is gathered and concepts, themes, and propositions based
on consideration of the data emerge and evolve throughout the study. The goals include
exploration, understanding, and identification of themes, refinement of concepts, and
interpretation of meaning for the area of interest (Glaser & Strauss, 1967; Lincoln & Guba, 1985;
Padgett, 2004; Strauss & Corbin, 1990). Patterns or possible explanations emerge. As an
investigation progresses, theory, propositions or hypotheses may be proposed and evaluated
against the available facts and evidence to support or nullify them.

The information sharing framework of the first essay in this dissertation was inductively
derived through a process of literature review, and included soft systems methodology, initially
focused broadly on information sharing in the law enforcement and public safety communities.

In the second essay, the framework of the first essay is taken as a starting point for
exploring factors related to crisis response. Social and policy related factors are explored in light
of technology capability that mitigates prior concerns and barriers to sharing. Problems are
explored and new ways of understanding the issues are proffered.

The case study, the third essay, used grounded theory and an inductive approach to
investigate information sharing and collaboration and to describe the problems, draw attention to
the prevailing dynamics in the public safety community, and propose actions that can be taken in

this particular scenario.
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The CNYICC case is significant in that it is representative of the situation of other law
enforcement and emergency services providers across the United States and lessons learned from
this case have application in other similar environments. The use of the theory and framework,
investigating the technical, social, and policy aspects (Treglia & Park, 2009), allows for these
essays to deliver coordinated findings across these different situations and environments and
therefore provide researchers with data that can be assessed for broader impacts and more
universal meanings. Methods of case study, interviews, field work, literature review, and policy
analysis are utilized to thoroughly examine the problems attending information sharing in the
law enforcement and emergency services realm.

Grounded theory, interview, case study, and policy analysis as research methods have
characteristics not unlike criminal investigation. Patent evidence is gathered and other latent
evidence or materials are uncovered through technical means, which may include forensic
analysis, interview and observation techniques. These methods share the activity of sifting
through the available data to interpret and understand its meaning in the context of the matter
under investigation. Criminal investigation involves solving something that has actually occurred
and, in a positivist way, there is a concurrent belief, therefore, in the ability to attribute the result
to identifiable causative factors. It is an assumption in science research that one can identify
causative factors and develop supportable theories regarding some phenomenon if the research is

conducted in a cautious and rigorous way.

4. Soft Systems Methodology

In the Soft Systems Methodology (SSM), the main dependent construct is a problem
solution and the independent construct remains context specific. Soft Systems Methodology is

action-oriented and problems are categorized as being either “hard” or “soft,” with unique
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characteristics and distinct approaches for resolution. Hard problems are defined where the
“What” and “How” can be determined in the research or system design methodology early on
(Checkland, 1981). Here a solution is expected to exist and specific objectives can be defined in
accordance with a positivist orientation.

Soft problems, according to this theory, contain social and political elements that make
problem definition and resolution difficult. The question of “How to improve information
sharing across law enforcement agencies in the U.S.?” represents a soft problem. The focus of
this research involved finding what the constraints to information sharing between the federal,
tribal, state, and local enforcement agencies actually are using the soft systems methodology as
created by Peter Checkland (Checkland & Scholes, 1999). The soft systems methodology

typically involves seven stages (Couprie, Goodbrand, Li, & Zhu, 2007):

1. Find out about the problem situation.

2. Express the problem situation through rich pictures.

3. Select how to view the situation and produce root definitions.

4. Build conceptual models of what the system must do for root
definitions.

5. Compare the conceptual models with real world.

6. ldentify feasible changes.

7. Recommend actions to improve the problem situation.

The figure below is a diagram of process steps and principles used in Soft Systems

Theory.
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(Checkland, 2000)

5. Policy Analysis

Policy research is different than many of the other disciplines because it is action oriented
and focuses on action-oriented recommendations to fundamental social problems. Karl Marx
may have described this best in saying that “the philosophers have only interpreted the world the

point is however to change it” (Cohen, 2000). Policy analysis can be divided into two major
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fields. Analysis of policy is seen as analytical and descriptive; it attempts to explain policies and
their evolution and development. Analysis for policy making is prescriptive, involved with
formulating policies and proposals such as to improve social welfare (Buhrs, 1993). Another
description comes from Ann Majchrzak’s book on “Methods for Policy Research.” She defines
policy research as “the process of conducting research on, or analysis of, a fundamental social
problem to provide policymakers with pragmatic, action-oriented recommendations for
alleviating the problem” (Majchrzak, 1984). The motivation in this dissertation is to inform and
incite actual change.

Policy research typically begins with a social problem, such as lack of communication
between law enforcement agencies; this evolves through the research process wherein alternative
policy actions for alleviating the problem are developed and communicated as alternatives to
policymakers (Majchrzak, 1984). Developing universal principles is more difficult using this
kind of research, which is typically directed towards solving a specific problem or set of issues
within a specific social and cultural environment.

Policy research is done to produce usable and implementable options for a particular
social problem. In addition to the need for scientific practice, researchers must have an
understanding of the policymaking arena in which the results will be utilized (Braman, 2008).
The results of policy research are but one piece in the mechanism for change. Additional inputs
include preconceived attitudes, existing policies, and the views and wishes of constituencies,
stakeholders, other experts, superiors, and outside interests. The context of policy research
consists of competing inputs, complex problems and may include seemingly irrational decision-

making styles.
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Eugene Bardach developed an eight-step model for policy analysis that has gained

respect in the policy studies and social sciences communities (Weimer & Vining, 1992):

1. Define the Problem

2. Assemble Some Evidence
3. Construct the Alternatives
4. Select the Criteria

5. Project the Outcomes

6. Confront the Trade-offs
7. Decide

8. Tell Your Story

Bardach considers a ninth step could be to simply repeat the process as needed.

These are process steps and different models such as the eight-step model outlined above
will include these activities. A common methodology is to: define the problem; establish the
evaluation criteria; identify all alternatives; evaluate the alternatives, and recommend the best
policy option.

Policy research and analysis can be a multidisciplinary approach and involves many types
of data collection and discovery. Policy research can use qualitative and quantitative methods,
including, but not limited to, interviews, critical incident, case studies, survey research, and
statistical analysis. There are a variety of types of data and information developed in policy
research and the choice is up to the researcher in trying to match the discipline and tools to the

problem at hand.
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Interpersonal and people skills of the researcher are paramount to success, as much of the
work will involve working with and understanding diverse interests (Mintrom, 2003). An
interesting implementation example related to this area is seen in "Privacy and Information
Sharing in the War on Terrorism” (Swire, 2006). The premises offer a useful summary of the
context for recent policy debates about information sharing. The author describes the support for
increased information sharing and goes on to identify an Information Sharing Paradigm. The
premises support expanding information sharing practices to counter terrorism.

Policy analysis is not really a research method in itself but rather, makes use of any of the
methods in the sciences, which can help in explaining and solving a real-world problem. Because
of this, policy analysis has the broadest application to problem solving and as such is appropriate
for this case.

Public policy research typically involves complex social problems, which have, or are
composed of, a number of dimensions, causes and effects at various levels. The empirical
inductive approach of policy research attempts to empirically induce concepts and causal
theories as the study of the social problem progresses. Referred to as empirical inductive, this
contrasts with traditional scientific hypothesis testing. The policy research approach has been
termed by some as the Grounded Theory approach to research (Majchrzak, 1984). Grounded
Theory was first presented in Glaser and Strauss's book, The Discovery of Grounded Theory
(1967) and is an inductive approach to studying social activity that tries to create theory from
active and compared observations.

It is fair to say that because, in many cases, the process begins with some sort of notion

about the end there is a built in bias. By looking for something, a researcher may be less likely to
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be open to other interpretations or possibilities. As one with experience in law enforcement, there
is also a risk of personal bias influencing the research.

The purpose of this research is to identify factors, and problems, regarding information
sharing in law enforcement and emergency response organizations and to provide a better

understanding of them. This type of environment and problem is well suited to policy research.

6. Interview

Interviewing is a purposive process of finding out what others think and feel about their
experiences. The goal is to elicit and understand the meaning of the interviewee without skewing
their response. Interviewers must be exceptional conversationalists and listeners as well as
possess a great deal of patience (Rubin & Rubin, 1995; Nordin, Pauleen, & Gorman, 2009).

Qualitative research, using in-depth interviews, is suited to the study of organizations
(Schutt, 2004). The design is meant to promote candor and provide for a richer understanding of
phenomena. This method is effective for gaining insider knowledge from a small number of
individuals regarding their actual experience. Explanations have a heuristic function,
“stimulating and guiding further inquiry” (Kaplan, 1998). The goal during interviews is to situate
the respondents in a prior experience that is known to them which involved, for example, the
potential for sharing of information. Retrospective data has been used reliably in social science
research (Homey, Osgood, & Marshall, 1995). In this work, the respondents reflect on sharing
and collaboration situations and activity which they were part of or personally familiar with to
gain insights.

A threat to validity in qualitative interviewing involves the potential for investigator bias
(Schutt, 2004). Prior experience of the researcher, here having served law enforcement for many

years, would suggest a potential for bias in the collection and interpretation of data (Homey et
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al., 1995). This is a source for potential subjective validation, expectancy, and bias in the
interview and observation process. Triangulation is a process used to verify results that increases
validity by incorporating three different viewpoints or by using different research techniques
(Blaikie, 1991; Homey et al., 1995). Triangulation, awareness, careful preparation and
compliance with interview protocols address concerns regarding issues related to bias and

validity.

7. Delphi Technique

The Delphi technique is a process that can be used to obtain a consensus of professional or
expert opinion on a particular topic or issue. Linstone and Turoff (1975) define the Delphi
technique as "a method for structuring a group communication process so that the process is
effective in allowing a group of individuals, as a whole, to deal with a complex problem.™ It can
be used “to correlate informed judgments on a topic spanning a wide range of disciplines”
(Delbecq, Van de Ven, & Gustafson, 1975). It is a technique that is used to gather a consensus of
opinion from a group of professionals, or experts, in a given area such as for law enforcement
officials or emergency communication center directors.

By definition, the technique is a group process that involves interaction between the
researcher and the participant experts engaging with a topic, problem, or issue. One version uses
a series of questionnaires to gather data from a panel of professionals in a given area. The
method may employ multiple iterations of survey, review, and comment to discover a consensus
of opinion regarding the topic. The iterations each become part of the feedback process. It may
involve a series of rounds where each participant contributes to the data and feeds the results
back to the researcher for further examination (Dalkey & Helmer, 1963; Linstone & Turoff,

1975; Young & Jamieson, 2001).
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The feedback process encourages participants to reevaluate their judgments and responses
from previous submissions. Participants may see their results as well as those of the other

participants. This allows for continuous reflection and refinement through the study.

8. Case Study

The Case Study method is valuable for examination of social, policy, and socio-technical
factors attending information systems and user behavior. The Case Study method is a widely
used method for investigating technology adoption at the organizational level (Choudrie &
Dwivedi, 2005).

There is not yet one singularly adopted definition of case study. Robert Yin provides a
two-part definition as: "empirical inquiry that investigates a contemporary phenomenon in depth
and within its real-life context, especially when the boundaries between phenomenon and context
are not clearly evident" and that inquiry "copes with the technically distinctive situation in
which there will be many more variables of interest than data points, and as one result relies on
multiple sources of evidence with data needing to converge in a triangulating fashion and as
another result benefits from prior development of theoretical propositions to guide data
collection and analysis™ (Yin, 2008, p.18).

This has relevance here. Presented below is a similar definition drawn collectively from
Benbasat, Goldstein and Mead (1987), Bonoma (1985) and Stone (1978). The Case Study
method examines phenomenon in the native setting, making use of multiple methods for data
collection and gathering of information from one or more entities: people, group, or organization.
Clear boundaries of the phenomenon are not necessarily apparent in the early stages of the

research. Experimental controls and manipulation are not used. The figure below summarizes



key elements of case studies (Benbasat, Goldstein, & Mead, 1987; Cater-Steel & Al-Hakim,

2009, pp. 17-18).

Phenomenon is examined in a natural setting.

Data are collected by multiple means.

One or few entities (person, group or organization) are examined.

The complexity of the unit is studied intensively.

Case studies are more suitable for the exploration, classification and hypothesis
development stages of the knowledge building process; the investigator should
have a receptive attitude towards exploration.

No experimental controls or manipulation are involved.

The investigator may not specify the set of independent and dependent variables
in advance.

The results derived depend heavily on the integrative powers of the investigator.
Changes in site selection and data collection methods could take place as the
investigator develops new propositions or hypotheses.

Case research is useful in the study of "why" and "how" question because these
deal with operational links to be traced over time rather than with frequency or
incidence.

The focus is on contemporary events.

Figure 8: Case Study Elements
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Other important considerations involve such things as case or site selection, single-case

versus multiple-case designs, saturation, and representativeness (Benbasat et al., 1987). Means

for data collection here involve interviews, documentation, archival records, direct observation,

and physical artifacts. The goal here is to obtain the richest data surrounding the research issue

and to capture the complexity in context (Benbasat et al., 1987). Site selection is important. The

case should have potential to yield rich and informative data. Having the ability to gain research

access to a site, resources or community, is critical (Kaarst-Brown & Guzman, 2008). The

researcher here is a public safety insider with access to insider information and contacts.
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The CNYICC was chosen for this study because it has relevance to the current problems
of coordination and interoperability for law enforcement and emergency responders, and it is
representative of a critical case in this field. Strategies to identify use cases include processes of
random or information oriented selection purpose (Flyvbjerg, 2006). In this case to maximize the
utility of data gathered from a case, the CNYICC case was chosen based on an expectation that
there is rich content available here that relates to other similar activities and broader impacts.
Technical, social, and policy aspects of this collaboration are investigated and include trust
considerations. Strategies for selecting samples and cases vary and what seems to fit this
situation, looking at law enforcement and emergency response collaboration in communications,
is not a random or stratified sample model. An information-oriented focus with the consortium
existing as a critical case is the aim. The purpose for an information-oriented focus is to
maximize the utility of information from small samples and single cases based on expectations
about the potential information content. In this case, the expectation is to achieve information
that permits logical deductions, which fits the critical case definition clearly. The case study of
the consortium is not the most or least likely case but rather a critical case that has important
elements that include the disparity of partnerships that are brought together, the range of
agencies that are involved, and the stage in development that this particular consortium is acting
in where tremendous change in telecommunications policy, practice, and technology, for
emergency responders is under way. This case involves federal, state, local, tribal, non-
governmental and other participants as well as being a typical case where interoperability prior to
this time was not achieved, tensions between and across agencies existed, and where lack of
cooperation between agencies was the case— similar to other places across the nation and in other

countries. This case stands out as well because the group appears to be successful and well
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organized. One expects to learn and share what is valuable and successful in these collaborations
through this process.

Analysis of case study data depends heavily upon the skill of the researcher in
identifying, collating, and integrating this data. This is certainly an area where there is potential
for bias. Bent Flyvbjerg identifies five misunderstandings regarding case studies and includes "a

bias toward verification™ as one of these (Flyvbjerg, 2006). He goes on to assert that:

"The case study contains no greater bias toward verification of the researcher’s
preconceived notions than other methods of inquiry. On the contrary, experience
indicates that the case study contains a greater bias toward falsification of preconceived

notions than toward verification.” (Flyvbjerg, 2006, p.237)

Triangulation is a means for validating data and reducing potential effects of bias.
Triangulation involves getting several measures and indicators to reference and compare. In the
case study of the CNYICC, there is a rich body of data related to the formation and activities of
the consortium and participants available publicly. This data comes in the form of legislative
action from municipalities, media reports on the consortia and its activities in the press and
online, public hearings and minutes of consortium committee meetings, agency annual and/or
progress reports and internal memoranda (some of which is not publicly available). The
investigator validated what was relayed in interviews with observed events and actions.
Interview results were triangulated using information gained by comparison with other
interviewees of the consortium. As a further check on the soundness of both the investigators’

interpretation and documentation of the collected data, interviewees were asked to provide direct
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feedback. The preliminary findings were presented to the consortium core members in writing
and in person for comment before being finalized. Results and conclusions were developed
following a great deal of introspection and consideration of the data/evidence in its particular
context.

Having contacts in the law enforcement and emergency response community facilitated
access to these organizations. This relationship was helpful for access but created a situation of
potential bias. This potential was addressed as described in the section above. Additionally,
several authors who have conducted case studies report that they revised their original hypothesis
on essential points as a result of the study and report that their own assumptions, initial views,
and conceptualizations were inaccurate (Campbell (1975), Ragin (1994), Geertz (1995),
Flyvbjerg (1998, 2001). It is possible for researchers to report on data and findings in an
objective way.

The case study plan called for a census of CNYICC members. As there are fewer than
30 members, it was possible to interview all. As the research progressed, other persons such as
vendors, prior members and other stakeholders were considered for adding to this study. That
decision was based on information derived through the interviews, observations, and document
analysis. Assessment was also made as to whether or not the additional sources would be
important to the robustness of the study. This would include considerations of the potential value
of findings for the research, academic and professional communities. The study continued on
until it was felt that saturation was achieved and there was no new information or questions
developed. This decision was made in consultation with committee members. Substantive

changes in the research process would have been submitted as a requested amendment to the
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current Institutional Review Board (IRB) research study authorization. In this case there were

none.

9. Threats to Validity

Threats to validity in this dissertation research were acknowledged and addressed in a
number of ways. As a multi-method and multi-part activity, the different means for addressing
issues of validity varied by study. These are described further below.

A good approach to investigating the problem of identification of organizational barriers
to information sharing between law enforcement agencies in the United States at federal, state,
and local levels involves a mixed methodology. Methods used in this dissertation include case
study with in-depth qualitative interviews that include following up with survey elements using a
Dephi technique. The in-depth interviews involved one-on-one, researcher-to-person discussion.
This form of close interaction can lead to increased insight into people's thoughts, feelings, and
behavior on critical and important issues. Interviews were semi-structured and permitted the
interviewer to encourage respondents to talk at greater length about the problem of interest and
to allow for elicitation of unanticipated information. The Delphi technique is a flexible approach,
which aims to allow individuals to explain reasons underlying a problem or practice in this case
within their organization. The technique is used for gathering people’s ideas to then use as a
basis for further processing across other respondents in similar positions. This process and
strategy was used here to investigate the phenomenon within its real-life, work place, and
context.

For interviews, a potential weakness is that the interviewer may disturb the process. The
interviewer must not influence the respondent by suggesting through body language or by asking

leading questions. Respondents may offer guarded responses. There is, however, an expectation



108

that people will be able to accurately relate their motivations, intentions, and experiences to bring
light to the problem. Another weakness would be that the range of possible responses or the
direction that the interviews take could lead the researchers in too many directions to be of value.
The researcher here runs the risk of getting data and information that may not address the
problem at hand and of getting a great deal of data that is of questionable value. These concerns
were addressed through having an established interview protocol that was both structured and
flexible. The researcher conducting the interviews has many years of interview experience. The
experience of the investigator was also a mitigating factor to threats to validity in this part of the
study.

Another threat to validity in the interview and data analysis process involved the potential
for investigator bias (Weiss, 2004). The researcher here had prior experience in public safety and
the potential for observing things in a preconceived way had to be accounted for (Diesing, 1992).
Awareness of this, engaging with other researchers, and having input and direct feedback from
the participants (member checking) reduced this effect. This was a source for potential subjective
validation, expectancy, and bias in the data interpretation and observation process. The
established interview protocol was used with all participants for guidance and consistency.

Bias in the participant selection process for the case study of the CNYICC was reduced,
as there was 100% participation of the core consortium membership.

A concern is that some respondents may not complete the process. In the CNYICC case
study, one of the core members was unavailable during a portion of the Delphi technique survey
where responses were reviewed and ranked. This member reviewed and accepted the responses

and rankings after the others had already completed this. No additional changes were made.
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The threat that there may be contamination with others participating in the study would not
necessarily have adverse impacts. Networking by the participants was allowed. If respondents
choose to discuss the study with each other that was fine because, in real life, they may or may

not choose to do so.

10. Ethical Considerations

This dissertation seeks to achieve a better understanding of the impacts and mechanisms
underlying and driving interactions across organizations by people. Having a solid framework
and understanding of the way that trust is established and maintained can be a tool.
Understanding the establishment and creation mechanisms of trust can help society and
institutions to work better together, build greater relationships, and improve knowledge and
systems that make everyone better. Unfortunately, knowledge of interaction mechanisms as a
skill or tool may be used to manipulate trust or create deception in interactions, negotiations and
other activities for illegitimate purposes as well.

In terms of the framework, Figure 2, these considerations are primarily social factors.
People create standards and interpret ethical behaviors, and these are reflected in the policy
created as well as through actions and conduct of those in the organization interpreting these
policies. The technology can add to controls or inhibitors to providing an environment that
fosters certain types of activity or at least establishes accountability. At the heart of the issue are
the people who create it within the organization.

Sharing and interconnection can make entities vulnerable. A disconcerting aspect of the
research here on information sharing is that it may be providing information that could be used
by persons in illegitimate ways. One could conceivably use a thorough knowledge of the trust

process to their advantage. As part of the research, understanding the establishment of
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mechanisms of trust between entities and individuals considerations such as this must be
attendant. If one follows the belief that people benefit most from having complete information in
interactions, it would stand as an argument towards full disclosure and sharing of all the tools in
a negotiation or information sharing interaction.

The considerations and dynamics involved in sharing trusted information between parties
parallels considerations made in other negotiation environments such as international relations
and domestic violence incidents. In the case of international relations, nations often negotiate
with a "speak softly and carry a big stick” style. In that environment, the parties involved are
sometimes at an unequal power level and the side with less capability to defend or attack is at a
disadvantage and subject to feeling coercive pressure. Trust in this case is difficult, as the parties
are not interacting in a balanced or safe environment. Agreements made where one party has
power over another are by their very nature coercive, and so the true wishes of the parties may
not be reflected in these cases. The weaker party may formally agree but later take actions in
opposition to the agreement because of this discord. As an example, the United States has
nuclear capability and other means to compel compliance relative to its interaction with other
countries. For a negotiation to be balanced here, the other nation involved would have to have
equivalent capability to have a fair negotiation. The belief here is that trust in decisions that are
made is more valid where parties have mutual destructive capability. This is a debatable point,
however. Where the intent is to have two parties seek out mutually agreeable outcomes that do
not involve damaging something, the possibility of violence or use of force cannot be an option.
In the range of possible outcomes there cannot be one that involves harm. In this way, there is
not coercion but mutual interest in beneficial outcomes and the resulting agreements will be in

line with the actual motives and interests of each of the parties involved. The results of
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negotiation under these conditions have the greatest potential to be acted upon as described by
the actors.

A good example of how mutual destructive capability does not promote truthful
agreements in communication and negotiation situations can be seen in family domestic violence
situations. Police are often called in to intervene in domestic violence cases. In many of these
cases, one spouse or party has considerably more weapons at their disposal than the other party;
these may include: physical size, weapons, control over assets, or other options for alternate
living arrangements. Police are trained to equalize the power between parties so they can
facilitate truthful and earnest discussion and negotiation to resolve the issue. Police do not
provide weapons to each of the parties to create this balance but instead seek to remove the
weapons and create an environment that is free from coercive elements. This follows a belief that
for truthful and earnest negotiation and information exchange, there must be a safe environment
for all parties involved. This concept is consistent from international to personal levels regarding
trusted information sharing.

Having a better understanding of trust itself is not the same as having additional coercive
tools in an interaction. In regard to trusted information sharing, the notion of coercive capability
is something that influences the trust between parties and the ultimate decisions that are made.
Trust is not used as a coercive weapon, but it can be used in a manipulative or subversive way.
Having knowledge of the way trust is developed and expressed can provide a party to an
encounter with tools to create false trust to advance their own objectives. An example from
World War 1l depicts this process. The bombing of the United States-owned Pearl Harbor by
Japan in 1941 is well known. Japan has a proud and respected culture of integrity and this and

many other countries have evolved and gone through periods of conflict as well; the selection of
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this case from the past is but one of many available. In that case, the Japanese government was
negotiating with the United States government regarding establishing peace at the same time as
they were preparing for the surprise attack. The image of trust can be used for subversive
purposes. One could consider that if the Japanese government did not have capability to use
force, the negotiations would have had an alternative outcome. Greater understanding of trust
also provides tools for evaluating trust as well as identifying the mere portrayal of trust. In the
case of Pearl Harbor, the United States would have been well served by tools for interpreting the
portrayal of trust by the Japanese government such that they would have been in a better position
to assess whether or not there was actual trust or merely the appearance of trust.

Greater knowledge of what creates trust may be used to gain unfair advantage in an
exchange, but the likelihood of this is reduced where all parties have the most complete
understanding of true trust measures and behavior. In short, it will be harder to deceive or “fake
it.” There are many elements that go into creating and evidencing trust and they involve things
that are malleable as well as things that are hard or impossible to manipulate. A party can
profess policy and take some actions that are in line with what is understood to be trustful
behavior, but it is not possible to change something like recent history of conflicting behaviors.
Having greater information can provide more accurate assessments and improve decision
making.

Fundamentally, this research proceeds on the assumption that having a greater
understanding of trusted information sharing between individuals and organizations is beneficial

to the greater society.
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ESSAY 1: A Framework for Conceptualizing Barriers to Intelligence Information
Sharing in Law Enforcement: An Insider Perspective®

1. Introduction

The term “information sharing” in law enforcement gained popularity as a result of the
9/11 Commission Hearings and report of the United States government's lack of response to
information that was known about planned terrorist attacks on the New York City World Trade
Towers prior to the events. This led to the enactment of several executive orders by President
George W. Bush mandating agencies implement policies to "share information™ across
organizational boundaries (United States, 2007¢). Information generally, and intelligence
information, were included in this broad mandate. Intelligence information sharing is the
transfer of tangible or articulable facts or data obtained that relate to an actual or impending
occurrence of a criminal or terrorist act. It includes suspicious activity reports regarding
incidents or observations which are of a less obvious nature, but which may be supportive or
related to criminal or terrorist related activity.

An incident or activity of suspicious nature or that is outside of the norm for a particular
environment and circumstance could be considered suspicious activity or intelligence
information depending upon the circumstances. The adjudication as to whether an event is
considered and captured as suspicious activity or intelligence is subjective and left to the
discretion of the officer involved in the report or observation. Where a person of average

intelligence and familiarity with the normative environment would believe an act may be a part

® This is an expanded version of the original article: Treglia, J. V., & Park, J. S. (2009). “Towards trusted
intelligence information sharing.” In Proceedings of the ACM SIGKDD Workshop on CyberSecurity and
Intelligence Informatics. Paris, France: ACM. (pp. 45-52).
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of the cause or furtherance of a criminal act, it would qualify as intelligence information. An
example may be helpful here; a person taking pictures of trains in a train yard may not cause
someone familiar with the area to be concerned. Many people collect, model, and photograph
trains. However, if one adds to this scenario: 1) the person is not from the surrounding area; 2)
the person is taking photos of trains and the facilities; 3) the person becomes agitated when asked
about her/his purpose; 4) the person provides inaccurate information about where they are from
or inconsistent versions of what they are doing, then perhaps the person is affiliated with a
terrorist group or may have criminal intentions. This all may bring the incident to the level of a
reportable incident, or suspicious activity report, which would become intelligence information
to be shared among enforcement agencies. The combination of activity and circumstance is the
trigger. This will also be referred to as intelligence information or intelligence. It is yet another
problem, worthy of study, to identify the means by which various agencies collect and manage
this type of information.

While millions of dollars have been invested in information technologies to improve
information sharing capabilities among all law enforcement agencies, according to the National
Security Agency (NSA), there remains a hesitation to share intelligence information between
agencies (Lieberman, 2007). Information technologies for the future should provide for
ubiquitous and distributed computing and communication systems that deliver transparent and
high quality service, without disruption, and while enabling and preserving privacy, security,
trust, participation, and cooperation. This paper identifies barriers affecting effective intelligence
information sharing between federal, tribal, state, and local law enforcement agencies in the
United States. An information-sharing framework is proposed that identifies three major factor

areas that impact upon sharing: social, technical, and policy. The paper then provides an
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application of this categorization in considering an instance of agency information sharing using
data from a national survey of criminal justice agencies. It is argued that researching these
dynamics will lead to improved understanding of the problems and factors and ultimately to
identification of actionable solutions to law enforcement intelligence information sharing across

the federal, tribal, state, and local levels.

2. Research Methodology

This article is the result of exploratory research aimed at identifying and defining
problems in information sharing in the law enforcement and emergency response community. It
is provided from an insider perspective. A researcher involved in this work was also an active
member of the law enforcement community. A grounded theory approach and soft systems
methodology was undertaken. The overall goal was to identify and refine major themes and
concepts in this area and to create a framework for understanding the problems and factors.
Using this approach, data was gathered and concepts, themes, and propositions based on
consideration of the data emerged and evolved throughout the study.

Goals included exploration, understanding, and identification of themes, refinement of
concepts, and interpretation of meaning (Glaser & Strauss, 1967; Lincoln & Guba, 1985;
Padgett, 2004; Strauss & Corbin, 1990). A literature review— including primary sources of
public data such as research reports, congressional testimony, agency after action reports,
academic and professional literature— was conducted.

The data included in the analysis was taken from works primarily from 1995 through
2010. This period contained research and policy both before and after the September 11, 2001
(9/11) attacks in the U.S. That incident arguably had a significant impact on emergency response

policy and practice and so covering this period is significant to researchers.
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Proprietary data from internal resources, such as internal memos and after action incident
reports, were considered. Field observations and interviews with public safety personnel were
also included in preparation of this article.” Through this process, patterns and potential
explanations are uncovered. Over the course of the progression of the investigation, theory and
propositions were suggested and evaluated against the available facts and evidence.

The approach taken in gathering and reviewing the available data and literature involved
a three-step process with feedback in between. The steps, consistent with recommendations of
Webster and Watson (2002) included: 1) Identification of major authoritative sources and initial
review; 2) expansion out through a snowball effect from the citations and references of the initial
review; and 3) Making use of professional, academic, and public search engines for related
resources.

Several search sources and key words were used to gather data. Leading journals in
information systems, management, and public administration were targeted for searching. These
included Communications of the ACM, MIS Quarterly, Academy of Management Review,
Public Administration Review, Journal of Public Administration, Government Information
Quarterly and others such as Information Polity. Proprietary resources included the FBI Research
Library online and LEO (Law Enforcement Online) resources. Online searches included
Elsevier’s Science Direct and Scopus, individual searches within the targeted journals, and
online public searches including Google Scholar and Google Web Search. Terms used for

2% ¢ 29 <¢

searching included “information sharing”, “intelligence”, “collaboration”, “knowledge sharing”,

" Field observations were based on the researchers participation as a member of several local law enforcement
agencies in New York State from 1982 — 2012. Agencies included: Onondaga and Madison County Sheriff’s
Departments, Onondaga County Corrections, Manlius town, Fayetteville village court, Chittenango and Oriskany
village police departments. Through this affiliation the researcher had professional contact with Federal, State and
Local agencies to include FBI, Secret Service, DEA, BATF, INS, Coast Guard, Customs and Border Patrol, and
others as well as regular contact with various fire, ambulance, 911 center personnel, primarily in New York State.
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and “data sharing”. Qualifiers for searches included words such as “law enforcement”, “public

bE 1Y b1

safety”, “government”,

b1 bR 1Y

criminal justice”, “emergency response”, ‘emergency services”, “public
administration” and “management”. The review and data gathering was completed when there
seemed to be no new conceptualizations for the categories emerging from the various sources.

Information gathered was discussed with fellow university researchers and practitioners
in the field to validate that it was contributing to understanding the problem, that it was valid and
of sufficient quality.

Identified problems and recurrent themes related to information sharing were grouped
into distinct areas or factors; Technical, Social, and Policy. The factors influence information
sharing individually and collectively. The factors both affect and are affected by each other. The
information-sharing framework proffered in this article was inductively derived from a broad
initial focus on information sharing in the law enforcement and public safety communities. This
framework is consistent with elements of Socio-Technical Systems (STS) and General Systems
Theory (GST), as described in the sections following. Important elements include such concepts
as the interdependence of the relationships between and across entities. An organizational
system described from this perspective is comprised of interrelated interacting parts and
relationships that cannot be correctly described absent its relationship to the whole or larger
environment that they operate in (\Von Bertalanffy, 1972).

Systems models from the business and management fields also shaped the selection and
formation of the three factor categories. Information systems in business and organizational
studies typically identify information systems as being comprised of people, procedures, data,
software, telecommunications, databases, and hardware that are utilized in combination to

support a business purpose (Stair & Reynolds, 2011; O’Brien & Marakas, 2008). Additional
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sources from Operations management and information systems similarly identify these or related
categories for system components such as plants, equipment, control procedures, and policies
(Lewis & Slack, 2003; Gupta, 2000). The various schemas for categorizing components were
considered in consultation with fellow researchers and practitioners and ultimately the three
factors of Social, Technical, and Policy were determined to be inclusive of all system
components and descriptive enough to provide for understanding and examination of information

sharing systems and processes in the public safety realm.
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Figure 9: Public Sector Inter-Organizational Information Sharing Factors

(Yang & Maxwell, 2011)

Interestingly other researchers have separately proposed similar structures for considering
factors in public sector information sharing. Interagency information sharing research by Dawes

(1996) and research on knowledge sharing in e-Government by Zhang et al. (2005) identify three
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primary influential factors as technology, management and policy. These are constructively
similar to the framework created and presented in this research; technical, social, and policy).
Yang and Maxwell (2011) have since proposed that three identified perspectives (Technological,
Organizational and Managerial, and Political and Policy) influence public sector information
sharing and they created a model using the three perspectives. The perspectives and factors
influencing inter-organizational information sharing in the public sector are shown in the Figure
9 above.

The rationale and descriptions of these frameworks and models are provided in detail in the

pages following with cognitive maps depicting the concepts, elements, and interrelationships.

3. Literature and Related Work

Information sharing is defined as “making information available to participants (people,
processes, or systems)” (USDOD, 2007). The leveraging of information by entities involved is
included in this broad, yet simple, conceptualization. Information sharing has been defined in the
public sector as “exchanging or otherwise giving other agencies access to information” (Zheng,
2009, p.27). Researchers note that information sharing refers to both tacit knowledge and to
explicit artifacts and codifiable information (Yang & Maxwell, 2011). In the business field,
information sharing is defined as “the extent to which the supplier openly shares information
about the future that may be useful to the customer relationship” (Cannon & Homburg, 2001).
This information value potential is paralleled in public safety where agencies share information
to solve a case or apply for funding opportunities. Information sharing is also defined as the
degree to which partners proactively provide critical and confidential information to each other
(Phan, Styles, & Patterson, 2005). This means that information is provided without one side

having to ask for that, which may be useful to have.
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There is limited work available that focuses on interagency intelligence information
sharing factors in the law enforcement sector.

Studies done in agencies outside the United States include Glomseth et al., (2007) and
Jing and Pengzhu (2007). Glomseth found that intelligence information sharing in police
investigations was affected by the extent of team culture. Team culture was identified as being a
dimension of the agency occupational culture. Jing and Pengzhu studied agencies in China with
responsibility for identifying unlawful business activity. Their findings included that having
inconsistent policy hinders government-to-government information sharing.

Recent case studies confirm information sharing difficulties across agencies. The
unwritten rules for behavior in organizations may restrict or encourage information sharing
between agencies (Pardo, Cresswell, Thompson, & Zhang, 2006). Some studies done in the
United States involved looking at difficulties with agencies sharing information across the same
levels (Pardo et al., 2006). Organizational culture within the agencies was found to influence
sharing there. In another study, four types of systems (social, constituency, technical, and
organizational) were found to influence information-sharing processes within and across
agencies (Drake et al., 2004). Effective solutions for the issues have yet to be identified.

Inter-organizational systems studied by management information systems researchers
have primarily focused on the private sector and do not directly apply to the government sector
(Lai & Mahapatra, 1997). Preliminary work involved an exploration of conditions for
cooperation between emergency management agencies where perceived information assurance
of others and information-sharing standards were more strongly related to information sharing
than were cultural norms, in emergency contexts (Lee & Rao, 2007). Research on emergency

services reported that technical environments, such as other agencies’ information assurance
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level and technical standards, seemed to encourage information sharing systems use.

There is initial work on cultural influences on information sharing behaviors in the
public sector (Luna-Reyes, Andersen, Richardson, Pardo, & Cresswell, 2007). There is recent
work on organizational capability assessment for information systems development, which
involved criminal justice agencies and included cultural considerations and system complexity
issues (Cresswell, Pardo, & Hassan, 2007). Crisis response systems are “complex” systems as
they have interdependencies among numerous parts and variables interacting simultaneously
(Longstaff, 2003, p. 2013).

Public administration authors concentrate, much of the time, on the structures and
delivery of services from public organizations from a variety of perspectives. These works aim
to assist public administrators to be more aware of the internal structure which they are
intimately part of and of the structures and influences that they may encounter in their external
environments.

Charles Handy, a recognized British management writer, classified organizational
culture by the power of the roles and functions taken on by individuals within organizations
(Handy, 1976). Culturally, organizations are not homogeneous, being consisted of multiple
and competing forces. They tend to subdivide into groups, each with the ability to subdivide
into further subgroups based on those who compose them. Handy argues here that in order for
managers to be successful within a given organization or environment, the manager must be
first keenly aware of the different organizational cultures that exist within the organization
(Handy, 1976; Handy, 1996). Once aware of these different cultures that are present in the
organization, the manger may be effective as a liaison between the different cultures, and

improve the chances for influencing processes and norms.
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Central to the test will be what works. "Public value™ in information sharing and service
provision is delivered where management is managing the external authorizing environment and
engaging more innovatively with the public to be served (Moore, 1995). While having a voice is
seen as a central element in assessment of public value, it is not the only element and one should
be wary of an overly ideological interpretation of just one aspect of what is a more involved and
complex model.

According to Sparrow, Moore, and Kennedy, law enforcement "has a chance to forge new
attitudes of mind and structures of relationships that will help it produce high-quality solutions
to society's problems - not just one problem but many problems; not just now but in the future™
(Sparrow, Moore, & Kennedy, 1992). Emergency response is added to this as well. In accord
with this Longstaff, Armstrong, Perrin, Parker, & Hidek, provide a conceptual framework for
assessing community resilience® that includes: ecological, economic, physical infrastructure,
civil society, and governance subsystems (2010). This is a truly more holistic, systems oriented,
picture of the prospects for crisis response and, it is argued here, information sharing processes.
Further examination of the influence of perception of technological factors, culture, trust, and
legal or policy factors in the law enforcement, emergency response and public sector context is

necessary.

4. Framework - Key Influences on Information Sharing

In order to enhance the current intelligence information-sharing services between

government entities researchers created a conceptual framework comprised of three major

® Resilience as used here is consistent with the definition used by the multi-disciplinary Resilience Alliance: “the
capacity of a system to absorb disturbance, undergo change, and retain the same essential functions, structure,
identity, and feedbacks” (Longstaff, et al., 2010, p. 3).



areas of influence: Technical, Social, and Policy, (this is depicted and summarized in

Figure 10 below) through previous research work (Treglia & Park, 2009).

Key Influences on Trusted Information Sharing

Technical
Interoperability
Availability
Control

Information
Sharing

Social Policy
Trust Regulation
Informal Network Policy Conflict

Criticality Governance

Figure 10: Information Sharing Framework

In this paper the preliminary framework, model and theory of intelligence
information sharing are developed through a literature review, experience, and interviews
with practitioners in the field. The framework and model is also tested using national
survey data. Within each area, individual factors are identified and discussed that play

roles in influencing whether or not intelligence information is ultimately shared.
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4.1 Technical Influences

4.1.1 Interoperability

The interoperability of information systems and the data elements captured and used
was found to be a problematic issue. Tools such as Extensible Markup Language (XML) are
widely used in business development of Web services and for Business to Business (B2B)
integration and data exchange (Fernandez-Medina & Yague, 2008; Lampathaki, Mouzakitis,
Gionis, Charalabidis, & Askounis, 2009). Although 82% of non-federal law enforcement
agencies in the United States use computers for internet access, unified standards for
information systems have not been universally accepted by law enforcement entities (USDOJ
BJS, 2006). This has led to hardware, software and network inconsistencies, and
incompatibility (Chau, Atababhsh, Zeng, & Chen, 2002; United States, 2007b). Interoperability
is also related to the definition of fields and data descriptions. With more than 19,000 law
enforcement agencies in the United States, each having its own systems and hierarchy, it is no
wonder there are issues with compatibility between agencies and systems when you try and
collaborate or interconnect (BJS, 2007). As a matter of fact, there are many different
information systems currently being used by law enforcement agencies for data management
and communication, such as COPLINK, OneDOJ, N-DEx, ALECS, LInX and others
(Bulman, 2008; Chen, Zeng, Atabakhsh, Wyzga, & Schroeder, 2003; McKay, 2008).

Furthermore, the inconsistency in regulations hinders trust between agencies. For
instance, there are no broadly accepted standards for security clearances and subsequent access
across agencies. The federal government has a lengthy process for approving access to

intelligence information and there is no provision to readily accept security clearances from
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other federal or non-federal agencies (Whitehouse, 2007). A state police officer with secret
clearance in his agency does not carry this standard or designation with other local or federal
agencies. Security clearances even across federal agencies do not automatically transfer and
must be reevaluated and reassessed by the individual agency. A justifiable concern is that there
are not universal standards for hiring and background checks across the various agencies. The
process used to verify a person’s credibility in a given agency may not be adequate for a certain
level of secure access at another agency. This is a tremendous obstacle to sharing information
among agencies and feeds into a perception of mistrust across agencies. This is an area which

can be addressed through legislative changes and changes to internal agency processes.

4.1.2 Availability

Availability means that the systems must respond in a timely manner (Zargar, Weiss,
Caicedo, & Joshi, 2009). These systems must have a high degree of survivability and function
in mission critical environments where parts of the network may be compromised but accurate
service must be continued (Park, Chandramohan, Suresh, & Giordano, 2009; Schooley, 2007).
For instance, network availability impacts acceptance and use of systems (Chan & Teo, 2007,
Koroma, Li, & Kazakos, 2003). Furthermore, information must be kept up to date and in
accordance with the users’ interests and needs. For the new systems to integrate with the
varieties of technology and protocols that are used, the complexity of processing and
connections are increased and system performance and reliability become taxed. Systems
become more prone to delays or failures as they must incorporate legacy and other protocols
into their core programming and functions. Increases in overhead for security also add to the
workload and increases the potential for system delays or failure. Systems considered slow or

non-responsive according to the expectations of the users will have a hard time being adopted.
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4.1.3 Control

Control as perceived by the users is required for information sharing and systems
adoption. Information-sharing systems must be capable of controlling, monitoring, and
managing all usage and dissemination of intelligence information for tracking purposes to
provide assurance, which is required for trust (Li, Hess, & Valacich, 2008). There is no
broadly accepted set of minimum security and access control standards and protocols for
intelligence information systems that have been uniformly adopted for use across federal,
tribal, state and local agencies (Cresswell, Pardo, & Hassan, 2007). Distributed workflow
control tasks in these integrated and grid environments may increase the level of information
sharing, availability, cost effectiveness, but, on the flip side, they also increase the complexity
and control problems (Serra da Cruz, Chirigati, Dahis, Campos, & Mattoso, 2008; Park, Kang,
& Froscher, 2001). Therefore, provenance and user control tasks and capabilities must be

suitable to these varied environs in a trusted information-sharing system.

4.2 Social Influences

4.2.1 Trust

Trust is a key influencer of sharing behavior. Here trust refers to the degree in which the
person with intelligence information may accurately predict the action that will be taken by
other people in other agencies who may receive information or have access to it. Trust has been

identified as an area of concern in much of the information systems and management research.’

° Trust research considered in information systems and management includes: Gao, 2005; Humenn, Chin,
Kosiyatrakul, Older & Northrup, 2004; Jing & Pengzhu, 2007; Koufaris & Hampton-Sosa, 2004; Lee, 2006; Lee,
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Recent work that addresses different aspects of trust in business and government interactions
points to trust as having a greater influence than was previously typically accepted (Booth &
Wheeler, 2007; Colquitt et al., 2007; Gerdes, 2010; Morris, Tanner, & D’ Alessandro, 2010;
Staples & Webster, 2008; Venezia, 2010). In these publications, trust is identified as a factor that
is considered in the process of sharing information. Trust is also identified as a critical element
for collaborative work, especially in information technology development projects, where it was
determined to depend on the rate of knowledge sharing among those involved (Luna-Reyes et al.,
2008). Fear of information technology may interfere with trust in systems (Kaarst-Brown &
Robey, 1999).

Trust occurs at the individual and organizational level. It includes other law
enforcement officers and extends to the other staff or persons who may gain access to
information were it made available to them and assumes that there is a means for sharing this
information (Scott, 2006). Individual agencies may handle information security differently.
One agency may require a higher standard than another and not share information based on
that. Corruption in a given agency may occur and at any level (Ivkovic & Shelley, 2005). The
person responsible to share intelligence information may have personal knowledge of
individual employees who they do not trust or a general impression or bias, correct or not, of
the security within the agency in general terms. The concern is complex as it can be at the
agency or individual level that this assessment is applied. Personal impression influences a
user’s decision to share information on the unified system or not. The person deciding to share

the information weighs trust in this way. Trust may weigh heavily on the decision to provide

2008; Xiong & Liu, 2004; McKnight, Choudhury & Kacmar, 2002; Niu, 2007; Razavi & lverson, 2006; Ruppel,
Underwood-Queen & Harrington, 2003; Schoorman, Mayer & Davis, 2007; Zhang, 2005; Rocco, 1998; ISAC,
2004; Li, Hess & Valacich 2008; Ray & Chakraborty, 2004; Chakraborty & Ray, 2006; Park, Suresh, An &
Giordano, 2006; Park, An & Chandra, 2007 ; Walker & Ostrom, 2007.
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information as well (Niu, 2007; Pardo, Cresswell, Thompson, & Zhang, 2006). In the case of a
very trusting person, he or she is more likely to freely provide information to the system than
someone who is more apprehensive or who has some specific concerns as above.

A study by van de Wijngaert and Bouwman (2009) identified trust as a contributing
factor to user adoption of new technology systems. In their study of potential adoption of new
wireless grids communications technology, willingness to share, and potential use of, the
technology was found to be related to trust in the partner, social context and in the technology.
This same study provided some of the initial support used in the creation of the information
sharing framework here where it identified that in emergency situations people are more
willing to share (van de Wijngaert & Bouwman, 2009). Trust as it relates to information
sharing was investigated as well by Young-Ybarra and Wiersema (1999). There the authors
were able to model the weight of influence of trust in interactions across organizations. Here a
connection was made in terms of social exchange theory regarding trust that communication,
attachment and having shared values had significant influence on trust (Young-Ybarra &

Wiersema, 1999).

4.2.2 Informal Network

Informal, or shadow, networks involve the situation where a personal or agency
connection, in or outside of the work place, creates a conflict of interest and the organization or
individual may not act in a non-biased, objective manner. This may involve personal
friendships, affiliations or family ties and connections through other activities or interests
outside the workplace. This can have positive and negative effects for organizations (Ingram
& Lifschitz, 2006). Intelligence information that may negatively impact an agency or key

individuals or associates may be withheld and not shared by the organization involved. The



130

stigma or interpersonal links behind the scenes play a role in interaction and sharing decisions
(Kulik et al., 2008). This is related to the organizational notion of shadow systems, which are
described by Stacy (1996) as “the complex web of interactions in which social covert political
and psycho-dynamic systems coexist in tension with the legitimate system” (Shaw,1997;
Stacey, 1996). There is an obvious link here to personal integrity and to social impacts of
potentially damaging information that hits “too close to home.” The personal integrity of the
individual member with the information has an influence on whether or not they will share.
Integrity is internal to the individual. Trust is focused outward to the perception of another
agency by the individual. Integrity is related to the specific character and makeup of the person
with the information. Influences such as policy, trust and personal interests, personal
connection, and corruption affect different individuals in different ways based on their personal
integrity and interests. A person who demonstrates a high degree of respect for the rules and
regulations of the agency would be considered to have a high degree of integrity and would be
more likely to follow policy than someone with a record of bending, or not following, the rules.

Integrity involves a willingness to place the organizations rules and interests above one’s own.

4.2.3 Criticality

Criticality of the information itself and its potential harmful impact if not disclosed is a
key influencer of action in sharing information. Studies by J. Lee and H.R. Rao have shown
that officers are more likely to share information where there is a clear and present danger to
life or property (Lee & Rao, 2007). The greater the threat, the greater the likelihood that the
people involved will cooperate and share information. Preliminary work exploring possible
causes and effects of inter-agency information-sharing systems adoption in the counter-

terrorism and disaster management domains involved an exploration of environmental and



131

situational conditions for cooperation between emergency management agencies. The
perceived information assurance of others and having information sharing standards were
more strongly related to agencies sharing than were cultural norms, in emergency
contexts. The study of Lee and Rao supports the assertion that during a crisis, where
criticality is described as a factor, people are more willing to share information regardless
of other influences. The timeliness of the information itself is also related to criticality.
The relationship of time to the consequences or effectiveness of the information
influences whether or not the information is shared or not. In the case of information
obtained too late or after the fact, it may or may not be shared based on what
consequence it may have at that point in time. Information of a questionable value may
be held in waiting so that it can be verified or supported in some way before sharing. As
the time draws near to where the information may become useless if not shared, the

decision to share or not share is reevaluated.

4.3 Policy Influences

4.3.1 Policy Conflict, Competition and Confusion

Agency policy also has influence on whether information gets shared or not. In an agency
with defined policy as to what is to be shared, it is easier for staff to make the determination to
follow through with information that is clearly within the guidelines. Clear and enforced rules for
information sharing lead to better sharing of this information (Carter & United States, 2004).
Policies also vary and are subject to interpretation.

The legal boundaries surrounding intelligence information sharing are unclear. This lack

of clarity in law and policy was reflected in the statement of John McKay, former United States
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Attorney for the Western District of Washington, speaking before the subcommittee on
Intelligence, Information Sharing and Terrorism Risk Assessment on Homeland Security
(McKay, 2008). Having uncertainty in what is allowed to be provided presents a problem for
those wishing to share as much intelligence information as they can (Carter, 2005). The concerns
over privacy and violation of individual rights of citizens must be addressed (German & Stanley,
2008). There is no clear standard or ready guideline for agencies that addresses information
sharing factors at the federal and local levels in a readily usable way (Swire, 2006; Thompson &
Kaarst-Brown, 2005). Civil liberties issues must be addressed (Martin, 2004). If agencies had
this resource, they would be in a better position to actively share information and address the
concerns over privacy and sharing (Carter & United States, 2004). The notion of these barriers to
information sharing as a “wall” has been proffered for some time, yet arguments can be made
that it is lack of knowledge about current statutes and policy and not the statutes themselves that
are hindering agencies from sharing information with each other (Martin, 2004).

Furthermore, based on the funding or evaluation policy, agencies may compete for
resources and there is a competitive element to doing the job better than other agencies that have
shared interests and responsibility. For instance, funding for activities may be based on how
many crimes are solved or specific incidents handled by a particular agency. An example of this
would be formula grants, which are disseminated based on key reported activities handled by an
agency. Actually, the Department of Justice alone distributed $2.396 billion dollars of
assistance to law enforcement and other agencies based on formula and competitive grant
requests and other programs (USDOJ, 2008). This leads to competition for important cases and
an interest in being the agency to close a particular case or handle a particular incident. As long

as funding determinations are made in this manner, competition among agencies will likely
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continue to be an influencing factor. Under the present structure, many law enforcement
agencies are put in a position of being in competition for statistics and resources with other
agencies because agencies from the federal to local levels each must justify their budgets to their
constituencies and oversight entities. There is a belief that showing your agency as the one
doing the work, being involved in activity, and bearing the responsibility will all correlate to

getting awarded more money and resources.

4.3.2 Governance

Governance structures and systems operating in the law enforcement arena can create
conflicts of interest and reduce cooperation. Law enforcement agencies in the United States
share overlapping responsibilities and jurisdiction with no one unitary command; this creates
problems over control and authority in investigations, information sharing, and access. Officials
independently act in the interests of their constituencies as well as for the broader collective
good. The approach and expectations for collaboration in this environment must be challenged
to be effective in the future. Law enforcement in the US remains uniquely decentralized and
does not operate under unitary command or control. Recent case studies on knowledge sharing
within public sector inter-organizational networks confirm that there are information-sharing
difficulties across agencies (Jing & Pengzhu, 2007; Pardo, Cresswell, Thompson, & Zhang,
2006). Agencies overlap jurisdictions and responsibility; each with a duty to their own
constituencies. Each has their own notion and structure for control.

There is not a clear and universal guide to what intelligence information can and cannot
be shared across the federal, tribal, state and local levels. The laws and policies governing
information security, dissemination, and use vary across local, state, tribal, and federal agencies.

Where agencies do not have clear leadership and guidance on whether or not intelligence
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information may be shared, they may choose to take the safer path of not sharing to protect
them from liability. For instance, security clearances for intelligence information sharing and
recognition of legitimate rights to access intelligence information by local, state, tribal, and

federal agencies remains a process that is not coordinated or acknowledged across agencies.

5. Conceptual Model

A conceptual model based on the impacts of two types of direction or force of
influences affecting whether or not sharing occurs: facilitators and detractors is introduces
here. The model is based on the key influences on intelligence information sharing that were
analyzed in Section 3. This conceptual model is an offspring of Lewin’s force field analysis,
which is used here for looking at factors or forces influencing the decision of an individual or
organization to share intelligence information (Thomas, 1985). It is also consistent with
organizational change stages suggested by Lewin (1951) and others (Kaarst-Brown, 1999).
Forces may act as facilitators— driving movement toward information sharing— or as detractors
drawing momentum away from a choice to share something like intelligence information.
Each of the factors depicted under the headings given in the information sharing framework has
a potential for facilitating or detracting from a choice by the person or agency to share
intelligence information in a given context or not, and to what extent. Facilitators include the
positive influences that result from technical, social, and policy factors. Detractors include
negative influences resulting from technical, social and policy rules, regulations, actions or
perceptions (see Figure 11 below). The combination and interaction of the facilitating and

detracting forces leads to a condition of sharing or not sharing information.
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Figure 11: Factors Influencing Information Sharing

As facilitators, technical factors such as having compatible operating systems,
software, hardware, data definitions, secure access, control, high usability, and system
availability all can work towards improving the potential for information sharing but do not
cause information to be shared (Lee & Rao, 2007; Scott, 2006). Regarding technology, picture
two young friends who tie two tin cans together on a string to communicate; it is not the
technology of the cans that cause the two to talk across the string but their desire to share with
each other that controls use of technology. It is therefore the social and cultural aspects of the
relationship that matter more than the technology in the equation for information sharing.
Today, the two kids from the previous example are texting.

Socially, greater trust and knowledge of the other parties involved may lead to a greater
tendency towards intelligence information sharing. This process involves considerations of

agency culture and personal ties or connections with other involved agencies, which may
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include informal or "shadow" networking ties outside the workplace such as connections to
family and friends or other associations that involve one member having some other contact or
relationship with someone associated with another agency (Drake, Steckler, & Koch, 2004;
Marks & Sun, 2007). A common example involves family, friends, or affiliation through
participation in clubs or activities that involve others apart from the work environment. These
external contacts can have a positive, or negative, influence on the likelihood of intelligence
information sharing. Shared training and joint operations such as the U.S. Marshals’ joint
fugitive round up effort with state and local agencies in Florida were shown to have a positive
effect on information sharing (Clark, 2008). Importance to those involved, as described
previously, can be a critical factor influencing the sharing of intelligence information as well.
Information that is credible and which may result in some specific harm or loss is more readily
shared. The pressure to share this information is increased where there may be an approaching
deadline or need to act quickly for safety (Lee & Rao, 2007).

In the area of legal influence, having a clear and enforced agency policy regarding
intelligence information sharing can lead to a greater likelihood that information will be shared
as will increased knowledge of laws and regulations, which allow for intelligence information
sharing. Having an established governance system and involving participation by others has also
been shown to facilitate collaboration and intelligence information sharing where members and
organizations had positive regard for and accepted each other’s roles (Cresswell, Pardo, &
Hassan, 2007; Park, Sandhu, & Ahn, 2001). It has been shown that people within agencies are
more likely to participate in sharing systems that they have choice, investment and control over.

As detractors, intelligence comes from the field or other sources to an agency and the

identified factors may negatively affect the degree to which this information is likely to be shared.
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Legal factors with a negative influence include having separate security clearances, not uniform or
recognized across agencies, laws regarding privacy, secrecy, or sharing of information that are
conflicting or not well understood by participants. Social factors here also involve issues of lack of
trust, integrity, assurance, or an agency culture, which is geared towards not sharing (Lee & Rao,
2007). Trust is reduced where agencies compete with each other for statistics, media attention, and
funding. Informal or outside contacts, which are described as part of the informal network, have
great potential to provide a negative influence if the information may be potentially damaging to an
entity or person. Criticality also includes timing of information and its potential impact such that
where there is little urgency the pressure to share this intelligence is reduced and action may be
delayed. Where there is no identified time frame or deadline, the information may not be reacted to
in a timely manner and put to the side and not shared. Lack of knowledge or inaccurate knowledge
about what actions can be taken regarding sharing of information can hinder information sharing.
Matters of jurisdiction, authority, and governance or control over the power or influence also work
against sharing (Drake et al., 2004). The means for quantifying or assessing the particular
significance relative to other factors and forces remains an important question and subject for
further research.

Technical factors can act as detractors as well. Many agencies use different hardware and
software programs for communication and information management, and these may not interact
together. Systems that are not responsive or show poor performance may not be adopted. Agencies
with existing systems may not be financially able to change to more compatible or standardized
systems. The costs for retraining personnel on to new services can be high as well. Costs for
maintenance and upgrades of the systems must be considered as well.

These social, policy and technical factors can serve as the basis and model framework for
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further investigation in this field. This paper argues that the inter-relationships between the
identified factors influence the degree to which information sharing, and cooperation, is more or
less likely to occur. This is proposed to be true for a given circumstance and environment and
further that the resulting behavior can be observed, and represented in a conceptual model as the
balance of this result. Knowledge of these factors may predict action.

Developed here for consideration is a proposed conceptual model based on the proposed
information sharing framework that may be used to describe and to predict information sharing
behaviors based on knowledge of the three influencing factors (social, technical, and policy) at a
given time and for a given environment. The conceptual model proposed here was suggested from
the research, literature, and observations conducted to date. Probable effects from modifying the
influencing factors are more readily apparent and easier to identify using such a model. The
conceptual model and its use are described in greater detail in the following.

The relationships in the proposition that are being investigated may be depicted
conceptually in the form of an information-sharing model (this is an early conceptual
approach, and there are not sufficient verified quantitative tools at this time to be able to
accurately place specific weighting or values to these elements in advance). The current or end
state of sharing or not sharing intelligence information (11S) is the result of the combined
effects of identified facilitators (F) and detractors (D) present or occurring within an agency at
the time of consideration, and is shown as IS = f (F, D). As they are used in this research, F is
a function of the combination of the resulting facilitating forces for social, technical, and
policy factors (F = (Stsu + Tiirc + Pig), and D is the sum of the detractor forces from those same
factor headings (D = (Swsu + Tiirc + Pig). Sharing of information, which may also be considered

cooperation, occurs where the equation results in an imbalance in the form of a positive,
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negative, or zero - end state. If there are more forces working against sharing than those that
work for sharing, the balance is tipped towards not sharing. It may also be the case that a
stalemate can occur and information will not be shared. If both facilitating and detracting
forces are equivalent (F = D) then it is a sum of zero or stalemate and information is not
shared. One can alternatively combine summary versions of S for social (cultural) influences,
T for technology influences, and P for policy issue influences to show the combined effect for
1S as IS =f (Sg+Sp, Te+Tp, Pe+Pp) or more simply IS = f (S, T, P). This model may be
further broken down to show how one may include various subcomponent influences and
considerations such as i for interoperability, r for responsiveness, ¢ for control, t for trust, s for
informal networks, u for importance, k for knowledge, and g for governance factors within the
broader categories. Not all of the factors and sub-factors may be present or available for
consideration in a given case. The sub-categories are not meant to be exhaustive. The model

and some possible components are show in the formulation and table in Figure 12 below:

1HIS=f(F,D)
F = (Stsu + Ttirc + Pikg)
D = (Stsu + Ttirc + Pikg)
1S = f (Sg+Sp, Te+Tp, PetPp)
S=f(S, T,P)

I1S = Sharing S = Social factors T = Technical factors P = Policy factors
F = facilitators t = trust t = trust t = trust
D = detractors s = informal i = interoperability k = knowledge
networks r = responsiveness g = governance
u = importance ¢ = control

Figure 12: Information Sharing Model - V1
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The conceptual model illustrated here can be used for understanding, description, or
comparison purposes. It can serve as a tool to assess or predict sharing potential or action based on
knowledge of inputs stemming from agency and environmental activity or conditions. One can
also illustratively and conceptually change or manipulate the influencing factors to consider
possible outcomes based on different inputs or actions. The model as a tool may describe a current
or desired state, or serve as a predictor for the potential state given certain changes to influencing
factors. Effects of the different influencing factors will be more readily apparent and easier to

focus on using such a model.

6. Testing the Model

This paper proposes that the act of sharing or not sharing intelligence information can
be described by considering conditions in terms of three broad factors: Social, Technical, and
Policy as these factors were defined and operationalized previously in this paper. This
relationship was shown as a conceptual model where intelligence information sharing (11S)
behavior is a function of the combined result of facilitating and detracting influences from
the social, technical, and policy factors as shown previously. To test the model, an alternate
version of the conceptual model is used. The alternate model is based on the same
assumptions and conditions but allows survey data to be more readily input for demonstration
and examination purposes. It is argued that IIS=f(S,T,P) is an equivalent means of
representing the relationship 1IS=f(F,D). A proposition is that the information-sharing model
created is useful for describing and understanding intelligence information sharing behavior

among participants in the law enforcement and broader public safety environment.



